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Abstract. Human beings have an innate tendency to socialize and the Internet 

gives us the opportunity to overcome geographical barriers and communicate 

with people located even at the opposite side of the world. Computers that 

started the journey of digital communication with simple emails and bulletin 

board systems in the eighties of the previous century have manifested their 

potential of connecting people across the globe with the evolution of social 

networking. Social networking has emerged as effective tools for bringing 

people of similar disposition or needs, whether professional or personal, under 

the same platform enabling interaction and sharing between peers. However, 

these services operate in a centralized environment. Blockchain, on the other 

hand, is revolutionizing the process of sharing things digitally between peers in 

a decentralized and secured fashion. In this paper, we investigate how 

blockchain can be applied to social networking services and review some of the 

currently existing social networking applications that utilize blockchain. We 

then propose our social networking application, e-Mudra, built on the principles 

of blockchain technology that facilitates peer-to-peer exchange of leftover 

foreign currency from international travel. 

Keywords: Blockchain, Leftover Foreign Currency Exchange, Peer to Peer 

Communication, Social Networking. 

1 Purpose 

Social Networking can be envisaged as having reshaped the way people interact with 

each other and exchange content and information through the Internet with peers 

dispersed across the globe. Facebook, Twitter, Instagram are names popular amongst 

users situated in the remotest corner.  Technologists have already started exploring the 

possibilities of utilizing blockchain in the avenues of social networking. Obsidian 

Messenger, Nexus, Indorse, Synereo, Steemit, Akasha applications are some of the 

instances of the endeavors made in this context. In this paper, we study the impact of 

blockchain in social networking applications, in general, and how the notions of 

blockchain and social networking can be applied together to solve the problem of 
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exchanging leftover foreign currencies from an international trip profitably and 

conveniently, in particular, by presenting our e-Mudra platform.   

This paper is organized as follows: In Section 2, we give an overview of 

blockchain technology; we then discuss about the social networking applications and 

their challenges; next we include a description of how blockchain can benefit social 

networking applications and a review of existing blockchain-based social networking 

applications; we also introduce the challenge of exchanging cash leftover foreign 

currency from international trips that can be alleviated using blockchain and social 

networking; in section 3, we outline our proposed e-Mudra application; in section 4, 

we include the results of the study and finally we conclude in section 5. 

2 Background 

In this section, we briefly discuss about blockchain technology and then focus on 

social networking sites and shared economy. We then explicate the impact of 

blockchain on social networking, blockchain-based social networking applications 

currently available and the problem associated with cash leftover foreign currency 

exchange after any international tour. 

 

2.1 A Brief about Blockchain 

One of the cynosures of current disruptive technologies in the computing world that 

has invoked much attention from both academia and industry is blockchain. Devised 

by Satoshi Nakamoto more than a decade ago, blockchain is the fundamental pillar on 

which Bitcoin, the forerunner of an era of cryptocurrencies, has been built upon [1].   

Prior to the invention of blockchain, peer to peer transactions of digital currencies 

following a decentralized pattern suffered from the issues of Double Spending and the 

Byzantine General’s problem.  

Unlike cash payments between peers, digital transactions can be forged easily and 

trust has to be enforced by an intermediary, that is, a centralized system such as a 

bank, but this requires service fees charged by those institutions. In a decentralized 

digital network with thousands of members dispersed worldwide where members are 

unknown to each other, it is difficult to reach an agreement ensuring the validity of 

transactions shared by them. Blockchain resolves both these issues. It maintains a 

transparent, immutable, shared distributed ledger which is a sequentially threaded 

chain of blocks containing validated transactions, across the decentralized network.  

Blockchain nodes regularly reach a consensus about the authenticity of new 

transactions collected in blocks by solving computationally expensive cryptographic 

hashes, in other words, “Proof of Work”, and the fastest node to solve the puzzle is 

rewarded with an incentive. Over recent years, blockchain has been leveraged in 

various areas, most commonly concerning cryptocurrencies and financial services and 

of course many other application areas exist such as asset management, records 

management, identification, attestation, charity, government, education, health, to 

name only a few. 

 



2.2 Social Networking Sites (SNS) and Shared Economy 

The history of the Web dates back to 1989 with the invention of the Internet followed 

by the successful communication between a web browser and server a year later, thus 

marking the beginning of the age of the Web. By 1999, there were around 3 million 

websites, but these were mostly static, read-only sites [2]. This generation of web or 

Web 1.0, saw unidirectional information flow from producer to consumer, via search 

engines and the most basic form of online shopping carts [3]. The need to engage and 

contribute actively led to the emergence of Web 2.0, the read-write-publish Internet 

that enabled users to share, collaborate and create content through social media and 

blogging. This age witnessed the birth of SNS such as Facebook and Wikipedia. Web 

3.0 consisting of semantic markup and web services, facilitated machine-machine 

interaction while Web 4.0 is envisaged as the Internet of Things (IoT).  

We have reached what “is also known as the symbiotic web. The goal of the 

symbiotic web is interaction between humans and machines in symbiosis. The line 

between human and device will blur.  Web 4.0 will interact with users in the same 

way that humans communicate with each other. A Web 4.0 environ will be an 

“always on,” connected world. Users will be able to meet and interact inter-spatially 

on the web through the use of avatars” [2].   

This gradual overall evolution of the Web caused much progression of the social 

web; the enormous development of technologies, particularly mobile devices, paved 

the way for the SNS to become pervasive. Tim-Berners Lee’s vision of the web as a 

collective intelligence is turning out to be true when considered in the light of the 

advancements of SNS [4]. Some instances of the most popular SNS other than 

Facebook and Twitter are Wikipedia that “harnesses collective intelligence to co-

create content”, Flickr and Instagram that enable free photo sharing, YouTube that 

enables free video sharing, Delicious that facilitates discovering, storing and sharing 

of web bookmarks, Digg that helps in sharing opinions on digital contents and 

visualizing the rank of those contents, LinkedIn connects people to form professional 

network and Blogs for reading, writing, sharing and discussing users’ thoughts and 

opinions. In SNS, therefore, the contents are not produced or consumed by the 

platform owners, but by the users of such platforms.  

Thus, emerged the concept of the shared economy where the platform owners will 

not themselves own the resources shared through the SNS, rather they will only 

manage or govern the functioning of such platforms that will bring buyers and sellers 

under one roof. Uber and AirBnB are some of the notable examples of such 

applications that empowered people to monetize their assets by sharing with peers 

through a synergetic platform. The platforms incentivize revenues from the 

interaction between the collaborating peers. However, various factors are required to 

be considered thoroughly such as legalities, taxes, security and insurance before the 

shared economy can become more mainstream. SNSs are not free from security risks 

and privacy threats. The massive amount of personal data shared on SNSs exposes 

users to Internet threats like “identity theft, spamming, phishing, online predators, 

Internet fraud, and other cybercriminal attacks” [5].  

Of the various security and privacy issues discussed in [5], Rathore et al. discusses 

an interesting form of hazard, Sybil attack where the attackers generate a large 

number of fake identities facilitating them to gain advantages in the distributed and 



peer to peer system. SNSs may suffer from Sybil attack as they incorporate a plethora 

of users who joined as peers in a peer to peer network. In such environments, a single 

online entity can have multiple fake identities where attackers can outvote legitimate 

users, “reduce reputation values, corrupt information”, vote an SNS account as the 

“best” increasing the account’s reputation and popularity. 

 

2.3 Impact of Blockchain on Social Networking 

As blockchain built upon provenance, immutability and distributed consensus, is 

fashioning the decentralized peer to peer communication process, some technologists 

are of the opinion that it can resolve the current challenges existing with SNSs [6]. In 

the absence of any centralized body governing user’s activities, the latter can benefit 

from greater security with blockchain. Raviv [8] highlights some of the advantages of 

using blockchain for social networking. 

A. The user is not the “product”  

Most of the SNSs utilizes user information, including text, images, videos, available 

in their platform for advertising and marketing purposes. But in a blockchain-based 

social network, in absence of any platform owner, the nodes participating in the 

validation process can get rewards from the cryptocurrency bolstering such platforms. 

So, the user generated content may not be employed for analytics or marketing.    

B. Enhanced authority of users over their content  

In the absence of centralized administration, there is no single entity controlling the 

content produced by users.   

C. Better security  

Though the major SNSs have end-to-end encryption, the metadata exchanged with the 

messages can be eavesdropped by third parties. Blockchain’s decentralized and 

distributed ledger technology in addition to securing user data through encryption 

enhances user’s privacy and anonymity [7].  

D. Censorship resistant applications  

Blockchain-based SNSs ensure secure authentication as well as user anonymity, 

which is of great importance in censorship critical applications. “Platforms like 

Obsidian provide a way for users to circumvent the censors and to avoid surveillance” 

[8]. The decentralized library of Alexandria is yet another example of dissemination 

of art and information without censorship or ads [13].  

E. Support for payment mechanism  

While traditional SNSs like Facebook supports financial transactions, blockchain has 

the potential to revolutionize the shared economy in a peer to peer ecosystem. 

Blockchain was invented to support the generation of cryptocurrency and hence, the 

exchange of tokens or coins in a peer to peer social network is inherently 

accommodated by blockchain. Smart contracts can assist users perform deals through 

contracts signed and executed cryptographically.  

F. Crowdfunding possibilities  



Blockchain-based SNS can help users in raising money through crowdfunding. Such 

networks can also expedite crowd-sales.   

 

2.4 Existent Blockchain-based Social Networking Applications 

Irrespective of the issues persisting with the blockchain technology such as 

scalability, blockchain-based social networking and social media applications are 

multiplying. Researchers such as Qin et al. are already investigating the possibilities 

of utilizing blockchain in academic social networks supporting “irrevocable peer 

review records, traceability of reputation building and appropriate incentives for 

content contribution” [11]. Yet another example of blockchain-based social media is 

Ushare that allows users to control, trace and claim ownership of the contents they 

share over the decentralized, peer to peer, secure, anonymous and traceable content 

distribution network [12]. Here, we discuss some of the blockchain-based SNSs.  

A. Sapien  

This is a decentralized reputation based social news platform that takes into 

consideration four fundamental values: Democracy, Privacy, Freedom of Speech and 

Customizability. It has its own token, SPN and rewards the digital content creators 

without any central authority. This platform provides users with the flexibility to 

participate anonymously or use their real identity [10].  

Sapien supports public or private communities called branches pertaining to 

specifics topic or themes. Users can participate in one or more branches and have 

reputations for each of those branches signifying their importance.  It uses a Proof of 

Value Protocol. In essence, SPN supports collaborative distinguishing of high-quality 

content across the Sapien Network and this adds value to SPN. The protocol will 

bring forward quality content and reward users accordingly.  

User’s contents are evaluated across the network generating a score that designate 

user’s reputation thus reflecting her domain specific skill within her communities. 

Thus, “within Sapien, reputation will mitigate trolling and reduce the spread of fake 

news” [10]. Sapien also enhances interaction among users by providing facilities such 

as friend addition, group creation, post sharing, comments writing and text and voice 

chat. Online privacy is protected through encrypted chat conversations. Sapien 

follows a hybrid centralized-decentralized web application during the initial stages 

with the social platform being centralized and all SPN transactions are decentralized 

and handled by the Ethereum Blockchain.  

B. Steemit  

Based on a decentralized network, Steemit aims to build communities and promote 

social interaction incentivizing users with cryptocurrency rewards in return of their 

posts depending on their upvotes count.  Some of the services made available to the 

users of the Steem community are: 

• Access to organized news and commentary  

• Access to suitable answers to customized questions  

• “A stable cryptocurrency pegged to the US dollar”  

• Payments without charges [9]  



It has an internal cryptocurrency token called STEEM that supports one-STEEM, 

one-vote. So, the greatest contributing users determined by their account balance will 

have the strongest say about how the contributions are scored. Users have “financial 

incentive to vote in a way that maximizes the long-term value of their STEEM” [9]. It 

supports micropayments for users’ services. Users can upvote or downvote contents 

and rewards for contributors will be decided based on users’ votes.  The system 

promotes the use of blockchain for censorship resistant applications. Here, no 

individual can censor contents which the STEEM possessors have valued.  

C. Indorse  

Based on the Ethereum blockchain, this is similar to LinkedIn. It has its own economy 

and currency. Users can participate in content creation reserving their rights, make 

profiles, connect with other users and receive payments for their participation.  

Indorse supports a “skills economy” leveraging Indorse Rewards, Indorse Score 

Reputation system and payment of tokens to users for their contributions in 

constructing the platform. User motivation is further enhanced through improvement 

of security and privacy for users’ data and information. It also leverages smart 

contracts “and pairs them with payment channels” [7].  

D. Obsidian Messenger  

This enables data storage in a decentralized system utilizing Proof of Stake consensus 

protocol and does not use it for analytics or advertising. An end-to-end encryption 

following 256 Bit encryption algorithm is applied to messages, files, pictures, videos 

and payments. The nodes receive cryptocurrency to enforce reliability, resiliency, and 

availability of the network. User accounts are not required and “the address will never 

have information that links to phone numbers, email or other accounts” [7].  

E. Nexus  

This supports charity, crowdfunding, transactions in a marketplace, purchasing ad 

space and other operations through cryptographically-signed and executed contracts. 

As a blockchain-based system, this application has internal currency thus bypassing 

the need for external payment mechanisms. This takes into consideration the 

requirement for secured authentication and anonymity in restrictive domains [7].   

F. Others 

There are many more SNS applications that utilize blockchain such as Sola, 

onG.Social, PROPS Project, Synereo, Golos, Akasha, Alexandria and SocialX. 

3 The Challenge of Cash Currency Exchange 

Now that we have seen how blockchain can contribute to building SNS and shared 

economy applications efficiently, we study a particular case of exchanging cash 

currency leftover from foreign trips. We explore how blockchain and social 

networking can be utilized together to solve the issue of cash-based leftover foreign 

currency exchange at the end of an international trip.  

Almost every traveler possesses some amount of cash foreign currencies on her 

return from an international trip. But there is no mechanism to dispose of these 



currencies conveniently and profitably. A huge amount of money that can add up to 

billions globally, remains unused in most of the travelers’ wallets and cupboard 

drawers at home. Exchange through banks or other financial institution requires 

travelers to personally visit the institution to deposit the cash when the exchange rate 

is suitable and hence, is not convenient. Besides, the exchange rate is decided by the 

institution. It also charges additional fees, thus not lucrative for exchanging small 

amounts. Not all institutions accept coins. Some institutions have started exchanging 

cash currencies via posts or kiosks, however, they too suffer from the issue of 

centrally decided exchange rates, traveler’s onus of submitting the cash currencies, 

exchange rate is based on the day when institution received the currencies, and 

limitation in terms of the list of currencies accepted for exchange.  

Recently, a few systems have emerged that allow peer to peer exchange of 

currencies but they do not support exchange of cash currencies. Therefore, to address 

these pertinent challenges, we devised e-Mudra, an application facilitating peer to 

peer currency exchange, based on blockchain. 

4 Method 

We now describe e-Mudra, a blockchain-based Social Networking application 

connecting currency exchangers. 

 

4.1 The Application Functionality  

Our e-Mudra blockchain application maintains an online community of travelers who 

can exchange or transfer currencies among themselves. Any traveler must deposit 

cash foreign currency at a designated kiosk at the end of a foreign trip which gets 

added to her currency balance in her multicurrency wallet. She can then publish an 

advertisement for foreign currency exchange with her preferred exchange rate based 

on her currency balances and if any other traveler finds her published advertisement 

suitable, that traveler can initiate an exchange. Alternatively, she can choose to 

exchange currency with a fellow traveler if she finds the latter’s advertisement for 

currency exchange profitable and matching her requirement. Travelers can exchange 

currencies, transfer currencies to other peers, donate currencies to charitable 

institutions, buy gifts with the currency balances in their multicurrency accounts and 

send them to other peers anytime once they have submitted the cash at the kiosk.   

Every user has a username in addition to the public key that she can share with 

other peers in the network. Peers can transfer funds or send gifts to other peers using 

their usernames instead of using the complex public keys. 

 

4.2 Scenario  

The user deposits her cash currency, say X, in a smart kiosk placed at a convenient 

location such as airport before travelling back to her own country. The kiosk accepts 

the currency X and sends a receipt to her smartphone. The user later checks her multi-

currency account in e-Mudra application which shows her the updated balance for 



currency X. She can later post an advertisement for a target currency, say Y, in return 

of a part or whole of the balance amount of currency X, with a chosen exchange rate.  

If any peer accepts the exchange at the user’s published rate, the exchange takes 

place and the user is notified.  Alternatively, the user instead of publishing her own 

rate, may select from any of the advertised rates from other peers in the network, 

requesting for an amount of currency X in return of currency Y. Once exchanged to 

currency Y, the money can be sent to the user’s external account pertaining to 

currency Y or collected from a kiosk that operates for currency Y.   

 

4.3 Architecture  

Essentially, the users of this system are travelers and they cannot be expected to do 

the block validation unlike the Bitcoin blockchain network where any node can 

participate in consensus mechanism. Therefore, architecturally, e-Mudra leverages a 

permissioned consortium blockchain such that a selected set of nodes with known 

identities owned by stakeholder organizations that perform block addition and 

validation. The stakeholder organization is likely to be the one that owns the currency 

deposit and withdrawal kiosks. The network comprises of the following types of 

nodes, see Fig 1. 

• The user nodes or clients that perform transactions – these are the 

computer applications, i.e. the multicurrency wallets, which the travelers use 

to exchange funds, send money to peers, donate to charity or buy and send 

gifts.  

• The gateway nodes that conform to consensus protocol – these nodes 

owned by the stakeholder organizations perform addition of blocks and 

validation of transactions. The gateway nodes from different organizations 

compete to find the next block and win rewards following the Proof of Work 

consensus protocol. The gateway nodes are connected to each other. 

• The miners that assist the gateway nodes in block mining – each gateway 

node is connected to a set of miner nodes which help the gateway nodes in 

speedy discovery of next block by providing faster solution of the 

cryptographic puzzle. 

• The kiosk nodes that support cash deposit or withdrawal transactions – 

these are the kiosks where users can deposit or withdraw foreign currencies.  

The gateway nodes, miners as well as the kiosk nodes will be managed by cross-

country organizations regulating the network. 

 



 
Fig. 1. The eMudra Network 

A kiosk is connected to all the gateway nodes. When a traveler deposits or 

withdraws money at a kiosk, the corresponding transaction is broadcasted to all the 

connected gateway nodes. Similarly, when a traveler exchanges or transfers money 

through her multicurrency wallet, the corresponding transaction is broadcasted to all 

the connected gateway nodes. The gateway nodes collect the transactions and gather 

them in a transaction pool. When the number of transactions in the pool exceeds a 

threshold value, the gateway nodes collect the transactions from the pool and conduct 

mining. When a gateway node solves the cryptographic puzzle and finds a new block, 

it broadcasts it to other gateway nodes as well as its helper miners.  

When a gateway node receives a new transaction, it sends the transaction to all its 

miners. If any of the miner finds a new block before the connected gateway node, it 

sends it to its connected gateway node which broadcasts the block to its other helper 

miners as well as other gateway nodes in the network and the gateway nodes and their 

miners then check if the block is a valid one. If it is a valid block, they add it to their 

local blockchain. If the gateway node finds a block before any of its helper miners, it 

forwards it to its helper miners as well as other gateway nodes in the network which 

check the validity of the new block and if the block is a valid one, they add it to their 

local blockchain. When a gateway node or a miner finds a new block, it receives 100 

mudras, the internal cryptocurrency of the system. 

All transactions are recorded on a shared distributed ledger such that any gateway 

node can read the transactions. A username is generated at the time of user 

registration and mapped against the user’s public key.  

A traveler must publish an advertisement or select from a list of advertisements to 

exchange currencies. When a traveler publishes an advertisement, it gets broadcasted 

from the traveler’s multicurrency wallet to all the gateway nodes. Its default status is 

Active. When two travelers exchange currency, the corresponding advertisement 



status is updated as Expired. The advertisements are stored by the gateway nodes that 

manages the list of advertisements published by the travelers in the network.  

5 Results 

The differences of this application with existing systems are:  

• The traveler’s leftover foreign currency does not need to be exchanged on 

the same day when the currency is deposited or received by the governing 

institution(s).  

• The user can exchange currency on any day post submission of the cash 

currency when she agrees on a profitable rate.  

• The exchange rate is not centrally decided but only regulated to prevent 

money laundering; the user selects the preferred rate.  

• Any currency of any denomination is acceptable as long as the user deposits 

them in the kiosk before leaving the respective country.  

• The users can make good use of even low value cash foreign currencies not 

suitable for utilization through other mediums except charity.   

• There is no exchange or transfer fees as the application aims to make small 

money exchange or transfer profitable, however there will be a subscription 

fee to use the application. 

It is beyond the scope of this paper to detail the code base; however the proof-of-

concept code base is available on GitHub on request. 

6 Conclusion  

Blockchain is a revolutionary disruptive technology that has much to offer in the 

domain of social networking. This paper has projected a brief overview of how social 

networking apps can benefit from blockchain and cited some relevant examples to 

corroborate the view. It further demonstrated a particular problem, that is, cash 

leftover foreign currency exchange being addressed by a blockchain-based social 

networking platform, e-Mudra, that we proposed. While such a system as e-Mudra is 

complex and involves other innovative concepts like smart kiosks or internet of 

things, blockchain plays a fundamental role in enabling cash leftover foreign currency 

exchange profitably and conveniently. The current ‘proof of concept’ Java code base 

is available for collaboration on request to the principle author. 

 

6.1 Future Work  

Currently, the application prototype supports transfer and exchange of currencies, 

donation can also be performed by transfer functionality. However, buying and 

sending gifts is not supported by the prototype at the moment. Kiosk functionality is 

simulated. To transfer money, a user needs to know the username of the recipient 

which can be directly communicated by the recipient to the user.  To add flavors of 



SNS, provision to add known users to a peer’s contact list can be supported. User can 

then add users whose usernames are shared with her directly to her contact list, update 

and delete later the same. She can send or exchange money with the users in her 

contact list and also buy gifts for them when the application will automatically fetch 

details of the recipient such as delivery address from the system and the sender will 

not need to provide the same. 
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