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Abstract 11 

Background: Text mining techniques are advancing all the time and vast corpora of social media 12 
text can be analysed for users’ views and experiences related to their health. There is great promise 13 
for new insights on health issues such as drug side effects and spread of disease, as well as patient 14 
experiences of health conditions and health care. However, this emerging field lacks ethical 15 
consensus and guidance. We aimed to bring together a comprehensive body of opinion, views and 16 
recommendations in this area so that academic researchers new to the field can understand relevant 17 
ethical issues.   18 

Methods: After registration of a protocol in PROSPERO, three parallel systematic searches were 19 
conducted, to identify academic articles comprising commentaries, opinion and recommendations on 20 
ethical practice in social media text mining for health research and grey literature guidelines and 21 
recommendations. These were integrated with social media users’ views from qualitative studies. 22 
Papers and reports that met the inclusion criteria were analysed thematically to identify key themes 23 
and an overarching set of themes was deduced.  24 

Results:  A total of 47 reports and articles were reviewed and eight themes were identified.   25 
Commentators suggested that publicly posted social media data could be used without consent and 26 
formal research ethics approval, provided that the anonymity of users is ensured, although we note 27 
privacy settings are difficult for users to navigate on some sites. Even without the need for formal 28 
approvals we note ethical issues: to actively identify and minimise possible harms, to conduct 29 
research for public benefit rather than private gain, to ensure transparency and quality of data access 30 
and analysis methods, and to abide by the law and terms and conditions of social media sites.  31 

Conclusion: Although social media text-mining can often legally and reasonably proceed without 32 
formal ethics approvals, we recommend improving ethical standards in health-related research by: 33 
increasing transparency of the purpose of research, data access and analysis methods; consultation 34 
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with social media users and target groups to identify and mitigate against potential harms that could 35 
arise; and ensuring the anonymity of social media users. 36 

 37 

1 Introduction 38 

In the last two decades social media platforms, social networking sites and internet discussion forums 39 
have undergone an exponential increase in users, with 3.48 billion active users in 2019, a 9% increase 40 
from the previous year [1]. Facebook continues to be the highest-ranking social media website, with 41 
2.27 billion active users per month, while Twitter attracts around 326 million active users per month 42 
[1]. Other sites such as Instagram (nearly 1 billion users), and Tiktok are rapidly gaining users, 43 
particularly of a younger demographic. Additionally, many discussion forums on the internet provide 44 
ways for users to discuss and share their experiences and seek advice from their peers.   45 

Social media platforms are used to disseminate health information [2, 3], and are used by health care 46 
professionals to interact with and advise users [4, 5]. In addition, users post information about their 47 
health behaviours, experiences, and attitudes, often in publically open forums [4][6]. With 57% of the 48 
world’s population accessing social media each year [1], this opens new opportunities for researchers 49 
to harvest and analyse data for health research, gaining information regarding people’s health on a 50 
scale which would have previously been unachievable[6]. This new source of health data may also 51 
give researchers access to the views and experiences of people who have traditionally been hard to 52 
recruit to research studies [7]. The availability of this information is already being utilised by health 53 
researchers, to study adverse drug effects for pharmacovigilance [8, 9], flu outbreak surveillance [10] 54 
and mental health monitoring [11].  55 

The vast amount of data available from social media and patient discussion forums, and the necessity 56 
of identifying relevant posts from a large number of irrelevant ones, means that computer-based text-57 
mining techniques are often used. Natural language processing (NLP) is a branch of computer 58 
science which uses series of rules and/or machine learning algorithms to identify relevant information 59 
from written natural language. Usually algorithms are able to recognise named entities to a high 60 
accuracy and also assess the context for negation, subject, timing and hedging [12]. Further work, 61 
such as looking for links between drugs and side effects, focuses on extracting relationships between 62 
entities within the same sentence or document [13]. Usually, quantitative data are derived from this 63 
information extraction, which can then be analysed statistically, allowing simultaneous analysis of 64 
multiple posts or documents. Some research using social media data has been qualitative and 65 
thematic, which involves more detailed and in-depth reading and analysis of the full written content 66 
[14].  67 

NLP research uses the available text which is posted on discussion forums and social media; as it 68 
usually does not involve any interaction or direct contact with social media users, it is assumed to be 69 
ethically low risk. It is also perceived as a “low-stakes” approach for student projects and therefore, 70 
the research community may include many new or inexperienced researchers who are not well versed 71 
in ethical issues. While medical researchers are usually trained in “human subjects” research ethics, 72 
computer science researchers may be less experienced with key ethical issues [15]. In addition, 73 
previous controversial incidents have raised important questions about the ethics and acceptability of 74 
this approach. In 2008, researchers published data that they had collected from the Facebook 75 
accounts of an entire cohort of university students over four years. This research subsequently came 76 
under intense scrutiny when it was discovered that the ‘anonymous’ university used in the study 77 
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could be easily re-identified [16]. In a second controversial case in 2016, Danish researchers 78 
published data from 70,000 OkCupid users, with information including usernames, age, gender, 79 
location and sexual preference being made publicly available with no attempts to anonymise the data 80 
[17].  81 

Such incidents have led to concern that individuals’ privacy could be threatened, with only a small 82 
amount of effort from an adversary, if harvested datasets are made public. Previous studies reviewing 83 
public and patients’ views have indicated the fears of harms that patients have when their sensitive, 84 
personal health data is used for the secondary purpose of research [18, 19]. Participants feared that if 85 
they were re-identified from their data following unauthorised disclosure or access, that this could 86 
lead to identity theft, consequences for employment, pension eligibility, increased insurance costs, 87 
social discomfort, community embarrassment, unnecessary stigmatising judgements in clinical 88 
settings, or the use of their data for financial gain [19].  Although these studies focused on clinical 89 
and administrative data sources, it is possible that social media users may have similar fears about 90 
potential consequences of the secondary use of their internet posts.  91 

However, personal content posted on social media platforms and internet discussion forums has been 92 
made public to a greater or lesser extent by the content creator, and therefore differs considerably 93 
from clinical data created by a healthcare professional in the course of recording a confidential 94 
consultation. It is therefore important to have a separate framework guiding best practice for using 95 
this type of health data in research. Core research ethics principles for biomedical research, such as 96 
those proposed in the Belmont Report [20], and Beauchamp and Childress [21], and for ICT research, 97 
such as proposed in the Menlo Report [22] are likely to be relevant, as they give over-arching 98 
principles which are relevant for many scenarios in health research. Beauchamp and Childress’ four 99 
main principles have been shown to underpin public or lay thinking about ethical issues in data-100 
sharing for health research [19].  101 

Previously researchers have acknowledged the lack of ethical guidance in social media data mining 102 
[6, 23] and often institutional ethics review boards report feeling ill-equipped to keep pace with 103 
rapidly changing technologies used in research [24, 25]. We therefore aimed to review the literature 104 
on best ethical practice in this field to bring together recommendations for text-mining/NLP 105 
researchers who are using social media and patient discussion forum data for health research. We cast 106 
our net wide for this study, systematically searching both academic and grey literature, and aiming to 107 
include social media users’ perspectives in our recommendations.   108 

2 Materials and Methods 109 

A systematic review protocol was registered with the PROSPERO database (CRD42018112923) 110 
[26]. Three systematic searches were undertaken in parallel, two are reported using PRISMA flow 111 
charts [27], and the manuscript reporting adheres to the Enhancing Transparency in Reporting the 112 
Synthesis of Qualitative Research (ENTREQ) statement [28]. No ethical approval was sought for this 113 
study as it involved analysis of previously published reports. 114 

2.1 Search Strategy  115 

We conducted three systematic searches, two of academic literature and one of the grey literature.  116 
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2.1.1 Search 1 and 2: Academic literature (1: commentaries, editorials, tutorials and 117 
recommendations; 2: qualitative studies reporting social media users’ views on social 118 
media text mining for health research). 119 

Three databases were searched: MEDLINE (Ovid), Scopus and ASSIA (Proquest). The terms used in 120 
the search are given in Table 1.  Truncations and Boolean operators were used to allow for a 121 
comprehensive but specific search. The search was limited to results published in English, with no 122 
constraint on the country of publication. A date restriction of 2006-2018 was employed, as this was 123 
when Facebook was expanded beyond educational institutions and made public to anyone with a 124 
registered email address, changing the landscape of online social networking.  Results from each 125 
search were imported into separate Zotero files and duplicates discarded. Reference screening was 126 
conducted to identify further papers. 127 

2.1.2 Search 3: Grey literature 128 
What is meant by grey literature is undefined, but is generally recognised to be publications and 129 
documents not controlled by commercial organisations or publishers, or not collected and preserved 130 
in library holdings [29]. We searched for these documents using the Google search engine, search 131 
terms are given in Table 1. The first 60 results were examined.  132 

- insert Table 1 here - 133 

2.2 Inclusion and Exclusion Criteria  134 

Due to the qualitative nature of this research and its exploration of a phenomenon rather than an 135 
intervention, the SPIDER tool [30] was used to construct the inclusion and exclusion criteria for 136 
academic articles (Table 2). Following each search, one author (SS) screened each set of articles 137 
based on their title and abstract. The remaining articles from each search were then screened using 138 
the full text by two authors (SS and EF), with a consensus being met for each article regarding its 139 
eligibility. 140 

For the grey literature search, articles were accepted if they were published commentaries, editorials, 141 
tutorials, guidelines or recommendations for ethical health or social science research which used 142 
social media data in a passive way (e.g. qualitative analysis of posts; text-mining) i.e. not involving 143 
recruitment or interaction with social media users, or providing any interventions through social 144 
media. Screening was conducted by EF and reports were checked for eligibility by LH. Where this 145 
search brought up academic publications, these were examined according to search 2 criteria, and if 146 
eligible, were added to the pool of academic articles covering commentaries, editorials, tutorials and 147 
recommendations. 148 

- insert Table 2 here - 149 

2.3 Quality Assessment  150 

Academic articles reporting qualitative studies on social media users’ views were assessed for quality 151 
by author SS using the Mixed Methods Appraisal Tool (MMAT) [31]. For a study to be included in 152 
the final review, it had to score at least three points, with two points coming from the initial two 153 
screening questions. All eligible studies met this criterion. 154 

2.4 Data Extraction and Synthesis 155 
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The following information was extracted from qualitative studies (where relevant): date, location and 156 
publication type, authors, data, study design, number of participants, research objective and findings.  157 

For thematic analysis, all articles and documents were imported into NVivo 12, and separate thematic 158 
analyses were carried out for commentaries, editorials, tutorials and recommendations and social 159 
media user studies, following the thematic synthesis principles of Thomas and Harden [32]. These 160 
principles allow for transparency and reproducibility of the methods due to its detailed methodology. 161 
Analysis involved coding all relevant text, line by line into nodes (initial coding was conducted by 162 
SS). Existing nodes were used for subsequent papers where appropriate, and new nodes created 163 
where necessary. Once a full coding and node structure had been completed, nodes were examined 164 
and discussed between SS and EF. Nodes were then aggregated into larger descriptive themes, and 165 
following iterative refinement and discussion, these were then used to generate deductively the final 166 
analytical themes for the results of the study. When synthesising the findings, priority was given to 167 
data that contributed to the formation of a set of ethical guidelines. Once the two types of academic 168 
articles had each been analysed separately, the themes generated for each set were examined and 169 
matched together. Next the grey literature results were examined in the same way, identifying 170 
extracts which related to existing themes from the previous two analyses, and coding extracts which 171 
related to new themes (coding conducted by EF and nodes examined and discussed with LH). Once 172 
all grey literature documents had been coded a final complete set of themes was agreed by all 173 
authors. All articles and documents were then re-read to ensure all content relating to the final themes 174 
was extracted.  175 

3 Results 176 

3.1 Search Results 177 

3.1.1 Search 1: Academic articles comprising commentaries, editorials, tutorials and 178 
recommendations 179 

From 1690 articles returned by the search and by reference screening, 26 met eligibility criteria and 180 
were included in the study. A further 9 articles and a book chapter were identified as eligible from the 181 
grey literature search, making 36 articles in total (Figure 1).  These were perspective, commentary or 182 
recommendation full articles (N=20), literature/systematic reviews (N=7), case studies (N=5), 183 
opinion (N=1), conference proceedings (N=1), book chapter (N=1), and editorial (N=1) papers. All 184 
papers were published between 2008 and 2019, with 31 of the articles published from 2013. Authors 185 
of the papers were geographically spread between the USA (N=15), UK (N=13), Germany (N=2), 186 
Switzerland (N=2), Canada (N=1), France (N=1), Australia (N=1) and Saudi Arabia (N=1).  187 

-insert Figure 1 here - 188 

3.1.2 Search 2: Qualitative Studies of Social Media Users’ views  189 
7402 peer reviewed articles were identified through the systematic search, with an additional four 190 
articles identified though reference screening. Of these, four papers met the inclusion criteria and 191 
were included in the review (Figure 2). All studies were published after 2012 and were 192 
geographically spread between the USA (N=2), the UK (N=1) and Australia (N=1). All studies were 193 
qualitative and ranged in the number of participants from 26 to 132, with a total of 232 participants 194 
across all studies. All studies published some demographic information, with males and females 195 
being well represented. Three of the four studies included the average age or range of ages for 196 
participants, with two of the studies focusing on adolescent populations.  Two of the studies focused 197 
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on specific conditions, one being diabetes and the other mental health. Study characteristics are 198 
shown in Table 3. 199 

- insert Figure 2 here - 200 

- insert Table 3 here - 201 

3.1.3 Search 3: Grey Literature 202 
The separate search strings produced a range of different and overlapping results, so the full number 203 
of results screened is not available. After identifying and examining 12 reports in detail, 7 were 204 
identified as eligible. From the grey literature search a further 9 academic articles and one book 205 
chapter, not picked up by search 1, were also found to be eligible and added to the pool of articles 206 
from search 1. The 7 included grey reports were dated between 2012 and 2016; five were authored by 207 
researchers in the UK and two had international authorship. 208 

3.2 Themes  209 

A total of 47 articles were therefore included for thematic analysis, from the three sources; 36 210 
commentaries, four qualitative studies, and seven grey literature reports. During the thematic 211 
analysis, four themes were identified in from the qualitative studies of user views: private vs public 212 
data; consent – should users be asked; anonymity; and research for public benefit. Six themes were 213 
separately identified from the academic articles comprising commentaries editorials, tutorials and 214 
recommendations; these were private vs public data; consent; anonymity; weighing harms against 215 
benefits, necessity for ethical approval for studies; and governance of data, annotations, algorithms 216 
and linkage. Three of these themes overlapped, giving seven from academic literature. These themes 217 
were largely supported by the grey literature and an eighth theme was identified from these reports: 218 
legal issues and terms and conditions of social media sites. The reports and articles contributing to 219 
each theme are shown in Table 4.  220 

- Insert Table 4 here - 221 

3.2.1 Private versus Public Data – to Whom Does the Data Belong? 222 
One of the leading themes to emerge from the included articles was the argument around whether 223 
social media posts should be considered public or private data. Many commentators argued that once 224 
data has been openly posted on social media, it then becomes part of the public domain, and that 225 
subsequently dismantles the expectation of privacy and implies consent for the use of data for any 226 
purpose [33-39]. 227 

“However, those posting information do so knowing it is an open public forum; 228 
therefore, researchers may conclude that consent is implied for the use of the postings for 229 
any purpose.” [37] 230 

However, different social media sites give different levels of public access to content, for example 231 
access to Facebook content can be restricted to predefined “friends”, whereas public Twitter posts are 232 
viewable to anyone, even people without a Twitter account. This leads researchers to question how 233 
they should approach the posted data [38]. 234 
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“The nature of new media itself blurs the boundary between public and private. Should 235 
what is posted be considered the equivalent of a personal diary or a newspaper? In some 236 
cases, the answer may be obvious but often it will not be.” [38] 237 

The ESOMAR guidelines suggest that: 238 

“Researchers should not copy or scrape content within private areas, even if they have 239 
permission of the site owner. If researchers do so, it should be made clear to all users that 240 
this is happening and they should provide individuals with a process to be excluded from such 241 
data collection.” [40]  242 

Adding to the complexity of blurred boundaries, public opinion should also be considered. Some 243 
social media users believed information posted on the internet is in the public domain, thus removing 244 
the need for consent, and were also likely to think that they had forfeited the right to privacy [41]. 245 

“I don’t pay to use Twitter. I sort of signed up with the expectations that it’s a free site and 246 
you just kind of throw things out publicly, [so] I don’t really have an expectation that 247 
anything that I post is going to remain private.” (Control Group, 29, male) [41] 248 

The concept of privacy varied for individuals, and was often framed by generational, cultural and 249 
social norms [42, 43]. Additionally, what is considered public and private is continuously changing, 250 
even within individual conceptions [43, 44]. One issue which arose was the idea that just because 251 
something has been published, it does not mean the user expects their content to be reused for any 252 
other purpose.  253 

“People may operate in public spaces but maintain strong perceptions or expectations of 254 
privacy. Or, they may acknowledge that the substance of their communication is public, but 255 
that the specific context in which it appears implies restrictions on how that information is -- 256 
or ought to be -- used by other parties”. [43] 257 

“Data may be public (or semi-public) but this does not simplistically equate with full 258 
permission being given for all uses.” [45] 259 

Assuming that content posted in public implies consent for re-use also assumes that social media 260 
users have had agency over the settings on their social media account. However, there is strong 261 
evidence that users lack knowledge of social media privacy settings [42, 46, 47]. This is because 262 
privacy settings can be difficult to navigate, and lack transparency [42, 46]. There is evidence that 263 
social media users are not always adequately equipped with digital knowledge to operate privacy 264 
settings and protect their data. This suggests that just because a post is public, the researcher cannot 265 
assume the creator of the post deliberately made it public [46]. 266 

“For example, Facebook’s privacy settings are problematic because they are opaque and 267 
dependent on the user’s self-education.” [46]  268 

“It was felt that Facebook often blurs the lines between what is public and private, and 269 
this lack of distinction is not made at all clear to Facebook users, e.g. the fact that 270 
‘private’ posts can be made public by re-posting.” [48] 271 
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“One can only properly grasp how to maximize privacy by knowing precisely what the 272 
default settings imply and what the users have signed up for … However, these privacy 273 
settings are not particularly user friendly.”[42] 274 

Some participants expressed a lack of understanding of how privacy settings work, and 275 
believed that they should not be forced into research because of that [49, 50]. In Moreno et al., 276 
[49], participants expressed confusion about whether their Facebook settings were private or 277 
public, and after discussion in the group made comments such as: 278 

“Yes, so that means my Facebook is public right now? I don’t want that.” (Facebook 279 
user)  [49] 280 

“I guess I’m surprised because I thought it was private.” (Facebook user) [49] 281 

“There are quite a few people who are late to join to Facebook or are of a generation 282 
who don’t know how to use it … they shouldn’t be punished for that.” (Focus Group 7)  283 
[50] 284 

This sense of confusion may especially be to be true for users of Facebook, where users can control 285 
to some extent which other users can see their posts, and may belong to closed groups for which 286 
there is reasonable expectation of privacy. For other types of social media where public accounts are 287 
the norm, such as Twitter, there is likely to be much less expectation of privacy, especially as tweets 288 
written by celebrities are regularly reposted in mainstream media. However, even with no expectation 289 
of privacy, misconceptions were also evident among users about how social media works regarding 290 
permanence of posts, how far back data can reach, who can access the posts, and how data can be 291 
analysed [41]. 292 

“I would say definitely. <chuckles> Maybe it’s because I’m young, so I started into 293 
social media when I was younger, like really young. So every once in a while, I’ll go 294 
through [and delete].” (Control Group, 21, female) [41] 295 

“I would say most of the time I’m not afraid to rock the boat. But I mean, Twitter won’t 296 
let you scroll back that far, so I’m not super concerned.” (Depression Group, 20, male) 297 
[41] 298 

“Are you naïve enough to think that your public tweet is going to be seen by like a million 299 
people? I mean sure, it’s public. Anyone could go and find it, or search for it, or 300 
whatever. I mean, but it’s not like Beyoncé tweeting is the same as me tweeting.” 301 
(Depression Group, 54, male) [41] 302 

However, participants in qualitative studies expressed that consent was implied and the data should 303 
not be considered private if posters had failed to protect the data through privacy settings [41, 49, 304 
50].  305 

“And I don’t think it’s bad that you went and looked at people’s profiles, ‘cause if they have 306 
them open, it’s their choice.” (Facebook user) [49] 307 

“I think it’s the own person's fault for having a public profile because it’s out there.” (Focus 308 
Group 8) [50] 309 
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This assertion becomes especially difficult as Facebook and other platforms have been known to 310 
periodically redesign the privacy settings. Even if users are required to formally accept changes 311 
which may have affected their existing privacy settings, there is no guarantee they have 312 
comprehended, or even read, updated terms and conditions. Thus, users may remain unaware of such 313 
changes. This means researchers should consider that users may not be in full control of their privacy 314 
settings and that the settings that users have chosen (or left) may not reflect their actual perception of 315 
privacy. 316 

3.2.2 Consent – Should Users Be Asked? 317 
Following directly from the debate on whether data could be considered public or private was the 318 
question of whether social media users should be asked for consent to re-use their posted content for 319 
the new purpose of health research. Commentators were divided between arguing for and against 320 
acquiring consent from individual users [46, 51, 52].  321 

Many researchers followed the established notion that consent was not required to collect 322 
information already in the public domain [33, 36, 53]. This position followed from the assumption 323 
that data-mining is a form of secondary data analysis of publicly available material, therefore, as long 324 
as the data is freely available and login details are not required to view the data, consent is not 325 
required [54]. Also discussed was whether social media users were “participants” or “authors of 326 
public written content” [40, 55]. There were also considerations of the practicality of gathering 327 
consent, with it being impractical to gain opt-in consent from large numbers of users.  328 

“Individual informed consent is impractical for research involving large datasets. In these 329 
cases researchers should ensure data use is in line with terms and conditions and care should 330 
be taken to protect the identity of users.”[54] 331 

In all qualitative studies of social media users’ views, there were participants who felt consent was 332 
not required. Some participants acknowledged that the internet is a public domain, and therefore 333 
posted data is freely available for anyone to see and use, including researchers [41, 49, 50, 56].  334 

“That’s a good way to do [the study]. Because if people are publicly showing their pictures, 335 
then it’s, like, open for anyone to see.” (Facebook user) [49] 336 

“As the information is posted on the very public Internet, I don't think there is a need for 337 
permission to use the posts.” (Participant 10) [56] 338 

Although this second quote indicates that some users feel the internet is public, not every user may 339 
agree, especially given the nuance of difficulty over privacy settings described above. The 340 
contrasting view was that users’ consent should be solicited. Some participants in the qualitative 341 
studies felt that consent should be required [41, 50, 56], rationalising this because the data would be 342 
used for a purpose other than the one the user originally intended [50]. 343 

“I reckon they should ask first ‘cos they have only posted on a public site like you are posting 344 
it for people to see not for them to take the information.” (Focus Group 5) [50] 345 

Social media users acknowledged that consent for the re-use of their posted data was often required 346 
for acceptance of the social media website’s terms and conditions [41, 50], and this was often the 347 
view taken by commentators. However, often these policies are not read by users, especially 348 
adolescents [50]. Furthermore, participants felt the terms and conditions policy was inaccessible, as 349 
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the blanket language used was often difficult to understand and lacked transparency [41], and 350 
commentators agreed that signing terms and conditions did not constitute informed consent as 351 
understood in traditional research methodologies [57]. 352 

“When consent is sought through a terms and conditions document upon entry to a particular 353 
social media site, young people may be unlikely to read it; “I don't think anybody reads 354 
them.” (Focus Group 1) [50] 355 

Respondents did not feel as though simple blanket language in the “terms and conditions” 356 
constituted transparency. Such language was confusing and buried in what one participant 357 
terms, “a wall of text that no one ever reads”.  (Twitter user) [41] 358 

“Whilst there is a fair and lawful process for analysing social media data on quantitative 359 
scale, this is not synonymous with user consent to be included in a research project.”[57] 360 

Where data are not freely available without a log-in (e.g. closed Facebook groups), then there was 361 
agreement that consent should be sought before their data is used, as there is an expectation of 362 
privacy in these groups. However, a policy of gaining consent in these cases may be considered 363 
unworkable, given the logistical difficulties encountered with so many potential participants [58, 59]. 364 
A suggestion, attempting to mitigate the need for individual consent is that a “group consent” can be 365 
acquired, with or without an opt-out for members of the group [58]; however, this too has its critics: 366 

“Even when conducting research on a large community that possesses a distinctive 367 
identity, such as the black community or the cancer-survivor community, obtaining the 368 
consent of the group as a whole is futile. Who can truly speak on behalf of the group of 369 
cancer survivors? This is an unanswerable question”. [60] 370 

There was some consensus that consent should be gained for use of data posted by vulnerable groups, 371 
including children. Children are one group which often require special forms of protection. This is 372 
often sought by gaining the consent of parents or guardians, as children do not always have adequate 373 
decision-making capacities. This poses a greater level of difficulty in the realm of online research, as 374 
adolescents can feel insulted at the notion of having to ask their parents for permission [39]. Children 375 
may also be less likely to understand the full implications of posting content publicly and its possible 376 
reach [60]. Also, it is not always possible to identify that users may be under-age or vulnerable, so 377 
again, it is not possible to have a blanket policy for this. Rather, what constitutes the best form of 378 
consent will be best decided for the individual study. 379 

One further issue is that of deleted posts. Users can subsequently delete their posts from the social 380 
media platform, and this could happen after the post has already been captured in the research. This 381 
might imply that consent for use of posts has been withdrawn. Researchers should plan in advance 382 
how to manage this issue. One plan might be to check all quotes of individual posts still exist prior to 383 
publication of the results. If the quoted post has been deleted, it should be removed from the report 384 
[54]. 385 

3.2.3 Anonymity – Users Should Not Be Identifiable 386 
There was a consensus throughout reports and articles that researchers have an important duty to 387 
maintain the anonymity and protect the identity of posters of social media content [61], throughout 388 
the analysis and especially in any publication of results. Participants in qualitative studies also 389 
highlighted the importance of ensuring the anonymity of social media users when posts were re-used 390 



 Ethics of Social Media Text Mining 

 
11 

for research purposes [41, 49, 50, 56]. Some participants felt that as long as the anonymity of the 391 
poster was assured, consent to use the data was not needed [56].  392 

“If you’re using the data in some kind of statistical analysis – and not quoting directly the 393 
posting then I’d say no permission is probably needed.” (Participant 10) [56] 394 

“As long as it's de-identified, that's all I really care about.” (Focus Group 1) [50] 395 

Throughout the literature, commentators have suggested various ways to achieve anonymity. For 396 
example, the data should be locally encrypted [42], identifiable information removed prior to 397 
publication [38], users’ identity hidden though disguise (e.g. using pseudonyms or synthetic quotes) 398 
[44], and data aggregation methods should be applied [62]. Participants in qualitative studies offered 399 
suggestions of acceptable ways to ensure their anonymity was maintained. These included 400 
aggregation of data [41], making generalisations and removing identifiable information [56]. 401 

“I’m OK as long as we can, you know, figure out ways to keep the data anonymous and 402 
completely, highly aggregated.” (Depression Group, 47, male) [41] 403 

“Few people would have a problem with generalised and anonymised references.” 404 
(Participant 17) [56] 405 

“[Permission isn’t needed] as long as you don’t identify the poster by more than sex, age, 406 
and type of diabetic.” (Participant 20) [56] 407 

In the social media context, there may be a greater risk to an individual’s confidentiality and 408 
anonymity compared to conventional research because search engines may be able to detect the 409 
original post of a user when a key phase or quote is published in a research article [43, 48, 63]. This 410 
could allow for identification of the user’s personal profile, which opens the possibility for them to 411 
be contacted via personal messages through the website [34, 36, 38, 39, 64, 65]. 412 

To avoid this risk, commentators have suggested avoiding the use of direct quotes from a user’s post 413 
[34, 40, 64] or paraphrasing quotes if it is felt necessary to include this type of data in the write up 414 
[36, 38, 44, 66]. A third possibility is to synthesise quotes to illustrate a finding, which are based on 415 
principles within the data. 416 

“To better maintain the principle of respect for person while presenting verifiable data, 417 
we recommend that researchers paraphrase users’ comments.” [36]. 418 

Participants in qualitative studies also identified the threat from the use of direct quotes from 419 
participants posts [56].  420 

“If you want to use actual quotes from people that’s a different matter as even if you make the 421 
quote anonymous in your research it will be quite easy to find the author simply by typing in 422 
key phrases into Google which will then give links back to [the forum].” (Participant 29) [56] 423 

The ESOMAR guidelines recommend how to deal with this problem:  424 

“If researchers wish to quote publicly made comments, they must first check if the user’s 425 
identity can be easily discoverable using online search services. If it can, they must make 426 
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reasonable efforts to either seek permission from the user to quote them or mask the comment 427 
to such an extent that the identity of the user cannot be obtained.” [40] 428 

There have also been concerns raised that even data aggregation is not fool-proof in terms of 429 
disguising group identities. For example, in one case study, an adversary found the identity of an 430 
anonymised university, when only aggregated data was presented. This was due to the uniqueness of 431 
the information given about the university that the participants attended. If the course and year group 432 
of students were also identified, it would then be a short step for an adversary with inside knowledge 433 
to re-identify individuals ([64], referencing Zimmer 2010 [16]).  434 

The importance of protecting anonymity was of greater concern to certain populations, particularly 435 
those who live with a stigmatised diagnosis or who are part of a vulnerable group (such as 436 
adolescents) [41, 50]. Stigmatisation and bullying were two key concerns:  437 

“Once you’ve got the taint of depression – mental illness at all in our society, it’s an 438 
uphill battle. Even now, people in my family are like, ‘Oh, you sound cranky. Have you 439 
taken your meds?” (Depression Group, 33, male) [41] 440 

“De-identification of social media posts was crucial to minimise negative ramifications; 441 
“If you do write something on there, it is going back to maybe someone you know, you 442 
could get bullied for that reason.”” (Focus Group 3) [50] 443 

The ESOMAR report also stated a list of features of social media content where it may be especially 444 
important to protect user identities: if the topic being discussed is sensitive or personal; if abusive 445 
language is used; if it includes anything against the law; if it includes anything embarrassing or is 446 
likely to impact career opportunities; and if it includes any personally identifiable information or data 447 
about others that is not already public. [40] 448 

3.2.4 Weighing Harms Against Benefits 449 
“Researchers have an obligation to avoid causing physical, emotional or psychological harm 450 
to participants.” [67] 451 

According to Beauchamp and Childress’ principles of research ethics, researchers have an obligation 452 
to ensure no harm comes to participants, and that the research will have potential benefits for the 453 
target group [21]. The risk of harm is greatest when “a social media user’s privacy and anonymity 454 
have been breached” [66]. After considering and minimising the risks of a breach in confidentiality, 455 
researchers must also identify any further sources of harm that their study could precipitate [40, 43, 456 
46, 48, 66]. This is often difficult for researchers mining social media data, as they need to predict 457 
sources of harm ahead of publication, which are often not apparent [63].  458 

“Is the project a potential source of harm? … it may be difficult to identify “harm.” 459 
Researchers have to be thoughtful about any potential harm that their research might 460 
incur by being sensitive to the content extracted from social media websites, the degree 461 
and context of content exposure, and the authenticity of the material used”. [46] 462 

“Does the connection between one’s online data and his or her physical person enable 463 
psychological, economic, or physical harm?” [43] 464 

Throughout the literature, commentators identified several sources of harm that should be considered 465 
by online researchers. Possible harms include: blurring of personal and professional boundaries; 466 
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creating a culture of mistrust between researchers and users (which can form when taking data 467 
without consent) [68]; leaving the user at risk of “abuse” [67]; embarrassment, reputational damage, 468 
or prosecution [66] and abusing the power imbalance that can exist between researcher and user [36]. 469 

“Power, especially the power differential between the researcher and the researched, 470 
must be considered. Where the power imbalance is abused, there is a significant threat to 471 
justice and the potential for harm.” [36] 472 

“Participants felt that being identifiable in research could lead to unsolicited attention online 473 
and, more seriously, ‘abuse’. This might be from people they knew, or from organisations that 474 
could ‘exploit’ them.” [67] 475 

Special care to assess risks and benefits must be taken in certain situations, including vulnerable 476 
groups such as children, and with sensitive issues that could lead to stigmatisation [35, 47, 63]. 477 
Harms could result from users’ being re-identified within the research, or from the publication of 478 
sensitive findings which could harm an entire group [42]. This places a responsibility on researchers 479 
to consider methods to ensure that individuals' anonymity is maintained [47], along with being 480 
sympathetic to the generalisability of their findings [35]. 481 

“Vigilance is required when conducting social media research on sensitive topics that 482 
might permit the identification of participants, resulting in stigmatization; the 483 
dissemination of findings that could harm an individual or social group; challenges to an 484 
individual’s values or beliefs; and instances of bullying and abuse. Such research risks 485 
inducing or exacerbating emotional distress”. [42] 486 

When re-using potentially personally identifiable data, the benefits of the research must be justified 487 
[34, 46], especially considering the introduction of the General Data Protection Regulation (GDPR), 488 
as this legislation provides a legal responsibility for European researchers to ensure they provide 489 
justification of the benefits their research will provide [42]. Researchers should consider the risk-490 
benefit relationship within each study, so that information discovery that can contribute to patient 491 
care and wellbeing can proceed, while causing minimal harm to users [36]. One way of ensuring a 492 
thorough consideration of risks and harms, which may not be obvious to researchers without lived 493 
experience of a condition, is to include social media users from the target population in the study 494 
team, or consult with them before the research is conducted.  495 

3.2.5 Research for Public Benefit 496 
An overarching theme which emerged from the qualitative studies with participants was an altruistic 497 
view that if the research was being done for the greater good, and not for commercial gain, then 498 
many people were in support [41, 49, 50, 56]. Some participants were even willing to put privacy 499 
concerns aside for the greater good of the research [41]. 500 

“Well, I mean Facebook is pretty much open to anyone, so as long as it’s not for a bad 501 
intention I think it’s fine.” (Facebook user) [49] 502 

“When people post on the Internet, it is there for all to see. They should not complain if it 503 
can be harvested and used for the general good.” (Participant 12) [56] 504 

“I can’t be in a position to know all the possible things that someone could come up with, 505 
all the beneficial things, all the harmful things. I think [it represents one-percent of the 506 
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issues], the whole array of things that are possible shouldn’t be stopped because we’re so 507 
overly worried about [privacy].” (Depression Group, 54, male) [41] 508 

“‘It could well be of benefit to the, you know, the people who deal with these kind of 509 
things that, good information about domestic violence. And if there's no risk to the 510 
individuals [whose information is being used] then it's probably a good thing (Male, age 511 
61+, High User) [67]. 512 

This was felt strongly by some adolescent participants, who also felt that the research had to be done 513 
by reliable organisations, so that their words were not taken out of context [50].  514 

“Like having a trustworthy organisation that we know you're not going to like spin our 515 
words and make us look like bratty teenagers who just post because we can. Like try and 516 
understand it from our point of view I guess.” (Focus Group 1) [50] 517 

This contrasted with research being done “for profit” by private companies or to drive an agenda.  518 

“Research being conducted by a not-for-profit organisation, rather than for ‘commercial’ 519 
reasons, was preferred for two reasons. Participants who preferred not-for-profit researchers 520 
to commercial organisations did so because the former were felt to be more ‘productive’, 521 
more ‘ethical’ and ‘not exploitative’. The second reason not-for-profit researchers were 522 
preferred is because participants did not like to think of their social media posts being used to 523 
generate a profit for others.” [67] 524 

3.2.6 Ethical Approval for studies – is it needed? 525 
Throughout the papers there was mixed opinion regarding whether research ethics committee (REC) 526 
approval was required for studies which mined publicly available data from social media sites. A 527 
systematic review of mental health social media research papers identified that only 9 out of a total 528 
48 papers gained REC approval, and a further two used a dataset which had ethical approvals in place 529 
[69]; no obvious methodological differences were reported between these studies and those which 530 
did not seek ethical approvals.  531 

A key consideration when determining if social media mining required REC approval focused on 532 
whether the social media users who posted the content are considered human research subjects and 533 
therefore participants in the research; or if their posted content can be treated as stand-alone public 534 
data of which they are authors, and therefore the research can be considered a secondary data analysis 535 
[43, 55]. 536 

“In internet research, ‘human subject’ has never been a good fit for describing many 537 
internet-based research environments. [43] 538 

Some researchers feel that the process of mining social media data is synonymous to observing 539 
people in a public place, such as a park, but they also identify that this perspective may not be shared 540 
by everyone. 541 

“The researcher believes that … individuals are aware that they are in the public sphere 542 
and potentially being observed. She seeks research ethics consultation because she 543 
recognizes that others may feel that viewing of publicly available Facebook pages is 544 
qualitatively different from observing unknown people in a park, for example”. [59] 545 
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On the other hand, some researchers have attempted to define more clearly the meaning of human 546 
subjects research by applying a legal definition to the term “human subject”. With this definition 547 
excluding the authors of social media content, it is then suggested that this form of passive data use is 548 
exempt from the REC approval process, especially if the researcher is not interacting with users or 549 
publishing identifiable information [44, 64, 70, 71]. 550 

“If the following conditions are met: access to the [social media websites] is public; 551 
information is identifiable, but not private; and information gathering requires no interaction 552 
with the person who posted it online; then presumably the proposed project does not 553 
constitute human subjects research”. [64] 554 

“Since most social media projects rely on publicly available data, and do not include 555 
interventions or interactions with the population, they may qualify for IRB [internal review 556 
board] exempt status” [55] 557 

Where researchers do seek ethical approvals from a committee, they should not assume that this 558 
absolves them of considering all the ethical issues around the project themselves (such as user 559 
anonymity, and risk/benefit ratios):  560 

“Many ethics boards do not understand the processes of mining and anonymizing Big Data, 561 
let alone the errors that can cause data to become personally identifiable. Accountability 562 
requires rigorous thinking about the ramifications of Big Data, rather than assuming that 563 
ethics boards will necessarily do the work of ensuring that people are protected.”[45]   564 

3.2.7 Legal Issues and Terms and Conditions of Sites 565 
Fewer articles mentioned this theme, and it was found most commonly in articles and reports found 566 
through the grey literature search. While automated technological tools “can collect, clean, store and 567 
analyse large volumes of data at high velocity” [54], researchers are not always permitted to scrape 568 
data in this way by social media sites’ rules [72]. Researchers should be clear on the constraints 569 
within social media sites’ terms and conditions and should make sure they are operating within the 570 
law.  571 

“It is important for researchers to take the time to read user agreements for social media 572 
platforms as they govern what practices are permissible and provide guidance on publishing 573 
posts.” [73] 574 

Several guidelines advise researchers to abide by the regulations of the website that they are mining 575 
data from [43, 53, 66, 67], and the law [40], and to identify what users consented to at the time of 576 
data capture [48]. For example, if the research is being conducted on Facebook, it explicitly states in 577 
the terms and conditions that researchers should both inform and gain the consent of the people from 578 
who they collect data from [42, 64]. 579 

“Facebook’s Statement of Rights and Responsibilities now states that, when collecting users’ 580 
personal data, one must obtain consent, make it clear who is collecting the information, and 581 
declare how the data will be used.” [42] 582 

By agreeing to Twitter’s terms and service agreement, users consent for their information to be 583 
collected and used by third parties [73]. Researchers using Twitter data often justify their collection 584 
and analysis of twitter posts because users have signed this agreement. However, the Twitter terms 585 
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and conditions do not allow scraping or downloading of tweets (instead researchers should use an 586 
approved Twitter API), and therefore researchers who scrape data may be in contravention of 587 
Twitter’s terms and conditions [73]. A further consideration is that Twitter users retain the “right to 588 
be forgotten” [74], and this right complicates the publication of direct quotes, especially without 589 
consent, as these cannot easily be removed from peer-reviewed publications. Other sites such as 590 
reddit also have official APIs for accessing posts and associated metadata for use in research.  591 

3.2.8 Governance of Data, Annotations, Algorithms and Linkage 592 
An emerging theme, populated only by the most recent articles and those with an NLP focus, 593 
suggested that researchers should focus on transparency of methods, and good governance practices 594 
with regards datasets, annotations and linkage.  595 

There is a tension over the datasets created following the harvesting of social media data. Two 596 
arguments have been made, both in favour of sharing openly datasets and annotations, and 597 
advocating that datasets should be protected in case they contain potentially sensitive data. Datasets 598 
where there is a risk of user identity disclosure may be placed on a protected server for example [55].  599 

“We strongly encourage researchers to share datasets and annotations they have created so 600 
that others can replicate research findings and develop new uses for existing datasets… 601 
However, where there may be risk to users, data should not be shared blindly without 602 
concern for how it will be used.”[55] 603 

While sharing annotated datasets substantially reduces the burden on other researchers to create and 604 
annotate new sets, annotations of the data should also be considered as potentially sensitive:  605 

“Domain experts may manually label users for different medical conditions based on their 606 
public statements. These annotations, either manually identified or automatically extracted, 607 
may be considered sensitive user information even when derived from public data.” [55] 608 

It is recommended that annotations be stored separately from the raw data where possible.  609 

To reduce the likelihood of re-identification of or harm to users it is recommended to remove the 610 
author’s name and @tag from the dataset, strip out other named persons or place names, remove 611 
metadata such as geolocation, generalise data such as locations to large group categories (e.g. city 612 
rather than street name), and identify where “the need for creating derived characteristics is crucial 613 
to a project, and not running these algorithms as standard.” [57] 614 

A further level of transparency is needed around the data processing and information extraction 615 
methods used in the research. While data science methods can be couched in claims of objectivity, 616 
researchers should be aware that biases may be introduced by their algorithms or case identification, 617 
entity recognition, or relationship extraction methods. It is also important that these methods are 618 
made available to the public and social media users in a culture of transparency:  619 

“Machine learning algorithms do not learn perfectly predictive models. Errors and 620 
misclassifications will be made, and this should be accounted for by the researcher.”[55] 621 

“If using software that enhances Twitter data, ensure algorithms that derive characteristics 622 
and classify users are open to researchers and research subjects. The accuracy, 623 
configurations and threshold settings of algorithms should be made public to ensure 624 
reproducible research.” [74] 625 
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“Many are not aware of the multiplicity of agents and algorithms currently gathering and 626 
storing their data for future use. Researchers are rarely in a user’s imagined audience.”[45] 627 

Especial caution should be used when using “off-the-shelf” algorithms, which are not well 628 
understood by the researcher:  629 

“Data scraping without context may result in potentially inaccurate algorithms that may get 630 
reported and reused in application, leading to potentially harmful consequences.” [72] 631 

Researchers should be very cautious when linking data across sites or to other data sources. While 632 
users may share data publicly on multiple platforms, they may not intend for combinations of data 633 
across platforms to be public [38]. Caution should especially be used if trying to identify the same 634 
user posting on separate sites or platforms, as they may not wish to be identifiable on all platforms 635 
(E.g. on Twitter vs an anonymous patient forum). Given the high likelihood of making individuals 636 
more identifiable by linking data across different sources, REC approvals should be sought for this 637 
activity. 638 

4 Discussion  639 

Our review demonstrates key ethical issues in approaching text-mining of social media data for 640 
health research, and is relevant to all NLP and text-mining researchers who engage in this endeavour. 641 
Like previous reviews and guidelines, we have shown the existence of a complex intertwined matrix 642 
of ethical considerations around the use of social media data for research purposes. We have 643 
extended previous work by showing some themes which are specific to analysts and computer 644 
scientists who employ algorithms and other methods for processing multiple documents 645 
automatically.  646 

The key issue for academic researchers which may determine whether consent or ethical review is 647 
needed, is to reach consensus on whether social media users are considered human subjects within 648 
the research, or whether their data is assumed to be public data of which the researcher is undertaking 649 
a secondary analysis. Many commentators’ view was that much social media is in the public domain, 650 
the public or private nature of which is controlled by the user via their account privacy settings. 651 
Therefore, if they are freely displaying the data in an observable public domain, they are 652 
relinquishing the privacy rights of that data, and the data can be considered public. However, this 653 
should be balanced by researcher consideration of how easy it is for users to control their privacy 654 
settings in the platform from which the data is being collected.  655 

Informed consent is a voluntary agreement by a participant with mental capacity who understands the 656 
full consequences of participating in research. It is one of the most critical aspects of research ethics 657 
[75], which likely accounts for the strong theme discussing issues around consent in this review. The 658 
principles of informed consent are embedded in the most influential research ethics reports, such as 659 
The Nuremberg Code, The Declaration of Helsinki and The Belmont Report [20]. In the case of 660 
social media data being considered public, experts generally agreed that consent was not needed, 661 
except in special cases involving vulnerable populations and sensitive issues.  662 

However, social media users were more divided on the requirement for consent, as they 663 
acknowledged that privacy settings were challenging to navigate. Often social media platforms 664 
update their terms of use or privacy controls, meaning users must go back and navigate a new system 665 
to ensure their privacy choices are still set correctly. These shifting sands may be considered - as in   666 
Gibson’s theory of affordances [76], which is used in science and technology studies and other 667 
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related fields [77, 78] - as agency on the part of the social media platform. In this example, changes 668 
to the technical properties of platforms may function to constrain agency by the user, ensuring more 669 
public content remains available by default, and connections between users can be maximised [79].   670 

Another issue raised in the arguments against gaining consent was that it is often impractical to do so 671 
when such large datasets are being used. Some previous commentators have discussed whether 672 
impracticality in gaining consent can be considered a justification for not doing so. This has been 673 
discussed in relation to clinical trials of emergency treatment, for example, but also in circumstances 674 
where requiring consent will reduce inclusion to the study to the most engaged or empowered sectors 675 
of society, such as is likely with big datasets in health [80]. This then affects data quality, results in 676 
bias in participant selection, and possible the most disenfranchised sectors of society remaining 677 
under-researched. In addition, it has been noted that users with health conditions actively manage 678 
how their identities are presented online, with privacy in mind [81]. For example, those who suspect 679 
their data may be used to infer their health status, for example for targeted advertising, may 680 
deliberately deploy strategies to mask their underlying condition (e.g by filtering or changing the 681 
content or frequency of posts)[82]. This again will have an impact on data quality and reliability.  682 

Despite data often being considered public, experts and users expressed the importance of ensuring 683 
the anonymity of social media users in project publications, and acknowledged that this can be 684 
difficult to achieve if full direct quotes are printed. Therefore, researchers should take appropriate 685 
precautions to ensure anonymity by employing methods such as removing identifiable information, 686 
disguising identities, aggregating data, making generalisations and creating synthetic quotes. 687 
Anonymisation of the data also contributes to the argument that consent is not needed: within the 688 
2001 bulletin of the Declaration of Helsinki, it states “Medical research involving human subjects 689 
includes research on identifiable human material or identifiable data” [83], thus removing, or not 690 
collecting, users’ identifiers contributes to the determination that social media mining research does 691 
not fit the criteria of human subject research. 692 

Even if under certain conditions, social media mining does not fit the mould of human subjects 693 
research, this does not mean it is free of ethical issues. The issues involved may not be addressed by 694 
traditional ethical frameworks [84] and new, creative ways of thinking about research ethics may be 695 
needed. One potential method is The Ethics of Care Theory [85]. This is a theory that has been 696 
developed from feminist thought towards the morals of caring for others. Unlike more traditional 697 
basis of ethics, it focuses on the relationships in the research, acknowledging the differences in power 698 
that exist along with vulnerability. It also emphasises the ethical decisions that need to take place in 699 
project design [86]. 700 

In line with this theory, our findings suggest that researchers should consider and identify potential 701 
harms that could arise from the use of social media data, whether these relate to individuals whose 702 
data was used, or to a patient group as a whole (such as those posting about stigmatised issues), or to 703 
the relationships and trust between social media users and the research community. Within our 704 
findings there was reference to special consideration that should be awarded to vulnerable groups and 705 
stigmatised issues, but it can be difficult to define what these terms encompass. More thought should 706 
be given to defining these groups, but it is likely that researchers will need to be reflective and 707 
determine this on a project by project basis. Including social media users with lived experience of the 708 
conditions under study within research teams will help researchers to be more reflective about the 709 
potential for stigmatisation or harm which could result from their work. Harms should ideally be 710 
explored prior to research commencing, by consulting with all relevant stakeholders. To ensure 711 
widespread approbation of the research, researchers should make it clear when the primary goal is 712 
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public benefit, rather than for private profit or to further an agenda, and the routes to benefits should 713 
be made transparent in the dissemination of the research. 714 

Research quality and transparency are additional issues which contribute to the overall ethical nature 715 
of scientific studies. It is especially important that text-mining researchers ensure the quality of their 716 
work by developing or using high quality techniques and examining carefully any limitations or 717 
biases in their understanding of the data and the context of its production, or in the transparency and 718 
quality of their data scraping and analysis methods. A lack of care and rigor in these elements of a 719 
study would make their work scientifically concerning even without other ethical issues [72].  720 

4.1 Strengths and Limitations 721 

We identified an extensive collection of peer reviewed articles, commentaries, editorials and grey 722 
literature reports, but may not have captured every piece of writing on this issue. The search 723 
specifications for the three searches were challenging, due to the interdisciplinary nature of this 724 
review (computer science, medical research, ethics), meaning that MeSH terms could not be used. 725 
Therefore, it is possible that some terms may have been neglected, for example, while we used the 726 
terms “discussion forum” in relation to internet forums, we did not specify sites such as Reddit, 727 
Linked-in, Instagram, WeChat or YouTube, thus it is possible that we missed papers focussing on 728 
specific sites. This may have limited the scope of themes, such as the legal issues and terms and 729 
conditions theme, to identify issues relating to each site. Furthermore, because user demographics 730 
vary across sites, this choice may have affected the range of participants (and views) included in the 731 
review.  732 

In addition, it is likely that this research missed some viewpoints by excluding papers not focused on 733 
health research, and academic research, meaning that the guidelines formed here may be missing 734 
considerations specific to other scientific sectors such as social and market research. As our searches 735 
were limited to medical, social science and life science focussed databases, we may have missed 736 
some of the computer science literature, such as papers published as conference proceedings. Some 737 
of these were picked up in the grey literature search, but there remains the possibility that some may 738 
have been missed.  739 

Once the final articles were selected, it was not possible to assess the quality of expert commentary 740 
articles and grey literature guidelines, and public views reported were taken from a small pool of four 741 
papers, due to the lack of peer-reviewed research in this area. This likely resulted in a selection bias 742 
in the results, as the articles focused on specific populations (adolescents, mental health and 743 
diabetes), and so the views demonstrated here may not be generalisable to all other social media users 744 
or conditions that could be studied. 745 

While every effort was made to be neutral and data-led in this thematic analysis, due to the 746 
qualitative nature of this study, it is important to recognise the possibility of unintentional bias or 747 
subjectivity in the results because of the researchers’ academic interests and knowledge. However, 748 
our results are comparable with other reviews in this field, such as Golder et al [23]. 749 

4.2 Recommendations, Future Work and Conclusions 750 

Social media research using text analytics and NLP is evolving quickly in a largely unregulated 751 
landscape [24], with many researchers acknowledging the absence and subsequent need for guidance 752 
[23, 34, 39, 52, 53, 58, 65].  While in a range of circumstances, social media text-mining can legally 753 
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and reasonably proceed without specific ethics committee approvals, there are certain circumstances 754 
where scrutiny from ethical committees should be sought.  755 

Ethical approval was considered necessary for research using data from closed groups, engaging in 756 
direct contact with users, when conducting any kind of intervention through social media, if research 757 
was specifically about users who are under 18 or lack capacity, if users could be identified from the 758 
study publication or dataset, if multiple sources of data are being linked, or if, following consultation, 759 
it is assessed that there are reasonable risks of potential harms or stigmatisation occurring. Likewise, 760 
researchers should gain consent from social media users in the circumstances above.  761 

Regardless of whether formal approvals are sought, we make some additional recommendations to 762 
improve ethical standards in all text mining research using social media data for health research 763 
purposes, including: increasing public awareness about research uses of social media data; aiming for 764 
transparency in data access and analysis methods; transparency in routes to benefits for users from 765 
the research; consultation with social media users and target groups to identify and mitigate against 766 
potential harms that could arise from the research; and ensuring the anonymity of social media users 767 
by masking or synthesising direct quotes and aggregating quantitative data. Researchers should 768 
always act within the law and abide by the social media site’s terms and conditions, for example 769 
using approved APIs to access data, such as exist for Twitter and reddit, among other sites. The 770 
research community as a whole should foster a culture of continuous improvement in terms of 771 
technology and transparency of methods for the processing of social media data for health research 772 
[87]. 773 

Future work in this area will aim to distil out a list of recommendations or guidance for text-mining 774 
researchers that can be widely disseminated, working with national regulators and advisors. In 775 
addition, we propose consulting with social media providers to work with them to improve 776 
transparency of terms and conditions, and accessibility of guidance, for accessing and using their 777 
users’ data for health research. This would help to ensure that transparent and ethical practice 778 
becomes embedded in the culture of text-mining social media data and that ethical guidance is 779 
available to all. We also note that the number studies asking social media users for their perspective 780 
on their data being used for health research is very limited, and we would recommend more studies 781 
be conducted in this area.  782 
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Table 1 Search date, search strings and databases for three searches. 1023 

 Commentaries, 
Editorials, Tutorials 
and Recommendations 

Qualitative studies on 
Social Media Users’ 
Views 

Grey Literature 

Search Date 18.10.2018 30.10.2018 18.08.2019 

Search String (moral OR ethic*) 
AND ("social medi*" 
OR "discussion 
forum*" OR twitter OR 
"social listening" OR 
"social networking" 
OR facebook) AND 
(health* OR medical) 
AND (research OR 
data OR evaluation* 
OR experiment*).  

(patient* OR public 
OR community) AND 
(attitude* OR 
opinion* OR 
thought* OR idea* 
OR feeling* OR 
mindset* OR view* 
OR position* OR 
understanding* OR 
perspective* OR 
belief*) AND (“social 
medi*” OR twitter 
OR "discussion 
forum*" OR facebook 
OR "social 
networking" OR 
"social listening") 
AND (health* OR 
medical) AND 
(research OR data OR 
evaluation* OR 
experiment*). 

(ethic* AND 
(‘social media’ OR 
‘patient forum’ 
AND ‘discussion 
forum’) AND 
‘health research’)  

‘social media 
research ethics’; 
‘social media ethics 
guidelines’; 
‘guidelines on 
social media 
mining’; ‘ethical 
issues in social 
media research’; 
‘social media 
mining for health 
research ethics’ 

 

Databases  MEDLINE (Ovid), 
Scopus and ASSIA 
(Proquest) 

MEDLINE (Ovid), 
Scopus and ASSIA 
(Proquest) 

Google  

 1024 

  1025 
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Table 2 Inclusion and exclusion criteria for systematic review using the SPIDER tool. 1026 

 Inclusion Criteria Exclusion Criteria 

Commentaries, Editorials, Tutorials and Recommendations 

Sample No human sample necessary. Empirical studies recruiting and 
gathering data directly from human 
participants. 

Phenomenon 
of Interest 

Ethical considerations of re-using 
social media post containing health 
information for health research. 
Can be primary or secondary focus. 

Focusing on non-social media 
technology such as search engines 
and wearable technology. 

Focus on interventions using social 
media. 

Focus on delivery of healthcare 
advice via social media 

Design Any expert opinion papers 
including: commentaries, opinion, 
perspective, discussion, editorial, 
literature review papers etc. 

Empirical/experimental methods. 

Evaluation Any qualitative exploration of the 
ethical considerations towards 
using social media posts for health 
research, in any part of the paper. 

Quantitative evaluation of results. 

Research 
Type 

Peer reviewed journal articles in 
English published from 2006 to 
2018. 

Quantitative research  

Not in peer reviewed journal 

Published in a language other than 
English. 

Conference Abstracts  

Qualitative Studies on Social Media Users’ Views 

Sample People who post health information 
on social media. No minimum 
sample size required. 

Focused on other populations views, 
such as researchers or review board 
members. 



 Ethics of Social Media Text Mining 

 
29 

 Inclusion Criteria Exclusion Criteria 

Phenomenon 
of Interest 

Views or attitudes on the use of 
health information posted on social 
media being utilised in health 
research. 

Not specific to health research. 

Focus on interventions using social 
media. 

Design Qualitative or mixed methods 
studies including: surveys, 
questionnaires, interviews and 
focus groups. 

Studies with only quantitative data. 

Evaluation Qualitative analysis of views or 
attitudes towards the use of health-
related social media posts being re-
used for health research. 

Quantitative evaluation only. 

Research 
Type 

Peer reviewed journal articles in 
English with qualitative or mixed 
methods, published from 2006 to 
2018. 

Systematic reviews, editorials, 
commentaries, opinion, perspective 
and discussion papers etc. 

Not published in a peer reviewed 
journal 

Published in a language other than 
English. 

Conference Abstracts  

Grey Literature 

Literature 
type 

Reports giving commentaries, 
editorials, tutorials, guidelines or 
recommendations  

Digital tools, websites e.g. 
showcasing research groups, social 
media sites themselves. PowerPoint 
slides. 

Topic  Ethical health or social science 
research which uses social media 
data in a passive way (e.g. data 
scraping). 

Recruitment or interaction with of 
social media users; interventions or 
healthcare delivered or deliverable 
through social media.  

Guidance of use of ethical social 
media by health care professional. 
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 Inclusion Criteria Exclusion Criteria 

Research for commercial companies 
e.g. social listening, market 
research. NHS patient data.  
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Table 3: Study Characteristics for Qualitative Studies of Social Media Users 1028 

Author 
(date) 

Location Study design Number of 
participants 

Demographics 
of participants 

Research objective Findings  

Bond et 
al (2013) 
[56] 

UK Qualitative 
online semi-
structured 
asynchronous 
interviews  

26 46% male 
35% female 
19% 
unidentified 
 
 

To assess the opinions of 
diabetes discussion board 
users concerning their 
views about health 
researchers using their 
posts. 

Aggregated data can be used 
by researchers, but no 
consensus on the views of 
using individual information. 

Mikal et 
al (2016) 
[41] 

USA Semi-
structured 
focus group 
interviews 

26 65% male 
31% female 
4% 
unidentified 
Average age 
26.9 years 

To assess public views 
towards using Twitter data 
for population mental health 
monitoring. 

Relatively positive view to 
using Twitter data provided 
data is aggregated. 

Monks et 
al (2015) 
[50] 

Australia Focus group 
interviews 

48 Aged 13-14 To assess how young people 
perceive the use of social 
media for health and 
wellbeing research. 

Concerns regarding privacy, 
consent and practicality but 
also recognise the benefits, and 
are open to social media 
research if appropriate consent 
and confidentiality was 
ensured. 

Moreno 
et al 
(2012) 
[49] 

USA Interviews 
following 
public 
Facebook 
profiles being 
identified 

132 48.8% male 
51.2% female 
Average age 
18.4 years 

To assess how older 
adolescents, feel regarding 
being identified for a study 
via there Facebook profiles. 

Most adolescents had a 
positive view towards the use 
of Facebook for research, but 
those who were uneasy or 
concerned showed confusion 
towards profile security 
settings. 

 1029 
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Table 4: Contribution of each article or report to the 8 Themes  1031 

Article Is data 
private or 
public? 

Consent – 
should 
users be 
asked? 

Anonymity Weighing 
harms 
against 
benefits 

Research for 
public benefit 

Legal 
concerns 
& site 
T&Cs 

Governance 
of Data, 
Annotations, 
Algorithms 
and Linkage  

When Is 
ethical 
approval 
needed?  

Grey Literature Reports, Recommendations and Guidelines 

AoIR 
recommendations 
[43] 

X   X    X 

ESOMAR 
guideline on Social 
Medial Research 
[40] 

 X X X X X   

Government Social 
Media Research 
Group [54] 

X X X X X    

Natcen users’ 
views [67] 

 X X X X    

Sheffield 
workshop [48] 

X X X X  X   

Townsend and 
Wallace Aberdeen 
[66]  

X X X X  X   

Wisdom of the 
crowd [57] 

 X       

Academic Literature Comprising Commentaries, Editorials, Tutorials and Recommendations  
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Article Is data 
private or 
public? 

Consent – 
should 
users be 
asked? 

Anonymity Weighing 
harms 
against 
benefits 

Research for 
public benefit 

Legal 
concerns 
& site 
T&Cs 

Governance 
of Data, 
Annotations, 
Algorithms 
and Linkage  

When Is 
ethical 
approval 
needed?  

Ahmed 2017 (book 
chapter) [73] 

X X  X  X  X 

Azam (2018) [33] X X       

Azer (2017) [46]  X  X     

Benton (2017) [55] X  X    X X 

Bica and Anderson 
(2016) [88] 

X X X X  X   

Boyd and 
Crawford (2012) 
[45] 

 X      X 

Chiauzzi and 
Wicks 2016 [72] 

 X X   X X X 

Conway (2014) 
[34] 

 X X X     

Conway and 
O’Connor (2016) 
[35] 

 X  X     

Conway (2019) 
[12] 

  X  X   X 

Denecke (2014) 
[62] 

  X      
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Article Is data 
private or 
public? 

Consent – 
should 
users be 
asked? 

Anonymity Weighing 
harms 
against 
benefits 

Research for 
public benefit 

Legal 
concerns 
& site 
T&Cs 

Governance 
of Data, 
Annotations, 
Algorithms 
and Linkage  

When Is 
ethical 
approval 
needed?  

Farnan (2014) [68]    X     

Goodyear (2017) 
[70] 

       X 

Gustafson and 
Woodworth (2014) 
[36] 

X X X X     

Hammer (2017) 
[37] 

 X       

Hunter et al (2018) 
[42] 

X X X X     

Lafferty and 
Manca (2015) [44] 

 X X     X 

Li (2013) [47]  X  X     

McKee (2013) [38]  X X    X  

Moreno et al 
(2008) [60] 

X        

Moreno et al 
(2013) [64] 

X  X     X 

Norval and 
Henderson [89] 

X        
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Article Is data 
private or 
public? 

Consent – 
should 
users be 
asked? 

Anonymity Weighing 
harms 
against 
benefits 

Research for 
public benefit 

Legal 
concerns 
& site 
T&Cs 

Governance 
of Data, 
Annotations, 
Algorithms 
and Linkage  

When Is 
ethical 
approval 
needed?  

Ravoire et al 
(2017) [61] 

  X      

Schneble et al 
(2018) [58] 

X        

Sharkey et al 
(2011) [90] 

X  X      

Smith and Milnes 
(2016) [65] 

  X      

Spriggs (2009) 
[39]  

X X X      

Sugiura et al [91] X X X      

Swirsky et al 
(2014) [51] 

X        

Taylor and Pagliari 
(2018) [53] 

X        

Taylor et al (2014) 
[59] 

       X 

Valente and Pitts 
(2017) [63] 

  X X     

Vayena et al 
(2013) [52] 

X        
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Article Is data 
private or 
public? 

Consent – 
should 
users be 
asked? 

Anonymity Weighing 
harms 
against 
benefits 

Research for 
public benefit 

Legal 
concerns 
& site 
T&Cs 

Governance 
of Data, 
Annotations, 
Algorithms 
and Linkage  

When Is 
ethical 
approval 
needed?  

Weigmann (2014)  
[71] 

       X 

Williams et al 
(2017) [74] 

X  X   X X  

Wongkoblap et al 
(2017) [69] 

       X 

Studies of social media Users’ views 

Bond et al (2013) 
[56] 

 X X  X    

Mikal et al (2016) 
[41]  

X X X  X    

Monks et al (2015) 
[50] 

X X X  X    

Moreno et al 
(2012) [49] 

X X   X    
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