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Software, risks, and liabilities: 

ongoing and emergent issues in 3D bioprinting 

 

Abstract 

The growing use of software in biomedicine has enlarged the capacities of 

researchers and clinicians. This, one might expect, would enhance the precision and 

safety of biomedicine. However, it has been recognized that software can bring 

about new risks to the field of medicine and medical devices, requiring at least some 

degree of caution from the different players responsible for technology governance 

and risk management. This phenomenon is focused on in this paper, from the 

viewpoint of 3D bioprinting. 

Bioprinting is the production of bioactive structures in a layer-by-layer deposition of 

cells, with the use of devices called bioprinters. The latter can only function by 

receiving instructions from software. This paper focuses on some software-supported 

techniques that are key for bioprinting. It shows that a growing range of software 

packages has been used in bioprinting, a trend that is greatly fostered by open source 

software. 

In this evolution, the clinical potentialities of bioprinting come closer to their realization. 

At the same time, however, uncertainties emerge, related to issues such as data 

protection, use of biological samples, and others. The growing use of open source 

software complexifies the scenario, because it leads to a multiplication of actors 

directly or indirectly involved with the technology’s development, making it difficult to 

trace liabilities and damages. 

As no national regulation has been produced to tackle such uncertainties, they have 

been (provisionally and precariously) addressed in the licenses of software packages. 

In the years to come, as clinical products eventually spring from bioprinting research, 

more robust governance schemes will have to emerge in which risks and liabilities are 

dealt with more carefully by different players. Moreover, regulations will have to 

address the practice of combining different software packages in the same 

bioprinting process, as well as the growing globalization of bioprinting research and  

commercial exploration. 

Keywords: bioprinting; software; software licenses; risks; liabilities; technology 

governance 



 

1 Risk governance and software 

 

1.1 Digital risk governance 

 

 Software has gained a twofold relevance in biomedicine. On the one hand, 

the knowledge of biological structures and processes becomes increasingly 

dependent on the ‘representational possibilities that are unimaginable without the 

help of a computer’ (Prasad 2005, 302). On the other, medical devices are frequently 

activated by embedded software. Can the growing incorporation of software by 

biomedicine bring about more precision and safety to medical research and care, or 

are we dealing with new kinds of risks? How assertive have different players 

(companies, policy makers, and so on) been in managing the growing role played by 

software in biomedicine? This paper sheds light on these questions by focusing on the 

example of 3D bioprinting. 

Many biomedical fields have been potentialized by software. The diffusion of 

bioinformatics made it possible to inaugurate or refine studies on molecular 

connections, genomics, and drug development (Baren-Nawrocka 2013; Chow and 

Fernandez 2003; Howard 2000; Lewis and Bartlett 2013; Mackenzie 2003; Suárez-Díaz 

2010; Salter et al. 2016). Thanks to software, old fields have been modified, such as 

magnetic resonance (Prasad 2005; Waldby 2000) and neuroimaging (van Horn et al. 

2005; Beaulieu 2001), and new fields have been created, such as neuroinformatics 

(van Horn et al. 2005; Beltrame and Koslow 1999; Young and Scannell 2000). 

 As we argued elsewhere, software is frequently believed to guarantee rigour 

and precision. One may assume that biomedicine, when practised with an increasing 

participation of software, would be safer. However, it has been shown that the 

emergence of technical imperfections called bugs is inherent to software 

development (Brooks 1995), a considerable part of software developers’ work being 

devoted to the solution of bugs (LaToza, Venolia, and DeLine 2006). If hidden bugs 

may be lurking in the fabric of diagnosis software or in the controlling algorithms of a 

medical device, then a computerized biomedicine would bring about new kinds of 

risks to research subjects and patients. And, as we showed elsewhere, high-skilled 



personnel is increasingly required to handle complexified devices like programmable 

drug infusion pumps. 

 Analysts have proposed the inclusion of risk management into medical 

software development (Lindholm, Notander, and Höst 2011; Pecoraro and Luzi 2014). 

The main argument is: ‘Although MDs [medical devices] and associated software are 

developed to increase the well-being of patients, the MD industry and governments 

are faced with the challenge that MDs fail to operate properly on occasion, or are 

misused in ways that are associated with injuries and death’ (McCaffery, Burton, and 

Richardson 2009, 152). Hence the occurrence of some regulatory changes like those 

undergone by the European and American law, which now require that risk 

management be included in the development of medical devices and be in line with 

ISO requirements (Lindholm, Notander, and Höst 2011). 

 The discussion about the risks and legal responsibilities entailed by software in 

clinical settings is not new. It has been carried out, in both Europe and the United 

States, since the late 1980s (Beier 1987; Miller and Gardner 1998; Brown and Miller 2014) 

when analysts could already identify a range of issues to be addressed, including ‘[…] 

the regulatory control of software, the civil responsibility of the physician, the role of 

the hospital or other owners of the information system, the responsibility of the 

developer or seller of the computer system and the impact of all these on the patient’ 

(Beier 1987, 240). 

 Frequently, analysts have focused on the management of diffuse risks by 

means of the concept of governance (Sheaff et al. 2003; Antonelli and Quéré 2002; 

Chaffin, Gosnell, and Cosens 2014), which points to the interactions between policy 

makers and other stakeholders interested in or responsible for the evolution of a 

certain technology. As has been widely noted, multi-actor governance has emerged 

in many fields, displacing former ‘command and control’ models of direct 

government. In this paper, we draw on Fox, Ward and O’Rourke’s (2006) idea of 

‘governance of technological innovations.’ Studying a field that is consolidated both 

scientifically and commercially (pharmaceuticals and advertisement), the authors 

identified issues that are also relevant for other biomedical fields, such as the potential 

conflicts and alliances between different players, and the tension between 

commercial arrangements and public health concerns. Moreover, they stressed 

something that is also key for bioprinting: the disruptive impacts of digital technologies 

on social relations and regulations. Therefore, studying the governance of 



technological innovations is useful to analyse the current situation of software in our 

‘information age’ where ‘governance emerges as a tenuous resolution of differing 

interests or sources of authority’ (Fox, Ward, and O'Rourke 2006, 328), at least in 

countries where political participation is not closed. 

One of the fields that has been decisively potentialized by software is that of 

3D printing, including its biomedical outgrowth: 3D bioprinting. 

 

1.2 3D bioprinting and software 

 

“The study of governance can be based in empirical studies of emerging and 

established technologies […]” (Fox, Ward, and O'Rourke 2006, 329). Here, an 

emerging technology is focused on. 3D bioprinting enables the production of 

structures containing living cells by means of a layer-by-layer deposition process. It 

relies on advances in the fields of conventional 3D printing and additive 

manufacturing (Ahadian and Khademhosseini 2018; Castro et al. 2018). Nowadays, 

bioprinting researchers can produce simple tissues such as skin substitutes but it is 

believed that in the future, more complex structures, and even whole organs, will be 

bioprinted (Mironov et al. 2008; Ding et al. 2018; Castro et al. 2018). 

A conventional 2D printer has no use without software, because it follows the 

instructions sent by the user via the computer. Equally, a bioprinter has no utility 

without receiving instructions from some software. The centrality of software for 

bioprinting has been pointed out (Abudayyeh et al. 2018; Huang and Schmid 2018; 

Mironov et al. 2008; Gulyas et al. 2018). For some analysts, computer and software 

define bioprinting. For example, Mironov and colleagues (2003) described what they 

called ‘organ printing’ as ‘computer-aided jet-based 3D tissue engineering.’ And this 

is the definition given by Ahadian and colleagues (2018, 157): ‘Three-dimensional 

bioprinting is a computer-assisted technology allowing for spatial control of cells, 

biomaterials, and soluble factors […].’ 

Over the last decade, the number of bioprinting studies and researchers has 

risen in many countries, as will be shown. This has been accompanied by the use of a 

growing set of software packages. In our analysis of the bioprinting literature (see 

details below), 19 packages were cited in 2008 whereas in 2018, this number rose to 

324. 



Software makes it easier to control the bioprinting process, as well as to analyse 

its outcome. However, the inherent instabilities of computer code, as well as the 

potentially frail connections between software and hardware, bring about possible 

risks which may grow bigger as bioprinting approaches a phase of robust clinical 

applications. Today, there is no country with clear and specific regulations for 

bioprinting, as we showed elsewhere. As a consequence, risky zones and unresolved 

questions emerge to be addressed in the years to come. 

As an endeavour with potential clinical applications, bioprinting (and 

particularly its emerging commercial side) faces “[…] the tightrope that the industry 

walks between its commercial interests and its responsibility for the public health” (Fox, 

Ward, and O'Rourke 2006, 325). In bioprinting, commercial interests are becoming 

increasingly salient but responsibilities toward public health are not yet very clear. It is 

therefore key to shed light on governance issues, some of which are highlighted in this 

paper. Otherwise, too much of governance attention will be dedicated to 

commercial aspects, causing a possible neglect of public health and usership issues. 

 This paper is structured in the following way. Initially, our research methods are 

briefly presented. Next, we detail the relevance of software for bioprinting. The 

following part shows that there has been a clear growth of software use in bioprinting, 

which has been largely facilitated by open source software. We then argue that 

software use, once diffused, trigger uncertainties and liability issues which have been 

cautiously dealt with in the licenses of software packages. The final section reviews 

the findings presented in the paper and brings some considerations about risk 

governance. 

 

1.3 Research methods 

 

This paper draws on two main methods. First, qualitative, in-depth interviews 

were conducted with entrepreneurs and academic researchers exploring bioprinting. 

With approval from a university ethics committee, fieldwork was conducted in Brazil 

where six people were interviewed (three academics and three entrepreneurs). With 

approval from another university ethics committee, thirteen interviews were carried 

out in the UK (eleven academics and two entrepreneurs) and seven in Italy (three 

surgeons, one researcher based in a hospital, one entrepreneur, and two academic 



researchers). All these interviews explored the institutional, economic, regulatory, and 

ethical challenges entailed by bioprinting in the different national contexts. 

Second, we analysed bioprinting research papers published in 2008 and 2018. 

In February 2019, these papers were found on Web of Science and Scopus through a 

four-step process. First, on Web of Science, a simple search was performed by using 

the term ‘bioprinting,’ which yielded over 12,000 papers. Second, the keywords used 

by authors were collected; from this list of keywords, we selected those which were 

either used the most frequently or seemed to be the most relevant, thus producing a 

final list for the composition of a more accurate search strategy. Third, by applying the 

final search on Web of Science and Scopus (and looking at paper titles and 

abstracts), a total of 4,908 papers were found. Fourth, the full text of all the papers 

published in 2008 (188 papers) and 2018 (700) were downloaded; text mining 

strategies were used to find, in each paper, the following keywords: printer, bioprinter, 

system, device, and bioplotter; when one of these words was found, the sentence or 

the paragraph was read to confirm that authors were referring to a bioprinter used in 

their study; we selected only those papers where authors report a study in which some 

type of printer was used. Eventually, our analysis included 22 papers published in 2008, 

and 207 papers published in 2018, from which information was collected. For data 

mining and quantitative analysis, the R programming language was used. 

Therefore, we are adopting a narrow approach where bioprinting is framed as 

the use of some kind of bioprinter. This differs, for example, from the strategy adopted 

by Garcia-Garcia and Rodriguez-Salvador (2018), in which only keywords were used 

to identify bioprinting papers. Their approach has the advantage of capturing the 

whole range of technologies and studies that fall within the field of bioprinting. 

However, it also brings about the risk of including papers which are only indirectly 

related to bioprinting, overestimating the production in this area. With the approach 

described above, we wished to make sure that we are dealing with the actual printing 

of bioactive structures. This precaution is particularly important when one focuses on 

software, because the presence of a bioprinter guarantees that at least one software 

package is used, whereas, if papers are searched for by means of keywords only, 

some purely theoretical papers can be included into the analysis, downplaying the 

importance of software. 

 

 



 

2 Promises of algorithmic precision 

 

Bioprinting, as a research domain, has gained considerable momentum over 

the last years. In 2005, the number of bioprinting-related papers was slightly higher 

than 100. Ten years later, this number reached 450, rising to 700 in 2018. The countries 

with the highest number of authors signing papers (considering both first authors and 

other authors) were the United States (with 1,602 authors), China (1,046), the UK (417), 

Germany (323), South Korea (300), and Italy (290)1. If we consider the market side of 

bioprinting, the international scenario is similar, but not completely. Consulting various 

sources, we identified, for the year 2019, 86 companies whose operations are at least 

indirectly relevant for bioprinting. The countries with most companies are the United 

States (30 companies), the UK (7), Germany (6), Brazil (4), China (3), South Korea (3), 

and Spain (3). Obviously, however, these companies have had different market 

performance. The companies whose bioprinters were the most frequently cited in the 

2018 bioprinting literature were: American EnvisionTec (cited in 16 papers), Swiss 

regenHU (13), Chinese Regenovo (8), German GeSim (7), and Swedish Cellink (6). 

In biomedical fields, software has been crucial because it enables to work with 

three-dimensional images. Those 3D images have enabled the knowledge of bodily 

processes in non-invasive ways (Filler 2009; Kevles 1998), improved the planning of 

heart surgeries (Abudayyeh et al. 2018), and enhanced the depiction of brain 

processes (Cox 2012), among other possibilities. The 3D processing of images is also 

obviously key in the technology focused on in this paper. To assess the relevance of 

software for bioprinting, we recorded the software packages used in the 2018 

bioprinting literature, as well as their application in each particular study. It was 

possible to identify 172 packages, as summarized in the following table. 

 

 

Table 1 appears here 

 

 

 
1 One same author signing two different papers would be counted twice by our algorithm. 



Because the last three functions (statistics, calculations, and visualization) are 

not typical of bioprinting, this paper focuses on the other four applications.  

Computer-aided design (CAD) is the use of software for creating visual models 

that guide a production process. In biomedicine CAD has proved crucial, for 

example, in prosthesis design (Sloten 2000) and surgical planning (Turin et al. 2014). It 

is also crucial in bioprinting where a bioactive structure is modelled to be subsequently 

printed (Ahadian and Khademhosseini 2018). Additive manufacture at large, and 

bioprinting more specifically, have been made possible by the ‘advancement in 

computer aided design,’ as well as the improvement of ‘modelling techniques’ 

(Abudayyeh et al. 2018, 376). 

Computer-aided manufacture (CAM) is the process through which a computer 

model is turned into a concrete product. This happens thanks to CAM software, which 

converts the CAD visual model into so-called G-code, a kind of computer code 

containing instructions to be followed by the printer. Advancements in medical 3D 

printing, and in the area of additive manufacture more widely, has been largely 

fostered by advances in the complementary techniques of CAD and CAM 

(Abudayyeh et al. 2018) 

Computer simulation is similar to CAD but whereas in the latter the purpose is 

to model the final product, in simulation the production process is modelled, making 

it possible to predict how printing substances, especially cells, will react. Bioprinting 

researchers have used simulation less frequently than CAD, but the frequency of 

simulation is likely to be increased in the future, as it avoids the loss of materials and 

cells, as explained by one Brazilian interviewee: 

 

[…] you can simulate a system, a computational system with which you 

simulate, for example, what kind of fluid viscosity you need to take those cells 

to the printing needle. Is it possible that, during the trajectory, this viscosity will 

be compromised and will end up breaking too many cells? Have we got 

conditions for temperature variation that can be supported by cells? […] When 

you deposit those cells, they have to flow – they’re within a fluid medium. Will 

the speed with which they flow be too high for them to be able to gain a 

structure, and will therefore the layers you deposit eventually crumble? 

 



 Finally, cell analysis is a procedure that takes place on completion of the 

printing process. At that point, researchers need to know whether cells are alive and 

arranged correctly. For so doing, they apply either microscopy or spectroscopy 

techniques. Even though resulting images can be analysed without computational 

techniques, and sometimes even by the naked eye, sophisticated bioprinted 

products (with cells arranged in very complex structures) are frequently assessed with 

specialized software. 

 The analysis of cell structures through images is important in many biomedical 

fields (Georg et al. 2018). Several software packages have been developed to 

support the conduct of those tasks. For example, the cellSens package2, produced 

by Olympus (Tokyo, Japan) and sometimes used in bioprinting, contains a simulation 

interface which ‘enables you to build simple or complex experiments,’ an image 

analysis functionality, and many other features. 

 These promising modelling and analytic possibilities of software may open up 

some space for new risks. A wrongly performed modelling might lead to a defective 

product whereas a frail cell analysis might make a defective tissue be considered as 

functional and safe. Another question emerges as to whether the modelling and 

analysis capacities enabled by software have been evenly disseminated among 

bioprinting researchers. This question, which has to do with the “power relations 

existing between stakeholders in a social and political context” (Fox, Ward, and 

O'Rourke 2006, 319), is discussed in the following section. 

 

3 Software diffusion 

 

3.1 The global scenario of bioprinting 

 

Bioprinting emerged in the early 1980s (Bauer et al. 2016) and its contemporary 

form appeared in the late 1980s. However, there have not been many software 

packages developed specifically for bioprinting. In our analysis of the 2018 bioprinting 

literature, 178 packages were cited, of which only six have been specifically designed 

 
2 https://www.olympus-
lifescience.com/en/software/cellsens/#!cms[tab]=%2Fsoftware%2Fcellsens%2Foverview 

https://www.olympus-lifescience.com/en/software/cellsens/#!cms[tab]=%2Fsoftware%2Fcellsens%2Foverview
https://www.olympus-lifescience.com/en/software/cellsens/#!cms[tab]=%2Fsoftware%2Fcellsens%2Foverview


for bioprinting. The following table brings information about those specialized 

packages. 

 

Table 2 appears here 

 

 

 The package most frequently cited (7 citations) is Bioplotter, developed by a 

bioprinting company, EnvisionTEC. It is followed by three packages also designed by 

bioprinting companies, regenHU and Regenovo. There are also two packages 

produced in academic settings. All the packages in Table 2 provide researchers with 

specific functionalities required by bioprinting. However, excluding the two academic 

ones, they must be accessed via payment of expensive licenses. 

 This is not to say that researchers are facing a dearth of analysis tools. On the 

contrary, they have had recourse to a range of tools, but through technical 

adaptation: they take software designed for other purposes and adjust them to 

bioprinting needs. The following tables provide us with some examples. 

 

 

Table 3 appears here 

 

 

 In the 2008 literature, only one package received more than one citation. For 

2018, the picture is very different, as shown in Table 4. 

 

 

Table 4 appears here 

 

 

 Compared to 2008, 2018 shows a dramatic rise in the number of software 

citations. In addition, whereas Table 3 shows all the packages cited in 2008, Table 4 

has only those with five citations or more. In total, 178 packages were cited in 2018. 

Focusing on 3D printing for cardiovascular surgery, Abudayyeh and colleagues 

(2018, 377) noted: ‘There are numerous postprocessing packages on the market at 



this point but, with that, there is also a lack of standardization. These range from the 

open source to commercial.’ The multiplication of packages is explained by 

something that also happens in neuroimaging: each package performs quite specific 

tasks, leading researchers to combine a range of packages (Gold et al. 1998). 

 Another phenomenon that becomes apparent in Table 3 and Table 4 is the 

variety of non-specific packages. They range from simple text processors (like 

Microsoft Word) to CAD packages (like Autodesk and GraphPad). Only three 

packages appear in both tables: ImageJ, a cell analysis package; Rhinoceros, used 

for CAD; and SPSS, for statistical analyses. Therefore, over the last decade, bioprinting 

researchers, in addition to adjusting general-purpose software, have experimented 

with different packages. 

 These phenomena pose challenges from the viewpoint of risk management. If 

a certain software package fails to accurately model a certain bioprinting structure, 

the latter might prove clinically defective or dangerous. In this case, as will be shown, 

the software developer may claim that researchers are performing biomedicine-

related tasks while consciously using software not designed for biomedical purposes. 

Furthermore, the current variety of packages being used may challenge regulatory 

agencies, whose device testing and validation activities are somewhat easier when 

standardisation is in place. 

 Our analysis showed that in 2008, 15 bioprinting papers, involving 83 authors, 

reported the use of at least one software package. In 2018, the number of papers 

rose to 153 whilst the number of authors reached 923. In this period, there was a 

multiplication of countries with authors using some software, with a particularly 

substantial growth for the United States, China, Canada, and South Korea. Thus 

bioprinting has also witnessed the ‘redistribution of the capacity of manufacturing’ 

that Palavicino and Konrad (2015) identified for the field of 3D printing. Even though 

bioprinting is still a rare activity (with several countries failing to host authors publishing 

papers in top journals, especially in Africa), it is possible to point to a remarkable 

diffusion of software use. It will be seen that such expansion has been greatly 

facilitated by open source. 

 

 

3.2 Open source software in bioprinting 

 



As previously seen, bioprinting typically involves various tasks, obliging 

researchers to buy the licenses of separate software packages. For example, in one 

of the British academic groups we visited, a bioprinter produced by the regenHU 

company is used. As explained by a member of this group: ‘The main thing with the 

regenHU one, they have three softwares but we’ve only paid for two softwares so far.’ 

To circumvent this limitation, this researcher has learnt to use some open source 

packages such as Slic3r. 

Therefore, open source software is sometimes used, in bioprinting and other 

biomedical fields, because no cost is implied. This is one of the reasons why open 

source has become popular in bioprinting, as illustrated in the following charts. 

 

 

Chart 1 appears here 

 

 

 These charts show that proprietary software was, and continues to be, the main 

digital resource used in bioprinting. However, the expansion of open source is evident. 

In 2008, 11 proprietary packages were cited, a number which rose to 193 in 2018, 

corresponding to a 1,654% growth. For open source, the numbers were 1 in 2008 and 

113 in 2018, which corresponds to a 11,200% growth. Thus even though open source 

packages have not been the main digital resource of bioprinting, they are very likely 

to be so very soon if the current growth rates are maintained. With the expansion of 

both proprietary and open source software, the proportion of academic packages 

(designed in universities) has suffered a reduction, denoting a trend of technical 

specialization in bioprinting. 

 As explained by Schwarz and Takhteyev (2010, 611): ‘While open source 

software has the obvious advantage of being free, price cannot explain its 

disproportionate popularity among highly sophisticated users (both individuals and 

businesses) who are likely to value quality and performance at least as much as other 

users’. Indeed, open source software tends to be adopted by academic researchers 

due to another decisive factor: as source code is open, scientists can fully control 

what happens with data during data processing, in addition to being able to modify 

the code to enhance or customize some research steps, as we showed elsewhere. 

For example, in one of the Italian groups visited, only open source software is used 



because it can be customized. According to the group’s PI: ‘[…] we normally prefer 

to use the software that can be easily read by the hardware [the bioprinter] […], 

because normally we need to change […] how the information is sent to the 

electronic board to move the model so to help in the extrusion [of bioinks] and so on.’ 

 In addition to data controllability and absence of costs, open source software, 

because it is developed by relatively large communities, tend to evolve more quickly 

than proprietary software (Raymond 2001; Torvalds and Diamond 2001; Weinberg 

1998). The idea, generally stressed by open source developers, is that bugs are 

efficiently spotted and attended to when there are large groups of people 

developing the package. In other words: ‘With a million eyes, all software bugs will 

vanish’ (Torvalds and Diamond 2001, 226). Interestingly, this is one of the arguments 

advanced by a bioprinting researcher interviewed in Italy: ‘[…] if there is a bug [in the 

software], the other people will try to correct […] Yes, the community.’ In this way, 

bioprinting joins a scientific trend whereby academic researchers move towards open 

packages (Raymond 2001; Schwarz and Takhteyev 2010; von Hippel and von Krogh 

2003; Wagstrom 2009; Weber 2004). 

 The diffusion of open source software brings about another challenge: the 

proliferation of actors responsible for developing a key part of the bioprinting 

technology. For example, the main developers of Slic3r, the fourth package in Table 

4, are based in Italy and the United States, while key contributions are in countries as 

different as Egypt, France, Denmark, Czech Republic, and others. As noticed by Fox 

and colleagues (2006), a diversity of interested actors can take a technological field 

away from traditional arrangements, complexifying governance tasks. For example, 

if clear software ownership cannot be determined, it is difficult to trace liabilities and 

responsibility for damages. 

Drawing on Gramsci, Fox and colleagues (2006, 317) claim: ‘Power resides in 

multiple locations that together serve to establish a basis for consent within civil 

society.’ In bioprinting, even though the emerge of ‘multiple locations’ of power can 

be identified, there is not yet a largely disseminated social debate that would justify 

efforts to gain ideological approval or convince the public. However, even at this 

early point in time, crucial decisions are being taken and key discourses are being 

built up. The outcome can be the adoption of very cautious and defensive stances, 

as seen in the following. 

 



 

4 Risks and legal issues 

 

According to Fox and colleagues (2006, 318): ‘The shape of governance 

reflects the ongoing struggles and conflicts between stakeholders, including states, 

social groups and interests and individuals.’ In bioprinting, these potentially 

contentious relations are still taking shape, and have to do, to a considerable degree, 

with the issue of clinical risk management. 

In spite of the technical capacities disseminated by software, the clinical 

applications of bioprinting have been scant so far. Studies are only beginning to yield 

results that might be taken to clinical research, the market, and hospitals. Yet it is 

generally recognized that the ultimate goal of bioprinting, towards which everybody 

is directly or indirectly working, is the generation of clinical products and therapies. Let 

us consider only two examples. 

First, one of our British interviewees has a research project whose goal is to print 

bone parts for patients who had an accident. ‘Most of the injuries end up with 

amputation so if we can regrow the bone without amputation, we can improve the 

quality of those people’s lives.’ Second, Poietis, a French bioprinting company, is 

collaborating with several academic groups in order to generate different therapies. 

Heart disease is one of the areas targeted by the company, which declares on its 

website3: ‘In collaboration with leading clinicians, POIETIS develops a 3D bioprinted 

patch for myocardial repair and a 3D bioprinted heart valve.’ 

As software begins to be increasingly used in these and similar projects, risks 

emerge such as processing of personal data, safety of patients and research subjects, 

and so on. In order to analyse these nascent questions, we shall look at the licenses of 

four software packages commonly used in bioprinting: Slic3r, ImageJ, FlowJo, and 

cellSens. We selected these packages so as to analyse different cases in terms of 

licenses: FlowJo and cellSens are proprietary packages whereas Slic3r and ImageJ 

are open source. In addition, we are looking at packages used for different tasks: one 

package used for computer-aided manufacture (Slic3r), and three cell analysis 

packages (ImageJ, FlowJo, and cellSens). 

 
3 https://poietis.com/clinical-projects/ 

https://poietis.com/clinical-projects/


Software is not protected by patents, unless it is proven to enable specific 

technical effects. Its use is then regulated through copyrighted licenses. Thus 

whenever software is used, an agreement between user and developer is 

presupposed, even though such circumstance is frequently overlooked by the user. 

This is why developers are willing to clearly state, in software licenses, the legal 

background of software use. For example, in the FlowJo license, it is claimed: ‘The 

Software is protected by applicable intellectual property laws, including United States 

copyright laws and international treaties.’ And the cellSens license reads: ‘Software is 

protected by copyright laws and international copyright treaties, as well as other 

intellectual property laws and treaties.’ 

The regulatory underpinnings of software use are further evidenced by the fact 

that some jurisdictions are selected which would be responsible for solving issues 

arising from software use. In this vein, the FlowJo license states: ‘Any action between 

You and FlowJo regarding this Agreement and/or Your use of the Software will be 

subject to the exclusive jurisdiction of the courts of the State of Oregon.’ And Olympus, 

a Japanese company, claims in the license of the cellSens software: ‘This Agreement 

shall be governed by, performed under and construed in accordance with the laws 

of Japan and with regard to any related legal action, you agree to exclusive 

jurisdiction and venue in courts in Tokyo, Japan.’ 

Having made clear that software use is not exempt from regulatory constraints, 

developers sometimes deal with an issue that, in the years to come, is likely to become 

increasingly thorny: the clinical potentialities of software. In some instances, 

developers hasten to explain that their packages have not been certified for clinical 

purposes. This is what happens in the FlowJo license:  

 

The Software has not been approved as a medical device by the United States 

Food and Drug Administration and as such is not marketed with any claims 

concerning the performance of the Software for use in interpreting data for the 

clinical diagnosis or treatment of any disease, disorder or other medical 

condition. 

 

 However, as explained before, both developers and users are aware that, on 

many occasions, software packages are used in studies whose final goal is the 

production of therapies. Let us remember that in bioprinting, cells are used which are 



sometimes collected from patients or research subjects whose biological condition 

might benefit from participation in the research project. In these circumstances, 

researchers are pushing the limits of software, as it were, and taking it close to 

applications similar to clinical ones. 

For example, one of the research groups we visited in Italy is based in a hospital. 

Taking advantage of a quick provision of cells and tissues that would be disposed of 

(and which can be taken from the clinical practices after the signing of consent 

forms), the group is working towards producing bioprinted tissues that could be used 

to treat diseases of large occurrence. In this way, those researchers end up uploading 

some personal patient data into software packages. Generally, only tissues are 

needed but, in some cases, personal data are also necessary, as explained by one 

interviewee. ‘Sometimes, if we need to do some statistics for our work, we need to 

have also the characteristics of the patient, if the patient takes some drugs, the age, 

the sex, and clinical information. But every work, every research in our institute goes 

to the ethics committee of our institute […].’ 

Therefore, software packages, even if they have not been designed for clinical 

purposes, end up being used in ways that suggest a clinical use, including some 

processing of personal data and some application of a clinical governance regime. 

As a consequence, some software developers are careful to keep responsibilities 

deriving from such proto-clinical use at bay. On this point, the FlowJo license is the 

most detailed one, containing even a definition of data:  

 

‘Data’ includes all information, files, or data (including personally identifiable 

data) uploaded to, provided to, stored on, created within, created as a result 

of use of FlowJo, including without limitation, any genomic information 

generated by sequencing instruments and further analysis or processing 

conducted on such information. 

 

 The company developing FlowJo goes on to make clear that it has no 

responsibility deriving from the processing of personal data: 

 

You agree that you will not provide any personally identifying information or 

personal information or personal data as defined by applicable law (e.g, 

HIPAA, EU General Data Protection Regulation) relating to any third parties, in 



particular relating to patients. For example, you will not provide the name, date 

of birth, address, social security, government issued identification number, or 

any other information that could directly or indirectly identify the individual 

from whom any genomic or other information was derived. 

 

 Such concerns can also be present in open source software. The developers of 

Slic3r, an open source package, use the GNU Affero General Public License. 

According to this document, developers are not liable for damages deriving from the 

use of the software package, ‘including but not limited to loss of data or data being 

rendered inaccurate.’ 

 Thus a defensive stance can be identified in software licenses. Developers strive 

to be exempt from liabilities, leaving the latter in the hands of researchers and 

companies. For the ImageJ software, the Berkeley Software Distribution 2 open source 

license is used. In this document, it is claimed: 

 

In no event shall the copyright holder or contributors be liable for any direct, 

indirect, incidental, special, exemplary, or consequential damages […], 

however caused and on any theory of liability […], arising in any way out of the 

use of this software […]. 

 

 The risks highlighted above are not frequently mentioned in software licenses, 

in addition to being dealt with quite superficially. They come to be only slightly more 

detailed in the licenses of proprietary packages, which are more frequently used in 

biological research. 

Even in fields where clear regulations are in place, a fair amount of self-regulation 

is required whereby companies monitor and standardize their own procedures (Fox, 

Ward, and O'Rourke 2006). In emergent fields like bioprinting, self-regulation may be 

the only regulatory tool available, opening up a leeway for software developers to 

select: programming languages for software development, software licenses, the 

ways in which clinical data is dealt with, and so forth. Nowadays, these choices have 

been made by either companies or development communities, and are put forward 

as technical matters. However, they may have governance implications in the future, 

when, for example, a commercial player files a patent application for a bioprinter 

whose embedded software brings drastic improvement to the technique of cell 



modelling. For, in this case, a technology of potential widespread social benefit may 

end up being restricted by strategies of exclusive licensing and patent pooling (when 

a small group of companies cross-license patents and thus prevent other players from 

participating in technology development). 

However, as explained above, the clinical achievements of bioprinting are still 

modest. When researchers and companies have finally come to a moment when 

therapies and clinical products are made possible, such situation will have to change, 

as it may seem unjustifiable to claim ownership of a technology but keep consequent 

liabilities at bay. Then, the issues reviewed here, which are nowadays only sketched 

in licensing contracts, will be addressed in more detail. It may be then unjustifiable for 

software developers to simply exempt themselves from legal responsibilities as they 

have done so far. Moreover, it may prove too late to make the technology’s evolution 

follow open and participatory schemes. 

 

5 Final remarks 

 

In this paper, two phenomena have been analysed. On the one hand, the 

sophistication of software packages has made different research tasks become 

software-intensive. We have highlighted computer-aided design (for modelling 

bioactive structures), computer simulation (for modelling printing processes), and cell 

analysis (for assessing the biological viability of bioprinted products). On the other 

hand, we have pointed to a diffusion which has an institutional dimension (as software 

reaches new research groups) but also a geographical dimension (as bioprinting 

reaches new world regions). The diffusion of software has been importantly associated 

with open source software. Compared with proprietary software, open source has 

displayed a much more impressive growth, being likely to become the main 

computational resource used in bioprinting in the years to come. 

These trends challenge traditional approaches to governance and risk 

management. As claimed by Fox and colleagues (2006, 328): ‘Governance focuses 

on these points of contestation between states, social groups and individuals, with the 

objective of achieving compliance within a particular societal context and with the 

consent of the major sources of authority.’ The example of software use in bioprinting 

points to a twofold situation. On the one hand, ‘points of contestation’ become 

implicit rather than explicit, as shown by the absence of clear discussions about the 



potential risks of software in biomedicine. On the other, ‘sources of authority’ tend to 

get dispersed rather than concentrated, as exemplified by both the diversity of 

software packages being used globally and the increasing relevance of open source 

software. Nowadays, it seems unlikely that regulations for bioprinting can be properly 

implemented within national borders and without inputs from cross-national 

governance bodies. 

The proliferation of relevant players may eventually undermine the state’s 

governance power (Cashore 2002; Rosenau and Johnson 2002). The situation can be 

even trickier in fields like bioprinting where high levels of experimentation and low 

levels of standardisation pertain. The long list of software packages currently used in 

bioprinting, and the even bigger range of algorithms and plug-ins these packages 

incorporate, can only seem overwhelming from the viewpoint of regulation and 

governance. 

‘The success of open source’ (Weber 2004) has been accompanied, in various 

fields, by a regulatory tendency whereby software developers create licensing 

schemes aimed at safeguarding the open nature of their products (Atal and Shankar 

2015; Stallman 2002; von Hippel and von Krogh 2003). Hence the production of 

licensing agreements such as the General Public License and the Berkeley Software 

Distribution. Software licenses, whether they relate to open source or proprietary 

products, have been used to shield developers from clinical and legal liabilities that 

may derive from software use. 

Such precaution is necessary because, even though the vast majority of 

software packages currently used in bioprinting have not been designed for clinical 

purposes, and have no certification as a medical device, they do have a proto-

clinical nature. Thus they can, for example, be used in research projects from which 

research subjects might glean some clinical benefits (or might be somehow harmed). 

In this way, software licenses have been used to accord to researchers, not to 

software developers, the liabilities pertaining to practices such as participation of 

hospital patients in research and the processing of personal data. So far licenses have 

been quite ambivalent in treating such issues. However, as the clinical phase of 

bioprinting approaches (enabling the production of therapies), such liability issues will 

have to be dealt with more carefully. If software has been considered guilty for 

disasters as different as oil spills and aircraft accidents, it does not seem to be too soon 



to think about the possible risks of an upcoming phase where software-enabled 

bioprinted products will be implanted into patients’ bodies. 

Looking forward, as such process evolves, a key challenge (for regulators, 

software users, and developers) is the current ambivalent governance approach to 

software use in bioprinting. On the one hand, licenses correspond to the use of 

individual software packages. On the other, the combination of different packages 

has become increasingly common in bioprinting. Frequently, the clinical potentialities 

of bioprinting stem not from the application of a certain software package but from 

the mixture of different packages which, combined, take researchers to fields close 

to clinical applications. In this way, the current situation, in which licenses apply to 

individual software packages, may pose considerable complexities to the regulatory 

organization of bioprinting in the years to come. When clinical products have been 

made possible by bioprinting, regulatory frameworks might target, not particular 

software packages, but the combination of different non-medical packages. At the 

same time, the licenses of individual packages are likely to become more specific, 

addressing, in more precise ways, topics such as data sources, data sharing, software-

hardware interfaces, software-software interfaces, and liabilities springing from 

computer modelling in clinical settings. 
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Table 5. Overview of software packages cited in the 2018 bioprinting literature, and their 
applications 

Technique Description Software* 

CAD Design of 3D models 

3D Creator, Abaqus, Autodesk, BioCAD, 

Catia, Cobra, Creo Elements, Fluent, 

FreeCAD, K3DSurf, MatLab, MEDUSA, 

Microsoft Visual Basic, Mimics, PreForm, 

Pro Engineer, Python, R, regenHU, 

Regenovo, Rhinoceros, RoboCad, Solid 

Edge, SolidWorks, Tinkercad, Visual 

Machine 

CAM 

Control of the 

process that 

generates a 

bioactive structure 

BCN3D, Bioplotter, Cura, Cytena, 

FlashForge, Flatt Pack, grblController, 

Hyrel, JRC, KISSlicer, LabVIEW, Mach, 

Magics, Mankati, MatterControl, Motion 

Basic, PABS, PetriPrinter, PlanetCNC, 

Pronterface, regenHU, Repetier, 

Simplify3D, Slic3r, Visual Machine 

Simulation 
Modelling of the 

printing process 

COMETS, Fluent, JMP, Materials Studio, 

Maxwell, OptiStruct, PoreXpert 

Cell analysis 

Assessment of cell 

viability after the 

printing process 

Abaqus, AxioVision, Byonic, Cell F, 

CellProfiler, CellQuest, cellSens, CFX 

Manager, Comsol, CTAN, ExpressionSuite, 

Fermentor, Flowing, FlowJo, Gen5, Gubra, 

Image Studio, ImageJ, ImageJ2, 

ImageTool, JPK, Las X, MEGA, NIS 

Elements, NSolver, OpenComet, Origin, 

Progenesis QI, Quantum XL, Release, REST, 

Rockhopper, Scion Image, SIMCA, 

Spotfire, TAC, Tuxedo, Xcalibur, WorkOut, 

ZEN 

Statistics 
Performance of 

statistical operations 

Comsol, Microsoft Excel, GeneSpring, 

GraphPad, JMP, MatLab, MedCalc, 

Minitab, Origin, R, SigmaPlot, SPSS, 

Statgraphics 



Calculations 

Conduct of other 

measurements, such 

as measuring the 

dimensions of a 

bioprinted structure 

Abaqus, AcqKnowledge, Assay Explorer, 

Avantage, Avizo, AxioVision, BlueHill, 

Catia, cellSens, CFX, ChemStation, 

Clampfit, Cobra, Comsol, CorrView, CT 

Analyzer, CTAN, CT-Fire, DataViewer, 

Exponent, FACSDiva, FEA, Microsoft Excel, 

FlowJo, FlowLogic, Fluent, Gambit, 

Gaussian, GraphPad, Gwyddion, 

HighScore, ImageJ, ImagePro, ImageTool, 

Imaris, iNMR, JADE, Kaleidagraph, Las X, 

LightCycler, Materials Studio, MatLab, 

MaxQuant, MEGA, Microview, Mimics, 

Minitab, Mnova, Multiphysics, Mx, Nano 

Measurer, Nanomeasure, NIS Elements, 

NovaLase, NRecon, Opus, Origin, PeakFit, 

Photoshop, Pyris, Python, Quantum 

Espresso, R, Scion Image, SensoMAP, 

Spectrum, Trios, VGStudio, XPS, XPSPEAK, 

WinTest, WinxPow, ZSimpWin 

Data visualization 
Preparation of tables, 

charts, and images 

Amira, Aperio ImageScope, Autodesk, 

AxioVision, cellSens, Chimera, CTAN, 

DigitalMicrograph, Dynamics, Fluoview, 

GraphPad, Gwyddion, hisTOOLogy, 

Iboflow, ImageJ, ImagePro, ImageTool, 

Imaris, Inkscape, JMP, Living Image, 

MatLab, Microsoft Paint, Microsoft 

PowerPoint, Microview, MILabs, Mimics, 

NIS Elements, OpenLab, Origin, 

Photoshop, ScanIP, Skyline, SPIP, Spotfire, 

Surface Evolver, VGStudio, Voxler, Xradia, 

Wolfram Mathematica, ZEN 

* Open source packages are indicated in bold letters 

  



 

Table 6. Bioprinting software cited in the 2018 literature 

Package Developer City Country Type Release Citations 

Bioplotter EnvisionTEC Dearborn USA Proprietary 2002 7 

BioCAD regenHU 
Villaz-Saint-

Pierre 
Switzerland Proprietary 2007 3 

regenHU regenHU 
Villaz-Sainit-

Pierre 
Switzerland Proprietary 2007 3 

Regenovo Regenovo Hangzhou China Proprietary ? 2 

PABS 
University of 

Manchester 
Manchester 

United 

Kingdom 
Academic 2018 1 

PetriPrinter 
Eotovos 

University 
Budapest Hungary Academic 2018 1 

 

  



 

Table 7. Software packages cited in the bioprinting literature: 2008 

Package Developer City Country Type Release Citations 

SolidWorks SolidWorks 
Santa 

Monica 
USA Proprietary 1995 2 

AnalySIS 
Soft Imaging 

System 
Munich Germany Proprietary ? 1 

CATS 

Nanyang 

Technological 

University 

Singapore Singapore Academic ? 1 

CFD Ansys Canonsburg USA Proprietary 1970 1 

ImageJ NIH Madison USA 
Open 

source 
1997 1 

LabVIEW 
National 

Instruments 
Austin USA Proprietary 1986 1 

PrimCAM Primus Data Einsiedeln Switzerland Proprietary 1991 1 

Pro 

Engineer 
PTC Bostonn USA Proprietary 1987 1 

Quantity 

One 
Bio Rad Hercules USA Proprietary ? 1 

Rhinoceros 

Rober 

McNeel & 

Associates 

Seattle USA 
Open 

source 
1980 1 

Scion 

Image 
Scion Rotorua 

New 

Zealand 

Open 

source 
? 1 

SPSS IBM New York USA Proprietary 1968 1 

Word Microsoft Washington USA Proprietary 1983 1 

 

  



 

Table 8. Software packages with at least five citations in the literature: 2018 

Package Developer City Country Type Release Citations 

ImageJ NIH Madison USA 
Open 

source 
1997 57 

GraphPad GraphPad San Diego USA Proprietary 1989 27 

SPSS IBM New York USA Proprietary 1968 16 

Slic3r 
Slic3r 

community 
Rome Italy 

Open 

source 
2011 12 

Repetier Hot-World Willich Germany 
Open 

source 
2011 11 

Matlab Mathworks Natick USA Proprietary 1984 9 

Bioplotter EnvisionTEC Dearborn USA Proprietary 2002 7 

Autodesk Autodesk San Rafael USA Proprietary 1982 6 

Origin OriginLab Northampton USA Proprietary 2014 6 

Rhinoceros 

Rober 

McNeel & 

Associates 

Seattle USA Proprietary 1980 6 

Pronterface Miro Hroncok Prague 
Czech 

Republic 

Open 

source 
? 5 

 

  



 

Chart 1. Citations to software in the bioprinting literature: 2008 to 2018 
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