
An Internet of Things and Blockchain Based 
Smart Campus Architecture  

Manal Alkhammash1,2, Natalia Beloff2 , and Martin White2 

1 Jazan University, Jazan, KSA 
2 Sussex University, Brighton, UK 

{ma979,n.beloff,w.white}@sussex.ac.uk 

Abstract. Rapid development in science and information technologies, such as 
the Internet of things, has led to a growth in the number of studies and research 
papers on smart cities in recent years and more specifically on the construction 
of smart campus technologies. This paper will review the concept of a smart 
campus, discuss the main technologies deployed, and then propose a new novel 
framework for a smart campus. The architecture of this new smart campus 
approach will be discussed with particular consideration of security and privacy 
systems, the Internet of things, and blockchain technologies.   
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1 Introduction 

Information and communications technology (ICT) development is a never-ending 
process, which has led to a growth in the number of studies and research papers on 
smart cities in recent years. The concept of a smart city is not only about constructing 
traditional infrastructure, such as a transportation system, but also involves ICT 
infrastructure in order to improve quality of life and enhance the profile of the city 
[1]. Therefore, the term ‘smart city’ can be generally defined as dynamically 
integrating the physical and the digital worlds, in which different data resources are 
automatically gathered in real time [1–3]. By utilising high-speed networks, the 
changes in the physical world can be captured and transferred to data centres so that 
they can be stored and processed [4]. This means that in order to capture the 
necessary data, there needs to be significant numbers of sensors at diverse locations 
that can capture this ‘big data’. In addition, the Cloud needs to be utilised in order to 
store and analyse the data. 

Consequently, there are many areas that can be developed under the intelligent city 
framework to achieve the overall goal of improving citizens’ quality of life. There 
have been many contributions and research papers in different areas to develop smart 
systems, such as medical and health care [5–8], supply chain management [9, 10], 
traffic [11, 12], and education systems [13–15] that together can build smart cities.  

Since a smart campus constitutes an essential element of a smart city, and the 
concept of the smart campus comes from the notion of smart cities [16], many 
researchers have focused their attention on developing smart campuses, trying to 
address the topical question of ‘how to develop an intelligent campus’ by contributing 



the same ideas and bases of intelligent cities to propose the smart campus [17]. 
Therefore, the aim of this paper is to study different technologies and to design a 
novel architecture for a smart campus in order to develop an intelligent campus. Such 
a smart and intelligent campus architecture (or framework) is likely to exploit the 
Internet of things (IoT), blockchain, and smart contracts as part of its many 
technology solutions. 

The paper will be structured as follows. In section two a brief description of a 
smart campus concept will be addressed. In section three the paper provides a brief 
background of a smart campus and delineates the main areas of the campus. In section 
four the paper reports some issues related to a previous generic smart campus 
architecture and proposes a new one and discusses it in depth in the following section. 
Finally, in section six the paper provides conclusions and future work. 

2 Smart Campus Concept 

Traditionally, a campus can be defined as a land or an area where different buildings 
constitute an educational establishment. A campus often includes classrooms, 
libraries, student centres, residence halls, dining halls, parking, etc. Nowadays, 
campuses have adopted advanced technologies, such as visual learning environments 
[18, 19] and timetabling systems [20, 21] in order to provide high-quality services for 
stakeholders (e.g. academics, students, administrators, and services functions) on 
campus and to monitor and control facilities. These developments should be evolving 
constantly in order to increase efficiency, cut operational costs, reduce effort, lead to 
better decision-making, and enhance the student experience [22]. Thus, the term 
‘smart campus’ can be defined as a place where digital infrastructure can be 
developed and that has the ability to gather information, analyse data, make decisions, 
and respond to changes occurring on campus without human intervention [22, 23]. 
The authors in [24] define a smart campus as an environment where the structure of 
ambient learning spaces – application context based on virtual spaces – integrates 
social and digital services into physical learning resources.  

If we think of a smart campus as a holistic framework, it encompasses several 
themes, including but not limited to automated security surveillance and control, 
intelligent sensor management systems, smart building management, communication 
for work, cooperation and social networking, and healthcare. Several innovations 
have been proposed for smart campuses, ranging from developing a whole framework 
using technologies such as mobile technologies, blockchain, the IoT, and the Cloud to 
assist learning to enhancing security systems utilising technologies such as ZigBee 
and radio frequency identification (RFID) [25–28].  

3 Smart Campus Background  

Many studies and architectural plans with different goals have been undertaken on the 
subject of the smart campus [29]. This smart campus research largely breaks down 
into the following areas: teaching and learning, data analysis and services, building 



management and energy use on campus, campus data mining, water and waste 
management use on campus, campus transportation, and campus security.  
3.1 S mart Campus Leaning Environments 

Much research has been focused on constructing smart campuses by developing 
suitable technologies and applications that involve teaching and learning. Therefore, 
the common purpose of designing and developing a smart campus has often been 
from a learning and educational perspective. The authors in [27] developed a novel 
holistic environment for a smart campus known as iCampus. The aim of their research 
is to propose a beginning-to-end lifecycle within the knowledge ecosystem in order to 
enhance learning. Atif and Mathew designed a framework for a smart campus that 
integrates a campus social network within a real-world educational facility [30]. The 
study’s goal was to provide a social community where knowledge could be shared 
between students, teachers, and the campus’s physical resources. Further, [1] 
proposed a model of a smart campus to enable stakeholders on the campus to shape 
and understand their learning futures within the learning ecosystem. Based on cloud 
computing and IoT, [31] stated the concept of a smart campus and demonstrated some 
issues that related to intelligence application platforms after establishment. However, 
these approaches were focused only on proposing a smart campus by using IoT 
technology.  
3.2 S mart Campus Data Analysis and Service Orientation 

Other research has considered the development of smart campuses based on data 
analysis. According to [32], a smart campus should be able to gather data from a 
crowd and analyse it by using crowdsourcing technologies in order to deliver services 
of added value. In 2011, [33] explained the prototype of a smart campus 
implementation that uses semantic technologies in order to integrate heterogeneous 
data. However, some researchers have envisioned smart campuses from social 
networking aspects. For instance, [34] elaborated upon an architectural system that 
can be deployed on campus in order to support social interaction by using service-
oriented specifications. This will depend upon their proposed social network platform 
(WeChat) and an examination of its architecture, functions, and features. Xiang et al. 
developed a smart campus framework based on information dissemination [17]. 
However, these approaches did not address blockchain technology in order to 
eliminate centralisation.  
3.3 Building Management and Energy Efficiency on Smart Campuses 

Several of the current initiatives that are developing smart campuses have been based 
on high-energy efficiency perspectives. In order to decrease the energy consumption 
of buildings, monitoring and controlling environmental conditions is essential, such as 
controlling both natural and artificial lighting, humidity, and temperature. An example 
of this is a project that was undertaken at the University of Brescia in Italy in 2015 
that aimed to enhance energy efficiency inside buildings by monitoring lighting, 
temperature, and electrical equipment by using control systems, automation, and grid 
management. The project progressed in stages towards this goal. First of all, it aimed 
to reduce the consumption of the buildings’ energy by analysing possible actions. 



Then it attempted to implement different measures and evaluated their efficiency. 
Simultaneously, in order to enhance users’ awareness of energy consumption, a 
system for monitoring operational conditions was also developed. Finally, the project 
evaluated the energy balance between consumption and generation, renewable energy 
production, and energy reduction. The outcome displayed a significant energy 
consumption reduction of 37.3% while improving the buildings’ thermal properties 
[35].  

In addition, [36] proposed and implemented a web-based system to manage energy 
in campus buildings known as CAMP-IT. The system aimed to optimise the operation 
of energy systems in order for buildings to achieve goals of reducing energy 
consumption while at the same time enhance the quality of the indoor environment in 
terms of visual comfort and air quality. The modelling collected, controlled, and 
analysed the energy load for each building and for the campus as a whole. The results 
showed a reduction in energy consumption of nearly 30%. Again, these approaches 
did not study the integration of blockchain into the proposed architectures.  
3.4 Smart Campus Data Mining 

Additionally, some researchers have focused on applying interest mining, which is 
based on location, context awareness, proximity, and user profiles as well as other 
related information, to assist users in meeting their needs within the campus 
environment. In 2014, [37] studied web log mining, which is an essential technique in 
web data mining to determine users’ characteristic interests by developing a reliable 
and efficient method of data pre-processing. In 2010, [38] proposed a data-mining 
method from e-learning systems to identify users’ interests and obtain information 
about learners’ logs and knowledge background. Along these lines, the model would 
be able to automatically recommend resources that may be of interest to individual 
students. However, blockchain technology could be used to protect user profiles and 
preferences. 
3.5 Water Management on Smart Campuses 

Regarding water and waste management, since they are considered expensive and 
important services on smart campuses, several research studies have focused on 
proposing management systems on campuses for these services in order to reduce the 
environmental and financial impact [22]. In terms of sustainable water management, 
there are three important pillars: water harvesting processes, water recycling, and 
water consumption reduction [39].  

Different approaches have been proposed to manage water. Some focused on 
controlling and monitoring the water level and water consumption on campus. For 
instance, [40] developed a water monitoring system to reduce water consumption on 
campus. The system designed a three-dimensional map of the campus and used a 
geographical information system (GIS) to display a water pipeline in the electronic 
map with detailed status information in real time. Therefore, the model can monitor 
water directly from pipelines; detect any problems that occur in the equipment, such 
as leaking; and analyse the amount of water consumption.  

In 2015, [41] developed a suitable system for medium-sized campuses to monitor 
the water balance in real time. The design used an ultrasound level sensor, a cloud 
software stack, and communication links and carefully considered industrial design. 



To be able to monitor the water, the system measured the water level in tanks by 
sending ultrasound pulses to the water’s surface. After observing the reflection, the 
sensors can estimate the distance and calculate the tank volume. Based on previous 
work, [42] developed an automatic water distribution system for large campuses so 
that each tank on the campus would have enough water to meet the local needs. The 
authors utilised ultrasonic ranging sensors, which are suitable for measuring water 
levels in large tanks, and a wireless network using sub-GHz radio frequency to 
connect sensors across long distances for further analysis.  

Moreover, many other experiments have proved efficient for developing water 
management systems, and they can be implemented on smart campuses to reduce 
water consumption [43]. For example, [44] developed a meter of a smart water that 
can provide a user with real-time reading information, analyse his consumption data, 
and present it in visual graphs to improve the readability. Simultaneously, the system 
monitors the consumption and alerts the user if there is unusual water usage. 
However, these approaches did not address blockchain technology.  
3.6 Waste Management on Smart Campuses 

Similarly, numerous studies have been devoted to developing waste management 
systems. Authors in [45, 46] stated that general research studies in this area focused 
on developing waste tracks and bins with sensor devices attached to collect and 
analyse real-time data. This information can be used for several purposes, for 
example, for developing an efficient cleaning timetable and preventing overfilling of 
bins. Ebrahimi et al. [47] in 2017 investigated the current waste and recycling 
infrastructure on Western Kentucky University campus to determine whether it had an 
adequate service by using spatial techniques, such as GIS, to track, recognise, and 
visualise waste and recycling bins in a large-scale area. They used spatial information 
for analysis and decision making to reduce solid waste steam and improve the 
university’s recycling stream. Furthermore, they drew an accurate roadmap for a 
suitable waste management plan for the campus. Although most papers use different 
techniques for waste management systems on smart campuses, they are still at the 
primary stages, and they lack a generic model.  
3.7 Smart Campus Transportation 

Recently, global positioning system (GPS) has become the most common method for 
streaming a location and tracking a moving object, such as a vehicle on the road. To 
improve the accuracy of GPS, external information is needed, such as Wi-Fi, digital 
imaging, and computer vision [48]. The authors in [49] developed a tracking system 
for buses using GPS devices that reported the buses’ locations every ten seconds. The 
location was sent from the server via SMS. The system also had safety features, such 
as the ability to send alerts or emergency reports when the vehicle crashed or was 
stolen. Other studies have tracked the location of a college bus using a mobile phone 
and Google Maps [50, 51]. Saad et al. [48] developed a real-time monitoring system 
for a university bus that used a GPS service to send the location of the bus to a cloud 
database every second. The system could also analyse data to estimate the bus’s 
arrival time. However, these approaches did not use blockchain technology to 
improve system security.  



3.8 Smart Campus Security 

Many mobile applications have been developed for campus safety. Some of them 
allow users to contact campus security guards, such as EmergenSee and CampusSafe, 
whereas others, such as Guardly and CircleOf6, allow friends to contact each other 
[52]. These applications allow user location, photos, and situation descriptions to be 
shared with campus security guards. 

In addition, [53] also proposed a smart campus framework that includes several 
aspects, of which security was a notable one. They pointed out that a smart system 
can reduce burglaries by detecting glass breaking or any distinct sound; then, the 
system has the ability to alert security to the location. Also, the system may have the 
ability to reduce drug or alcohol abuse by alerting public safety to the presence of 
alcohol. 

Therefore, a smart campus can be described as an environment that has the ability 
to provide a suitable infrastructure in order to deliver services required in light of 
contextual awareness. In addition, it is a well-structured place that can generate huge 
amounts of information to a number of users by using their profiles and locations in 
order to best address their needs. Consequently, the desirable characteristics of a 
smart campus are accurate context awareness and ubiquitous access to networks, 
efficient and optimal utilisation, many varied resources, and the use of objective 
principles as a basis to make smart decisions or predictions.  
3.9 Summary 

All the above approaches and implementations are useful and contribute to building 
smart campuses; however, they rely on IoT technologies with a centralised system 
architecture, which could lead to many issues and will be discussed in the next 
section. Next, we describe a new architecture that incorporates a distributed 
architecture exploiting blockchain and smart contracts to overcome some of the 
prevalent issues. 

4 Smart Campus Concept 

Developing an architecture for a smart campus while considering advanced 
technologies, such as IoT, blockchain, and other technologies, is a complicated and 
difficult task since there are a large variety of devices and objects, associated services 
with such a system, and link layer technologies.  

Many different smart campus architectures have been developed with different 
aims [22, 29]. However, most of these frameworks usually contain three essential 
layers that interact with each other. First is the perception layer, which contains 
physical technologies, such as sensors, that collect all kinds of data from the 
surrounding environment. Second is the network layer, which contains all 
communication networks that are responsible for receiving and transmitting data. 
Third is the application layer, which is responsible for supporting business and 
personalised services and interacting with individual users. Figure 1 shows a generic 
illustration of this layered architecture approach. 



 
Fig. 1. A generic smart campus layered architecture [54] 

Here, we can see on the lowest level of the architecture that the perception layer is 
allocated, and it accommodates sensors to extract and gather the data from physical 
devices. In the middle of the architecture the network layer is utilised to aggregate, 
filter, and transmit data. The last layer is used by the Cloud or servers to store and 
analyse smart campus data. 

There are several problems with this generic architecture since it relies on IoT 
architecture. The IoT systems rely on centralised computing and storage platforms, 
such as cloud platforms, which is a suitable place to start for joining, managing, and 
controlling a massive number of different objects and devices as well as providing the 
required authentication and identification for various IoT devices. However, the 
centralised system architecture suffers from several limitations. Atlam and Wills [55] 
studied these limitations as follows. First, the centralised system has privacy 
vulnerabilities because data is collected from different devices and then stored in a 
centralised platform, which can be easily breached. Second, security is a major aspect 
for any system since processing and storing data through a centralised platform can 
lead to it being an easy target for attacks, such as distributed denial of service (DDoS) 
and denial of service (DoS) attacks. In addition, the devices in the IoT system are 
heterogeneously connected in nature, while a centralised platform uses a single 
operating system to connect to various devices. In this case, a centralised platform 
could prevent some objects from connecting to the system. Lastly, scalability is 
another issue related to a centralised platform since the number of connecting devices 
in the system is increasing. This is especially a problem for large business 
organisations, such as campuses, that are distributed in different areas. According to 
Piekarska and Halpin [56], there are concerns about the efficiency of operating and 
the scale of the IoT system with centralised architecture taking into account the 
increasing demands.   

Recently, blockchain technology has been involved in various application areas 
beyond the cryptocurrency domain since it has multiple features, such as 
decentralisation, support for integrity, resiliency, autonomous control, and anonymity 
[57]. Blockchain eliminates a central authority by using a distributed ledger and is 



decentralised to provide more efficiency for operating and controlling communication 
among all participating nodes. It also eliminates the single point of failure if the 
centralised platform goes down, which could lead to the failure of a whole system 
[55]. Therefore, blockchain can be an efficient technology to handle the issues related 
to a centralised IoT, particularly security. 

Thus, we propose a more detailed smart campus architectural framework that 
combines IoT and blockchain technology, as shown in Figure 2. Our smart campus 
framework consists of the blockchain and six layers:  

1. physical, which includes several objects, such as campus sensors and 
devices; 

2. communication, which includes the communication protocols and IoT 
gateway; 

3. platform, which is a cloud component since it is recently considered an ideal 
technique for storing and analysing of volume of data as well as for running 
several services; 

4. data, which is used to store campus data and includes real-time events; 
5. business, which produces high-level reports and analysis; and 
6. application, which provides services to the end user for connecting and 

controlling the smart campus environment.  
In addition, this framework has a security system to provide a secure data 

connection that ensures the secure transfer of trusted data from the physical, 
communication, platform, data, business, to the final application layer.  

 
Fig. 2. A new smart campus framework 

The following sub-sections describe each layer in more detail. 



4.1 Physical Layer 

The first layer, the physical layer, includes devices and sensors to detect data, such as 
motion, temperature, humidity, locations, attendance in the physical environment, etc. 
When the sensors sense the physical campus environment the parameters are then 
converted to data signals to be handled on the Cloud for analysing. On the way, such 
data may pass through brokerage protocols, such as MQTT, to a suitable blockchain-
based distributed storage in the data layer. In the physical layer, actuators operate in 
the opposite way: they convert data signals into physical actions [58] perhaps as a 
response to sensor data stored on the blockchain, which is subsequently analysed and 
results in an actuator event. The devices in this layer represent hardware components 
that are connected to the upper layers of the architecture either wirelessly or by wires. 
4.2 Communication Layer 

The communication layer is sometimes known as the network layer or transmission 
layer [59, 60]. The different data sources that are provided by the perception layer 
need to be connected to the upper architecture layers to handle collected data. Devices 
and sensors use protocols and adequate communication technology to connect to the 
Internet. The diverse data sources in a smart environment lead to diverse 
communication technologies. For example, Wi-Fi/IEEE 802.11 utilises radio waves to 
allow smart devices to exchange and communicate within a 100 m range and without 
utilising a router in some ad hoc configurations [61]. IEEE 802.15.4 standard uses 
short-wavelength radio to exchange data between smart devices and to minimise 
power, such as Bluetooth low energy (BLE), which operates for a longer period of 
time and within a 100 m range. Recently, BLE was considered a suitable technology 
to support IoT applications [62]. In addition, IEEE 802.15.4 protocol is the 
specification of low high-message throughput, low cost, low data rate, and low power 
consumption and is also a good candidate for machine-to-machine (M2M), wireless 
sensor network, and IoT. This standard is used to produce Zigbee protocol for more 
reliable communication and a high level of security [61]. Therefore, the main 
objectives of this layer are to transmit data from and to different objects through 
gateways to integrated networks.  

Biswas and Muthukkumarasamy [63] discussed using blockchain in a smart city to 
provide a secure communication platform. They illustrated that blockchain should be 
integrated with the network layer to provide privacy and the security of transmitted 
data. They recommended that the transaction data can be into blocks using TeleHash 
protocol for broadcast in the network.  
4.3 Platform Layer 

Generally, a smart environment based on IoT uses a large number of data sources, 
including actuators and sensors that produce big data, which need to extract 
knowledge by using complex computations, applying data mining algorithms, and 
managing the services and allocation tasks [64]. Thus, cloud computing presents the 
suitable technology and a powerful computational resource for IoT to process, 
compute, and store big data. In addition, blockchain is used to eliminate a centralised 
system architecture.  



4.4 Data Layer 

 The data layer represents a database for the system and processing of the data. A 
huge amount of data is stored in this layer, which is called ‘big data’. The previous 
layer uses this layer to generate useful information. In the case of a smart campus, 
blockchain with a decentralised structure is needed to add security and privacy to the 
data.  
4.5 Business Layer 

The business layer relies on middleware technology, which manages the system 
services and activities. It is responsible for building flowcharts, graphs, and business 
models as well as analysing, monitoring, evaluating, designing, and developing smart 
systems. Based on big data analysis, the business layer has the ability to support 
processing in decision making, visualise the outcomes to the user, and operate the 
controlling actuators.  
4.6 Application Layer  

This layer can consist of many different application types and services required by 
many different end users. For example, in a smart campus, this layer can provide data 
related to air humidity and temperature measurements. Therefore, the application 
layer’s main objectives are to provide high-quality intelligent services to stockholders 
[65, 66] and allow users to interact with the system and visualise the data via an 
interface.  

In addition, the application layer has some protocols to deal with. For instance: 
• Constrained Application Protocol (CoAP) is one-to-one communication 

protocol that is inspired by Hypertext Transfer Protocol (HTTP).  
o CoAp is suitable for smart devices and IoT technology 

because CoAp is thin, lightweight, and causes as little traffic 
as possible [58]. 

• Message Queue Telemetry Transport (MQTT) is a protocol for 
messaging, and it is responsible for connecting networks and smart 
devices with middleware and applications [61]. Several applications use 
the MQTT, such as monitoring and social media notifications [58]. 
Thus, this protocol is able to provide an ideal messaging protocol for 
M2M and IoT communications due to its low bandwidth networks, low 
power, and low cost.  

• Moreover, Advanced Message Queuing Protocol (AMQP) is an open 
standard protocol that supports reliable transport protocol and 
communication and focuses on a message-oriented environment. Data 
Distribution Service (DDS) is a publish–subscribe protocol for real-
time communication [65].  

The application layer is responsible for providing high reliability and excellent 
quality of service to the applications. Therefore, there are a variety of communication 
protocols that can each work in a different scenario and with a different device 
manufacturer.  



4.7 Blockchain 

Blockchain is a distributed ledger technology that implements transactions with a 
decentralised digital database. The transaction is verified by a network of computers 
before it is added and updated to the ledger. Blockchain allows parties to exchange 
assets in real time without going through intermediaries [67]. Blockchain technology 
is a peer-to-peer (P2P) distributed ledger technology that records contracts, 
transactions, and agreements [63, 68]. In other words, blockchain verifies data after 
receiving it from a physical layer then constructs it into a transaction. It should be 
stated that the details of blockchain technology and how it works are outside the 
scope of this paper. For more information about blockchain technology principles, 
[69] and [70] can be helpful. To decide which type of blockchain to use in our 
framework, the types will be addressed in a comparative analysis. 

Recently, blockchain technology has been classified into three types: public 
blockchain, private blockchain, and consortium blockchain [71]. The first type is also 
called a permission-less blockchain because there is no need for permission for a 
single entity, such as Bitcoin [72] or Ethereum [73], to join the network. Anyone can 
engage and participate successfully by downloading the blockchain and executing the 
code as well as by sending transactions to the network. Therefore, a public blockchain 
is fully decentralised so all transactions or ledgers are shared and verified by all 
nodes, and there is no need for a central authority. In order to prove identities, peers in 
networks have to solve the proof-of-work puzzle, which requires time and power. 
This means the chain is not centralised, and once the data is validated the ledger is 
changed; therefore, the ledger or the transaction is immutable.  

However, a private blockchain is designated by its participants in advance to allow 
it writing, reading, and consensus processes. In other words, this blockchain is a 
permission-based chain, and only those who are authorised can join the network. This 
type of blockchain is useful for organisations or groups of individuals that share the 
ledger privately. Thus, malicious nodes cannot enter the network without permission. 
Specific nodes or services can be removed or added as needed, which provides better 
scalability for the network. Since the private blockchain is controlled on the network 
by a single trust node and has fewer authorised participants than a public blockchain, 
it performs much faster on a ledger and processes more transactions for each block. 
Furthermore, this blockchain has many consensus methods, such as practical 
Byzantine fault tolerance, proof of elapsed time, and proof of stake. A private 
blockchain is used widely in an environment that needs more security and privacy, 
such as by companies and in the banking sector. Cordra [74] is an example of a 
private blockchain.  

In addition, a consortium blockchain is a hybrid that combines private and public 
blockchains, and it is classified as a permission-based blockchain [71]. In this 
blockchain, the participants engage in writing and reading on the blockchain across 
organisations. The preselected nodes control the consensus process in this blockchain. 
In other words, several institutions govern this blockchain, unlike a private 
blockchain, which is operated by a single node. A hybrid blockchain has many 
advantages that relate to a private blockchain, such as privacy and efficiency of the 
ledger as well as higher scalability and faster transactions. In addition, a consortium 



blockchain is an easily implemented environment and more energy-efficient 
compared to a public blockchain [71, 75].  

To summarise, all blockchain types are decentralised P2P networks, and all nodes 
share a verified ledger. All blockchains provide a ledger’s immutability. All users in 
all types of blockchain maintain a replica of the ledger. However, the main difference 
between public and private blockchain is authorisation. A public blockchain allows 
any users to participate in the network. 

In addition, private and consortium blockchains are more efficient for IoT 
networks since they both have faster response times in the network and lower 
computational requirements. While public blockchain has proved over the years to be 
suitable and efficient for cryptocurrencies, it is not that effective to use for IoT 
applications due to its bandwidth requirements and high computational requirements 
[76].  

In our architecture, we suggest using a consortium blockchain, for example, the 
Hyperledger Fabric blockchain platform [77–79], for many key features. A 
Hyperledger blockchain is widely used for businesses and enterprises. It is designed 
to support pluggable implementation of components delivering high degrees of 
confidentiality, resilience, scalability, and low latency. Hyperledger has a modular 
architecture and can be used very flexibly. In addition, modular consensus protocols 
are been used, which permit a user to trust models and tailor the system for particular 
use cases. This platform runs smart contracts or chain code, which is an executing 
programmable code that allows participants to write their own scripts without a 
middleman [80].  

5 Smart Campus Exploiting the Internet of Things, Blockchain, 
and Security Requirements  

The main reason for developing a blockchain in 2008 was to address the potential 
problem related to stakeholders’ trust in various use cases, including financial and 
non-financial fields [81, 82]. It provides security requirements for the transactions by 
using several cryptography mechanisms, such as signature, asymmetric cryptography, 
and hash. A lot of research has explored whether blockchain technology meets the 
need for providing more secure, trusted, and immutable data by adopting the 
blockchain into existing software, such as in the financial industry [83] and healthcare 
fields [84–86]. However, integrating blockchain technology into education 
institutions is still in its early stages and needs more research. We have therefore 
provided a discussion about security requirements for the proposed framework of a 
smart campus since the security aspect is the main concern in most of the recent 
blockchain applications. We would like to study this aspect in more detail in the 
following sub-sections, covering authorisation and privacy in addition to the CIA 
triad of confidentiality, integrity, and availability.  
5.1 Authentication  

Authentication is one of the key security aspects and is a process of verifying a peer’s 
identity in order to use a system and communicate with each other [87]. There are 



many studies that have focused on user authentication with the majority of cases 
looking at data leaks and identity theft. The current authentication mechanisms, which 
have been used in most applications, vary from using a single factor, for example, a 
password or user ID, to using a multi-factor authentication, such as a smart card or 
biological characteristic. These traditional methods are not effective in providing 
appropriate protection and can cause various issues and damage, for example, recently 
passwords have been easily and frequently hacked [88]. Multi-factor authentication 
relies on centralisation or trusting third-party services, which, as we discussed 
previously, have high security risks. 

Recently blockchain has been used to improve protection against illegitimate 
access of several IoT applications without the need for centralised services. For 
example, Cha et al. [89] designed a blockchain gateway by integrating the blockchain 
in an IoT gateway to securely protect user preferences while connecting to IoT 
devices. This approach can raise the authentication level between the users and the 
connected devices. In addition, Sanda and Inaba [90] used blockchain technology 
with a Wi-Fi network to provide the authentication to the connected users and protect 
the network from malicious usage. The blockchain in this implementation was used to 
encrypt the communication and ensure security to the network. Therefore, the 
blockchain has the benefit of increasing the security of the authentication aspects. 
5.2 Privacy 

Privacy is an essential aspect for most of the systems. The majority of the researchers 
have taken advantage of blockchain technology to increase the level of privacy in the 
IoT environment and protect the individual private data being revealed [91]. For 
example, Kianmajd et al. [92] presented a framework that integrates blockchain to 
preserve users’ privacy while using community resources. The framework highlighted 
that the decentralised environment of the blockchain can be used to increase the users’ 
data privacy. In addition, Zyskind et al. [93] structured a personal data management 
platform in order to provide privacy for users. The study proposed a protocol that 
integrated with a blockchain to produce ‘an automated trustless access-control 
manager’. The constructed platform achieved the privacy using encrypted data in the 
ledger and storing pointers to it instead of the transaction of the data itself to the 
network. Thus, personal data should be secured and controlled by the user and not be 
trusted to a third party. 
5.3 Confidentiality, Integrity, and Availability (CIA) 

Data confidentiality is an aspect of protecting data from unauthorised access. Since 
blockchain uses cryptography mechanisms, it offers confidentiality and protects data, 
such as bank account [81] and personal data [94], from parties that do not have 
permission. 

Data integrity is another security aspect that is concerned with assuring and 
preserving the consistency, reliability, and accuracy of the data [95]. In other words, 
the data stored in the database should be kept from changing throughout its lifecycle. 
In this case, through the use of various cryptography mechanisms, blockchain 
technology provides data integrity and promises to protect data from unauthorised 
change [96, 97]. Banerjee et al. [98] combined the blockchain with IoT devices’ 



firmware to maintain the integrity of shared data. Moreover, Liu et al. [99] 
implemented a framework for a data integrity service using blockchain to verify the 
integrity of IoT data without the need for a third party.  

Data availability is one of many important terms in any system and means ensuring 
that the required data is available and accessible when needed [100]. One of the 
benefits of blockchain technology with a decentralised structure and distributed ledger 
is that it is resistant to outages [101].  

6 Conclusion 

Recently, many researchers have focused on the study of developing smart and 
intelligent environments in many fields, such as smart cities, hospitals, and homes that 
mostly rely on IoT systems. The privacy and security aspects have been attracting 
research interest since they are considered the critical issues and challenges for 
connected IoT devices. This paper surveyed a number of schemes and frameworks for 
smart campuses that were proposed in the literature as an example of IoT and 
addressed the issues related to security and privacy.  

This paper presented an overview of the smart campus concept, including 
architectures; enabling different technologies, such as IoT; cloud computing; and 
blockchain with the aim of improving the quality of life on campuses. It studied eight 
varied domains in the smart campus and defined problem assets per domain. In 
addition, the paper discussed the generic framework of a smart campus and its 
limitations. Furthermore, we proposed a new smart campus framework combining 
IoT and blockchain to mitigate the IoT issues in the previous architectures, 
particularly in relation to security and privacy since blockchain technology has 
multiple properties, such as autonomous and decentralised control, support for 
integrity, and resiliency. Moreover, this study discussed the security requirements for 
the proposed framework of a smart campus. 
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