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Exploring the implications of blockchain technology for brand-consumer 
relationships: A future research agenda 

Purpose 

This conceptual paper delves into the implications of blockchain technology adoption for 

brands and consumers. Drawing on existing branding literature and real-life applications of 

blockchain, the challenges, risks and opportunities from blockchain adoption for four 

important areas of the branding literature are canvassed (i.e., brand positioning and corporate 

brand image, consumer-brand relationships, online brand communication and consumers’ 

trust in the brand). Also, a future-oriented discussion is provided that highlights some 

important avenues for researchers in the field.  

Design/methodology/approach 

This conceptual discussion sheds light on the potential implications of blockchain technology 

for brand-consumer relationships. To do so, an analytical review of the blockchain literature 

is conducted, the nature of blockchain technology is presented and its unique features and 

functions for brand-consumer interactions are discussed.  

Findings  

This work ignites an exploratory discussion around how blockchain applications and 

platforms can affect consumer-brand relationships, drawing on a number of real-life 

examples of blockchain adoption. This discussion sheds light on how blockchain features can 

impact on various areas of interest for strategic brand management, such as the adoption of 

digital currencies, brand storytelling, the use of blockchain-enabled loyalty programmes, the 

role of intermediaries in online advertising, counterfeit consumption, brand transparency and 

trust for brands in online marketplaces, among others.  

Originality/value 

This is one of the first conceptual efforts in the branding literature that draws on the scarce 

existing knowledge around blockchain adoption and discusses the potential implications of 

blockchain technology for brands and consumers while also providing directions for future 

research.  

Keywords: blockchain technology, online branding, consumer brand trust, consumer-brand 

relationships, brand transparency, digital currencies 
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Introduction  

The role of branding is central in delivering a firm’s promise to consumers in a 

competitive global market, reassuring them of the quality of the products purchased 

(Veloutsou and Moutinho, 2009). Whereas, in the past, brand managers used mass marketing 

approaches to pass their brand messages on to consumers, the rise of the Internet and the 

proliferation of social media has disrupted traditional brand communications and shifted the 

focus and scope of brand management to online and technology-mediated interactions 

(Christodoulides, 2009; Kohli, Suri and Kapoor, 2015). In this era of digital intermediation, 

recurring technological advancements (e.g., blockchain, virtual reality) provide new 

opportunities for brands to foster their relationships with consumers; however, they also 

create new challenges that might result in wide repercussions, damaging customers’ 

experience with the brand (Scholz and Duffy, 2018). 

Echoing this new reality, the branding literature increasingly focuses on how social media 

can affect consumers’ advocacy and online reviews (Kohli et al., 2015; Karakaya and Barnes, 

2010). Also, pertinent work examines the role of online brand communities and consumer 

collectives for consumers’ brand engagement (Laroche et al., 2012; Essamri et al., 2019), the 

use of interactive communication approaches (e.g., storytelling) in building consumers’ brand 

relationships (Pera and Viglia, 2017) and the impact of user-generated content on consumers’ 

experience with the brand (Kim and Johnson, 2016; Veloutsou and Guzman, 2017). Despite 

this evidence, limited work in this stream explores how firms can integrate such emerging 

technologies in their branding efforts and, more importantly, how these technologies change 

consumers’ experience with the brand and create value for them (Scholz and Duffy, 2018; 

Gielens and Steenkamp, 2019).  

‘Blockchain’ constitutes one such foundational technology that allows the use of 

decentralized databases and peer-to-peer networks to store a registry of transactions 
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cryptographically chained together (Kokina et al., 2017). The term ‘blockchain’ refers to the 

use of a shared distributed database, which processes any digital transactions over a network 

of users and tracks the tangible or intangible assets involved in it (Iansiti and Lakhani, 2017). 

Although existing work in marketing and branding journals around the potential challenges 

and opportunities from blockchain adoption remains scarce (Hughes et al., 2019; Morkunas 

et al., 2019; Montecchi et al., 2019), blockchain-based apps and platforms have become 

increasingly popular over the past few years in various industries from airlines to retailers and 

financial service providers (Kokina et al., 2017; Casino et al., 2018).  

The adoption of this foundational technology from businesses is reported to affect several 

aspects of their marketing performance, including brand communications, the design of 

online marketing campaigns and the brand’s transparency to consumers (Risius and Spohrer, 

2017; Önder and Treiblmaier, 2018). As blockchain features have the potential to change the 

way consumers interact with and connect with brands, firms need to consider carefully how 

they might become affected by rapidly growing blockchain-enabled apps (Mattila, 2016; 

Tapscott and Tapscott, 2017). Hence, an important question raised is: How does the adoption 

of blockchain technology affect a firm’s efforts to build and enhance consumers’ relationship 

and experience with the brand?  

This conceptual paper aspires to shed light on how this foundational technology can 

affect strategic brand management and to explore its potential implications for consumer-

brand relationships. To achieve this, first, a review of the nature of blockchain takes place 

and its key underlying features are briefly discussed (i.e., use of decentralized databases, 

peer-to-peer transmission, transaction visibility, irreversibility of transaction records, lack of 

data ownership, anonymity, efficiency). Second, a number of challenges and opportunities 

that derive from blockchain adoption are presented in light of existing branding knowledge. 

Third, this discussion provides insights around blockchain technology’s impact on four areas 
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of strategic brand management (i.e., brand positioning and corporate image, consumer-brand 

relationships, online brand communication and consumers’ brand trust). This discussion adds 

to pertinent literature around how technological advances and disruptive innovations affect 

consumer-brand relationships (e.g., Swaminathan, 2016; Hughes et al., 2019) and around the 

management of brands in the online environment (Gielens and Steenkamp, 2019; Essamri et 

al., 2019). Finally, some extensive research directions are provided, offering insights to 

researchers in the online branding and technology areas.  

The underlying features of blockchain technology 

Blockchain constitutes a peer-to-peer technology that was introduced as a solution to the 

so-called ‘double spending problem’ (i.e., a potential flaw in a digital transaction in which 

money can be spent more than once, as the copies sent on the Internet are not unique) 

(Hawlitschek et al., 2018). The definition of the term blockchain is quite complex; its origin 

can be traced back to Nakamoto’s original white paper (2008). This paper describes a 

technology component underlying the cryptocurrency as a series of data blocks, which are 

cryptographically chained together. Blockchain is a large distributed digital database (or 

ledger) that stores records of transactions (Pilkington, 2016); it consists of a continuously 

growing list of records and data structures, called ‘blocks’, which are linked and secured 

cryptographically.  

When a new user joins a specific blockchain network and initiates a transaction (e.g., 

monetary transaction), the transaction is broadcast to the peer network and every network 

user receives a copy of all the info previously stored on the blockchain until that moment 

(Risius and Spohrer, 2017; Tapscott and Tapscott, 2017). Once verified from the peer 

network, this transaction is given a unique identity and is added into a new block at the end of 

the chain. Each block constitutes a bundle of transactions that are sent to other users in the 

network once executed; these blocks together form a chain, namely a blockchain (Crosby et 
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al., 2016; Risius and Spohrer, 2017). This linked sequence of blocks holds transactions that 

are secured by public-key cryptography and communicated to the network community 

(Tapscott and Tapscott, 2016; 2017). Once a transaction is appended to the blockchain it 

cannot be altered, turning a blockchain into an unchangeable record of past transactions and, 

at that point, the transaction is completed (Seebacher and Schüritz, 2017; Ksetri and Voas, 

2019). Figure 1 below displays visually the steps in a transaction in the blockchain network. 

Insert Figure 1  

This conceptual discussion draws on a literature review made around blockchain. In 

conducting the literature review, prior work in the area was followed (Gabbott, 2004; Denyer 

and Tranfield, 2009); this recommends the use of specific criteria and steps in the selection of 

articles for review so that an unbiased and inclusive view of the domain of interest is 

produced (Grinsven et al., 2016). First, a computerized database search took place in 

Business Source Premier, ABI/INFORM Global, Web of Science and Scopus. The keyword 

‘blockchain’ and interchangeably the keywords ‘consumers’, ‘users’, ‘customers’, 

‘marketing’ or ‘branding’ in the title, abstract or keywords, were used to search relevant 

articles.  

Overall, the literature searches resulted initially in 135 published academic articles, books 

and conference papers. These items, all published after 2014, were retrieved from the search. 

In looking closer at this work, 38 articles and conference publications were found to be 

relevant in an organizational/business context. To gain a better understanding around 

blockchain, this work was further used to support the arguments presented in this work. In 

examining the relevance of these articles/conference papers with the focus of this work (i.e., 

the impact of blockchain on marketing/branding activities) we note that; the vast majority of 

this work is conceptual/theoretical in nature (28); many of them are conference papers (23); 

there are only seven papers published in ABS-ranked journals; about a third of this work is 
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industry specific (14); and few articles take a business perspective and draw on secondary 

data from the energy/electricity industries (4).  

 The focus of this literature is mostly on the underlying features of blockchain (e.g., Iansiti 

and Lakhani, 2017), its implementation consequences in specific industries (e.g., food, 

electronics, etc.) and outlines some of its implications for organizations and new business 

models that could emerge (e.g., Casino et al., 2018; Morkunas et al., 2019). Other work on 

blockchain (articles, conference papers, books, etc.) was also evident in the search, focusing 

on blockchain implications that are beyond the scope of this article, such as policy 

implementation (19), energy trading and engineering infrastructures (37), supply 

chain/production networks (29), healthcare applications (22) and international trade (11). 

Key facets of blockchain technology 

The first unique facet of blockchain is the default use of a decentralized digital database, 

which refers to the fact that a decentralized copy of any blockchain transaction exists for 

other users of the network. This allows every party to access the entire transaction 

background of previous transactions made by any parties involved (Risius and Spohrer, 2017) 

and each user has its own, local copy of each blockchain created. Therefore, to change 

information that already exists in the blockchain, one would have to modify all existing peers 

that already contain all the previous information on the blockchain (Basden and Cottrell, 

2017). This distributed transaction validation prevents any party from controlling the flow of 

information and, at the same time, allows other parties to verify the records of its transaction 

partner directly, without the use of any intermediaries (Iansiti and Lakhani, 2017; Pilkington, 

2016). As a result, blockchain is permissionless and transaction data are not owned or 

controlled by any party (e.g., between firm and consumers); all parties have to give up 

control of their data, which results in wide transparency to all transactions taking place in 

blockchain-based networks (Basden and Cottrell, 2017). 
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The second facet of blockchain technology is peer-to-peer transmission. When it comes 

to the execution of any transaction between two parties, the communication process between 

transaction partners takes place directly between these parties without any intermediary, as is 

usually the case with traditional online exchanges (e.g., online purchases), which are 

validated and stored from an independent third-party (e.g., credit card provider) (Iansiti and 

Lakhani, 2017; Hawlitschek et al., 2018; Boukis and Magrizos, 2018). Blockchain is viewed 

as the “trust machine”, suggesting that it eliminates the need for trust between peer-to-peer 

transactions (Economist, 2015). The elimination of intermediaries from peer-to-peer 

transactions makes the transactions quicker and more cost effective; users interact with each 

other without having to use a trusted third-party and blockchain itself ensures data integrity 

(Kosba et al., 2016; Tapscott and Tapscott, 2017). Hence, transaction efficiency is another 

important facet of blockchain technology.  

In addition, the type and features of every transaction made in blockchain networks are 

visible to any party with access to the network. Each user has a unique identifier (i.e., 

blockchain address), which is used for every transaction made in the network (Iansiti and 

Lakhani, 2017). Blockchain also offers pseudonymity, as transactions only occur between the 

validated unique addresses possessed from various network users. The users can remain fully 

anonymized to other users or choose to reveal some evidence of their identity. Hitherto, 

allowing third-party access to encrypted data by other users is another feature of blockchain 

(Zyskind and Nathan, 2015). Blockchain networks could be used for the safe storage of large 

amounts of anonymous customer data, ensuring individual anonymity, while also allowing 

third-parties to use this data to offer more value to their customers (Lee and Pilkington, 

2017). 

Another facet of blockchain is the irreversibility of transaction records. Once any 

transaction is made and entered into the decentralized blockchain database, the records 
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cannot change; this is because they are linked to all transactions previously made (Crosby et 

al., 2016). Data of blockchain-based transactions exist at multiple parties over the network 

and every transaction that occurs is permanently recorded in chronological order (Iansiti and 

Lakhani, 2017; Basden and Cottrell, 2017). Therefore, blockchain data remain consistent, 

time-stamped and accurate. 

These are not the only important facets of blockchain technology, but there is a variety of 

additional features that are constantly evolving and are likely to widen the range of 

blockchain applications (Pilkington, 2016; Seebacher and Schüritz, 2017). For example, 

blockchain applications also enable the use of “smart” contracts; these can self-execute a set 

of provisions in a contract, such as an agreement between a booking site and an airline, which 

can be executed autonomously once the agreed event occurs (Crosby et al., 2016; Kosba et 

al., 2016).  

Implications of blockchain technology for consumer-brand relationships 

Recent work has started to delve into how blockchain technology affects existing business 

models and organizational functioning in various industries, including online retailers, 

healthcare, hospitality, governmental services, etc. (Kshetri, 2018; Casino et al., 2018; 

Hughes et al., 2019; Morkunas et al., 2019). Nevertheless, there is still little guidance about 

how brands could act on this new technology to improve customers’ experience and increase 

their engagement with the brand. In light of blockchain adoption, the focus of brand 

management in those industries is likely to evolve from enhancing brand equity 

(Chatzipanagiotou et al., 2016) into offering brand promises to consumers that can be 

displayed, captured, assessed and transferred via digitally-recorded transactions (Crosby et 

al., 2016; Mougayar, 2016; Ghose, 2018). The following sections explore how blockchain 

adoption can affect four important aspects of brand-consumer relationships. These areas 

include (1) brand positioning and corporate brand image; (2) the benefits from consumers’ 
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relationship with brands; (3) online brand communication and (4) consumers’ trust in the 

brand. Figure 2 visually depicts these areas.  

Insert Figure 2 

Improve corporate brand positioning and brand image 

Digitalization and the dominance of social media have brought technological 

advancements to the forefront of research around how companies can build their corporate 

brand image or co-create their brand meaning online (e.g., Fuchs and Diamantopoulos, 2010; 

Gammoh et al., 2011; Ramaswamy and Ozcan, 2016). Given the real need for brands to build 

direct and authentic interactions with internal and external stakeholders through technology-

mediated communication, adopting new technologies that can register a brand’s unique 

features has changed their brand positioning channels and strategies (Laroche et al., 2013; 

Keller, 2017; Boukis and Christodoulides, 2018). For instance, recent work explores how 

new interactive technologies could affect corporate brand positioning and how consumers 

experience brand image through them (e.g., Scholz and Duffy, 2018; Dacko, 2017). In this 

vein, the adoption of blockchain could affect a corporate brand’s image through (1) the 

adoption of brand-specific digital currencies and (2) increasing its brand storytelling 

capabilities.  

Adopting corporate brand digital currencies  

The launch and exponential growth of cryptocurrencies (or digital currencies), whose 

backbone is blockchain technology, have resulted in several online retailers and service 

providers (e.g., Expedia, Dish, Microsoft, KFC Canada, CheapAir) announcing that they 

accept payments in digital currencies, such as Bitcoin. Apart from the wide use of digital 

currencies in various online marketplaces and C2C transactions, blockchain also enables 

firms to issue their digital currencies for transactions with customers (Hawlitschek et al., 
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2018; Kwok and Koh, 2018). For instance, Malaysian low-cost airline Air Asia has 

announced the launch of their own digital currency for their customers; this could replace 

monetary exchanges with their affiliated partners, such as local retailers and shops. These 

digital currencies could replace existing national currencies in firm-customer transactions 

(Cocco et al., 2017), rendering them as a new element of their corporate brand image. The 

use of digital currencies is likely to change the transactional role of monetary exchanges 

between firms and consumers. Due to the increased exposure to brand elements, blockchain-

enabled monetary exchanges between consumers and firms could enhance consumers’ recall 

of the corporate brand and offer increased brand awareness (Baumann et al., 2015).  

Introducing brand-specific digital currencies might also entail some important risks for 

firms. Adding a new innovative and technology-related dimension into a well-established 

brand image entails the risk of a poor fit with the existing corporate brand’s image. This 

might be more likely in cases where consumers’ brand associations are infused with a long 

brand heritage (e.g., luxury brands), or when any technology-related product/corporate 

associations become misaligned with the brand’s current positioning in a specific market 

(Morgan-Thomas and Veloutsou, 2013). Another risk linked to the launch of digital 

currencies is the high volatility of their value and lack of regulatory framework in their 

exchange in online marketplaces (Pieters and Vivanco, 2017). Given their peer-to-peer 

nature, firms or consumers have no real control of their exchange value (Kwok and Koh, 

2018). As a result, high volatility in their exchange rate might result in eliminating financial 

benefits for consumers or even in financial losses, compromising the brand’s promise to its 

customers. 

Enhanced brand storytelling capabilities 

 Brand storytelling remains one of the key strategies to stimulate consumers’ interest in 

various brand elements and render them more memorable in consumers’ minds (Lundqvist et 
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al., 2013; Dessart et al., 2015). As consumers seek experiences appealing to their emotions 

and dreams (Solja et al., 2018), blockchain apps could help firms share a more inspiring and 

meaningful story to external audiences (Dacko, 2017; Nofer et al., 2017). Brands with an 

authentic personality could leverage their corporate image via sharing their brand identity and 

long heritage into each of their products equipped with blockchain apps. For instance, Curtis 

Park Market (i.e. wine firm) enables consumers, through a virtual reality blockchain app, to 

find out about the story of each of their products, from its production to the store, by scanning 

a barcode on each bottle of wine (i.e. 19 Crimes Wine). This way, customers could search 

and gain deeper knowledge on the spot about the brand they purchase, making their 

experience with the brand more compelling and factual. 

 On the other hand, brands could face increased threats fuelled from the integration of 

blockchain features in their storytelling efforts (Dacko, 2017; Nofer et al., 2017). Brand 

communication and positive user-generated valence might no longer suffice for sustaining an 

authentic brand image in the long-term. Firms might have to integrate blockchain apps to 

enhance their storytelling practices behind their brand portfolio and design more informative, 

authentic and interactive experiences with consumers.  

More benefits for consumers from their relationship with brands  

Technological evolution, the rise of social media and extensive C2C interactions have 

given consumers increasingly more leverage and influence over brands in the past few years. 

Pertinent work acknowledges that emerging technologies (e.g., augmented reality) and new 

forms of online interactions (e.g., online communities) have made consumers better informed 

about their purchases, more demanding with regards to their data privacy and more 

empowered to voice the experience they want with brands (Kim and Johnson, 2016; 

Morkunas et al., 2019). Blockchain is likely to enable consumers to gain more from their 

relationship with brands, creating an even more competitive arena for firms (Lee and 
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Pilkington, 2017). Such power can derive from consumers’ participation in blockchain-

enabled brand loyalty programmes and through consumers’ better control over their personal 

data.  

Consumer participation in blockchain-enabled brand loyalty programmes 

Although brand loyalty programmes traditionally aim at increasing consumers’ share-of-

wallet loyalty to the brand (Melnyk and Bijmolt, 2015; Odoom, 2016), evidence shows that 

brand loyalty schemes might not always be correlated with programme loyalty (Evanschitzky 

et al., 2012; Kang et al., 2014). Also, the tightly-defined rewards in point redemption, the 

fragmentation of loyalty schemes and the elimination of strong rewards for loyalty over time, 

resulted in lower consumer motivation to participate in loyalty programmes (Wendlandt and 

Schrader, 2007). As a result, consumers often do not realize the value of loyalty programmes 

or their programme loyalty might not evolve into brand loyalty (Kang et al., 2014). In 

response, brands have embraced the use of modern technologies to reduce customer churn or 

enhance customer’s participation in such schemes (e.g., Lee et al., 2003; Bilgihan, 2016). 

Through blockchain adoption, brands are enabled to use digital currencies (tokens) as a 

means of better loyalty points’ redemption, improving customers’ experience with such 

programmes (Iansiti and Lakhani, 2017; Kowalewski, McLaughlin and Hill, 2017). 

Customers exchange their loyalty tokens with others, allowing them to break out of one-size-

fits-all loyalty programmes and gain a wider variety of rewards available (de Boer, 2018). In 

this vein, Singapore Airlines announced the adoption of a blockchain-based loyalty scheme in 

partnership with other national retailers. Their customers can have a “digital wallet” for all 

their loyalty points with the option of redeeming them at varying local partners; they would 

no longer have to wait for long periods to accumulate their points. 
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Blockchain-enabled loyalty programmes could also incentivize customers to cash loyalty 

points out in other industries, or exchange them for other currencies if their value 

significantly increased (Ksetri and Voas, 2019). Increasing the variety of redemption options 

could significantly increase the internal value of digital currencies for consumers, further 

encouraging their participation in blockchain-enabled loyalty schemes (Kowalewski, et al., 

2017; Casino et al., 2018). Given the high visibility of blockchain transactions to all users of 

the network, brands could potentially offer more customized bundles of rewards to their 

customers over time, based on their prior redemption activity and their exchange preferences. 

Startups like Loyyal already offer blockchain-based loyalty incentives, which are easily 

exchangeable across different markets by using tokens to support and verify their value.  

At the corporate brand level, blockchain adoption could drive brands to expand their 

partnerships to promote their own digital currencies. Just like brand alliances were formed to 

raise awareness in the minds of consumers (e.g., Star Alliance) (Newmeyer et al., 2018), 

brands could profit from attracting and convincing consumers to redeem their points through 

their blockchain loyalty programme, instead of attracting them as customers in the first place. 

Such loyalty programmes could affect customers’ experience with the brand (Lemon and 

Verhoeuf, 2016), resulting in more positive user-generated content about the firm’s products 

and services. This development might be quite appealing for emerging brands, new brand 

extensions, or in cases where firms seek to build brand recognition rapidly among consumers 

(e.g., when entering a new market). In this scenario, an interesting paradox could emerge for 

brand loyalty schemes (e.g., Keiningham et al., 2011; Kang et al., 2014); consumers might be 

consistently purchasing a specific brand but their behavioural attachment to it would no 

longer echo their participation in its loyalty scheme; this is because they could opt in for other 

brand-specific digital currencies, seeking to maximize their financial benefits.  

https://www.cbinsights.com/company/ribbitme
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Consumers can gain better control of their data 

Customer data is rapidly becoming the dominant currency of modern marketplaces. As 

brands have intensified their efforts to get more and better quality customer data to achieve 

more measurable results, consumer data privacy has become one of the biggest concerns of 

our time (Wu et al., 2012; Plangger and Watson, 2015). Recent evidence shows that wide and 

unauthorized access to personal data enhances feelings of violation and reduces consumer 

trust in the brand (Martin et al., 2017). To deal with this greater personal data vulnerability, 

blockchain-enabled browsers could allow consumers to gain better control over their data or 

manage it to their own preferences (Lee and Pilkington, 2017). 

The wide adoption of blockchain would result in data no longer belonging either to firms 

or anyone else; rather it would become available to other network participants, consumers 

and even competitors (Basden and Cottrell, 2017; Iansiti and Lakhani, 2017). Compared to 

the previous state, where brands have been leveraging consumer data to fuel customer 

acquisition and inform their marketing strategy, consumers might have a more active say in 

how their own data are used. For example, platforms, like uPort and MetaMask, enable 

consumers to maintain some (or full) control of their identity and transaction data through 

using blockchain-based browsers.  

The use of such browsers could offer an additional advantage to consumers, as they could 

also monetize their personal data by giving access to firms for their own use (Lee, 2017). 

Instead of advertisers struggling to gain information about their customers from various 

sources, blockchain could enable them to build unique anonymized customer profiles for 

their target markets from the data that customers themselves are willing to share (Mougayar, 

2016). For this to happen, brands should first alleviate consumer concerns by showing them 

clearly how their data will be used (Lwin et al., 2007). In exchange for providing such 

personal information, advertisers need to offer rewards and strong motives to customers to 
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reduce their data sharing concerns. Existing blockchain platforms, such as Basic Attention 

Token (BAT), allow digital ad exchanges between consumers and advertisers; tokens are 

issued for both parties and rewards are given for consumers’ attention when viewing ads but 

also for advertisers, once their ads are viewed.  

As consumers would be empowered to trade their data directly to advertising agencies, 

the need for intermediation between advertiser-consumer relationships is likely to decline 

(Iansiti and Lakhani, 2017; Plant, 2017). For instance, existing blockchain platforms, like 

BitClave, allow advertisers to reward consumers directly for viewing their advertisements, 

optimizing advertising spending for brands and offering a better experience for their 

customers. Brands in the future might systematically approach users and request access to 

their online activity in exchange for rewards made through digital currencies, without the 

intervention of third-parties (Puthal et al., 2018; Montecchi et al., 2019). Platforms like 

Filecoin attract new customers by offering blockchain-based cloud storage to secure their 

data in a centralized server, while at the same time rewarding them with tokens for using their 

services. In any case, marketers will be challenged to prove the value of their data-sharing 

relationship to consumers and find mutually beneficial ways to convince them to allow access 

to their personal data.  

In any case, brands would have to reconcile with the idea that one of their most valued 

assets would no longer belong to them, as every user might have a copy of the data (Zyskind 

and Nathan, 2015; Hughes et al., 2019). Brands should undertake a more active role in 

reaching consumers and offering them value so that they reciprocally help firms build new 

products and services. Inevitably, the question that will emerge is how firms can inform their 

marketing strategy quicker than competitors to better meet customer needs, which could 

change the nature of competition in many industries. 

Authentication of brand communication  
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Today, given the dominance of social media in corporate and product communication, 

online advertising has become the mainstream channel for most brands (Pfeiffer and 

Zinnbauer, 2010; Okazaki and Taylor, 2013). However, the lack of verification about where 

online ads are being placed remains a key concern for brands (Metzger, 2007). This is 

because it has adversely affected trust among firms and intermediaries in the online 

advertising landscape, where ad fraud is estimated to have cost $16.4 billion in wasted 

advertising in 2016 (WFA report, 2017). Moreover, online advertising is dominated by a few 

intermediaries (e.g., Facebook), who act as intermediaries between firms and their target 

clientele, increasing the cost per impression for brands (Gielens and Steenkamp, 2019). In 

exploring these challenges, relevant studies look into how brands can know more about 

where their ads are placed (e.g., Edelman, 2009) and provide insights on how firms can deal 

with digital intermediation (Kleis Nielsen and Ganter, 2018). Evidence also shows that new 

technologies can help brands tackle online advertising fraud, such as machine learning (e.g., 

Komulainen et al., 2016). The implementation of blockchain could also help brands improve 

their advertising effectiveness and reduce the need for intermediaries, establishing more 

direct consumer-brand relationships. 

Improved online brand advertising ROI 

A first potential benefit of blockchain-based apps might be the decrease in wasted 

advertisement spending through verifying whether ads are delivered to targeted consumers 

(Iansiti and Lakhani, 2017; Ksetri and Voas, 2019). This can become feasible through the use 

of blockchain-based browsers that monitor the activity of users anonymously and allow ad 

displays to be tracked, providing advertisers and publishers with a comprehensive trail of ad 

campaign details (e.g., consumer profile of each viewer, conversion rates, etc.). This could 

provide marketers with a mechanism to know, with relatively high certainty, where their ads 

have been placed (Tapscott and Tapscott, 2017). For instance, blockchain platforms, like 
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BitClave, allow advertisers to ensure who is viewing their ads, at the same time rewarding 

consumers for doing so. Enhancing ad verification could be seriously attractive for 

advertisers, as displaying all click-throughs in real time would offer them much better value 

from online advertising for both parties involved (Ksetri and Voas, 2019). This way, brands 

would be enabled to measure their impact on consumers in a more reliable and objective way.  

Reduced need for intermediaries 

In the online advertising ecosystem, numerous intermediary firms are helping brands 

place ads on millions of websites. A potential long-term consequence of blockchain 

technology adoption is the reduced need for such intermediaries in online brand advertising 

(Mougayar, 2016). In the meantime, firms like Facebook use their vast amount of data and 

targeting algorithms to display personalized advertisements in the user’s news feed to 

enhance advertising effectiveness (Aguirre et al., 2015). Blockchain apps are likely to reduce 

the need for such intermediation (Iansiti and Lakhani, 2017; Ksetri and Voas, 2019). Instead 

of intermediaries between brands and advertisers, blockchain could independently verify the 

reliability of advertising, providing benefits to both parties (Plant, 2017; Hughes et al., 2019). 

For instance, platforms like AdEx allow users to opt into advertising, ensuring that 

advertisers only pay for valid click-throughs; once the blockchain confirms that a user has 

viewed an ad, the contract would automatically release payment to the user’s account.  

Such applications could allow brands to monitor where their ads are placed with higher 

accuracy, alleviating ad fraud from automated bots and ensuring their target audience is 

engaging with their ads (Metzger, 2007; Haddadi, 2010). As a side effect, the launch of 

blockchain-based registries (e.g., AdChain) can also, in principle, incentivize consumers to 

determine whether a publisher can be whitelisted or not. For example, platforms such as 

AdEx create a user profile web page; this allows the user to whitelist advertisers and 

voluntarily provide specific information on their interests to these favourable advertisers to 
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receive highly targeted ads (Zyskind and Nathan, 2015; Ksetri and Voas, 2019). Accordingly, 

brands can then decide on whether they should spend money on the specific publisher. In this 

direction, blockchain platforms, such as Brave, can validate and analyse each consumer’s 

exposure through verifying the customer profile who saw the ad as per the specifics of a 

media contract. 

Enhance consumers’ trust in the brand 

Brand trust relates to consumer willingness to rely on the ability of the brand to deliver its 

promise (Chaudhuri and Holbrook, 2001). Increasing consumers’ trust in the brand has been 

one of the most desired outcomes of branding efforts so that firms can eventually enhance 

consumer-based brand equity (Delgado-Ballester and Luis Munuera-Alemán, 2005; 

Veloutsou, 2015). Prior work in the branding area has examined the role of online brand 

communities and community engagement for building trust in the brand (Laroche et al., 

2012), as well as examining how brand trust emerges in the digital environment or through 

technology-mediated interactions between firms and consumers (Becerra and Korgaonkar, 

2011; Giovanis and Athanasopoulou, 2018). The wider adoption of blockchain could restore 

or enhance consumers’ trust in brands in three ways; (1) through enhancing brand 

transparency; (2) through reducing counterfeit consumption; and (3) through increasing brand 

trust in online marketplaces.  

Reducing counterfeit consumption  

One way brands can make their customers trust them is to give them the necessary 

information about the product and the brand (Gefen et al., 2003; Chiu et al., 2010). However, 

one of the key challenges in contemporary markets that has yet to be addressed is the 

verification of product consumption, which remains a key issue in markets where counterfeit 

products thrive, such as luxury markets and online purchases (Phau and Teah, 2009). 

Counterfeit products remain a multi-billion industry that is harmful to several sectors and it is 
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hard to ensure that the products consumers receive through online platforms are authentic. 

This often results in increased loss of consumer confidence in online transactions (Clemons et 

al., 2016) and negative brand experiences or increased product returns (Randhawa et al., 

2015). The branding literature has extensively explored consumers’ motives, attitude and 

emotions towards counterfeits, as well as how various brand characteristics (e.g., brand 

image) affect counterfeit consumption (Bian and Moutinho, 2011; Evans et al., 2019). 

Despite efforts to reduce this phenomenon, sales through social media platforms and online 

commerce exacerbate the sale of fake goods with harmful effects on businesses and 

consumers.  

Blockchain-based apps could enable brands to track the entire life cycle of each product 

(from sourcing to production) and associate it directly with manufacturers (Pilkington, 2016; 

Francisco and Swanson, 2018). This level of certification will allow illegal merchandise to be 

more easily located and reduce the chance of fraudulent products reaching consumers. 

Moreover, in verifying the entire life-cycle of product purchases, consumers can reduce 

disinformation risk in their purchases (Kshetri, 2018; Montecchi et al., 2019). Decreasing 

information asymmetry and chances for fraudulent product info could eventually result in 

increased brand trust from consumers (Chaudhuri and Holbrook, 2001). Echoing these 

benefits, firms such as John West print barcodes on their tuna cans that allow consumers to 

trace the tuna ingredients back to the fisherman who caught it. Likewise, various organic food 

suppliers already use blockchain apps as authenticity providers of products for consumers, 

minimizing concerns about the authenticity of their intended purchase (Apte and Petrovsky, 

2016; Hughes et al., 2019). Through blockchain-based apps, brands would be enabled to 

eventually reduce the harmful effects of counterfeit consumption but, more importantly, to 

reduce consumers’ perceived risk and uncertainty in various consumption settings.  
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Increased brand transparency  

Consumer awareness about social and environmental issues has increased in the past few 

decades and brands are held increasingly accountable for their actions while being expected 

to step up their corporate social responsibility (Christodoulides, 2009; Rea et al., 2014; Kang 

and Hustvedt, 2014). As consumers require more detailed and transparent information about 

how brands impact third-parties (e.g., local communities), a major challenge for firms has 

been to make their value chain more transparent and consistently deliver their brand promise 

to its external stakeholders (Boukis and Christodoulides, 2018). Nevertheless, limited work 

examines “what exactly constitutes transparency in the eyes of customers” (Liu et al., 2015; 

p. 451) and how consumers respond to the lack of brand transparency (Lin et al., 2017).  

Through blockchain adoption, consumers would eventually gain better access to more 

detailed information about products and services (Kshetri, 2018; Francisco and Swanson, 

2018). This is due to the increased visibility of their supply chain activities, production 

process and/or service delivery process that blockchain networks offer to their users. As a 

result, interactions with brands would become more transparent, enabling firms to build 

consumer trust in the brand in the long term (Bengtsson et al., 2010).  

Blockchain is likely to enable brands to become more transparent to external stakeholders 

in providing information regarding the route of a product from raw materials to manufacturer 

to distributor to retailer, and finally, to the consumer (Apte and Petrovsky, 2016; Montecchi 

et al., 2019). An early example of the technology in action is the firm that uses blockchain 

apps to monitor their whole production process (Francisco and Swanson, 2018). For instance, 

De Beers monitor their products (i.e., diamonds) through the supply chain to offer their 

customers registered and more responsibly sourced products. Existing blockchain platforms, 

such as Provenance and Babyghost, also allow customers to source products and track 

granular details of their production. 
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Through blockchain, firms can also make their internal service chain more transparent to 

their external stakeholders. Prior work in the service profit chain stream establishes that firms 

can enhance their performance through better connecting their internal production efforts 

with customers’ experience (Heskett et al., 2008). In this way, consumers might be able to 

gain a more comprehensive understanding about the value chain practices and its products, 

without relying on external sources of information, such as firm communication or online 

reviews (Mattila, 2016; Crosby et al., 2016). This heightened supply chain transparency 

could alleviate consumers’ concerns about product quality, a firm’s suppliers labour 

practices, etc., and eventually increase their trust in the brand (Handfield and Bechtel, 2002; 

Agarwal and Shankar, 2003). 

Brands could also utilize smart contracts to enhance their brand promise consistency 

when interacting with customers (Kosba et al., 2016). By incorporating brand promises, 

customer policies (e.g., refunds) or contractual agreements into smart contracts, each party 

can ensure the other party’s compliance with the contractual obligations previously 

undertaken (Mattila, 2016). The public verification and transparency of these promises made 

from brands can reduce any distress from the customer’s side. For example, when customers 

sign contracts with service providers and agree on a specific date on which the available 

service needs to be delivered, smart contracts would automatically refund the customer if this 

condition is not met. In eliminating the costs and delays associated with traditional contracts 

(Crosby et al., 2016), consumer perceptions that they being treated fairly will be enhanced 

and brands can easier demonstrate to their customers that they deserve to be trusted (Eggers 

et al., 2013).  

More trust in online marketplaces 
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Digital intermediation has resulted in the rise of consumer-to-consumer and online 

marketplaces (e.g., eBay, Alibaba), revolutionizing the way commerce has been conducted 

over the past decade. These markets allow consumers to find the right provider of a service or 

good they want, becoming independent brands and disrupting existing branded marketplaces 

or other providers (Subramanian, 2018; Gielens and Steenkamp, 2019). Despite their 

considerable success, the first issue when it comes to these marketplaces themselves is trust, 

especially when dealing with new sellers or first-time buyers (Hong and Cho, 2011). 

Blockchain could eventually decentralize trust for online markets in two ways. First, by 

attaching trust to the seller on various marketplaces rather than to the sites themselves. Trust 

between parties no longer needs to be executed by a third party intermediary; every 

transaction is visible (so is every relevant detail about a service provider and a seller),and no 

reviews can be falsified (Subramanian, 2018; Hawlitschek et al., 2018). In this context, open-

source blockchain platforms, such as OpenBazaar, already connect buyers and sellers without 

intermediaries and the associated fees, allowing customers to purchase and sell products 

using a variety of existing cryptocurrencies.  

Blockchain platforms could also prove vital in restoring or enhancing trust at the product 

level, where brand promises remain a key reference point (Kosba et al., 2016; Subramanian, 

2018). Blockchain-driven verification could enhance trust in online purchases from third-

parties, such as high involvement product purchases (e.g., electronics), high-risk purchases 

(e.g., buying medication from third parties), second-hand products and online purchases of 

luxury brands. Blockchain adoption could also be of high interest in markets where higher 

brand accountability is anticipated (e.g., environment-threating industries); when socially 

responsible behaviour is increasingly expected from the public (i.e., the financial sector); and 

when corporate responsibility is heavily intertwined with the nature of the product for sale 

(i.e., organic product sellers) (Castaldo et al., 2009; Soppe et al., 2011). Likewise, blockchain 

https://www.cbinsights.com/company/openbazaar
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apps can be vital in reducing consumer uncertainty for credence services/products; this is due 

to the lack of tangible evidence or consumers’ inability to assess such purchases (Mattila and 

Wirtz, 2002). A summary of the key implications discussed above is provided below (see 

Table 1).  

 Insert Table 1 

A Future Research Agenda 

The adoption of new technologies, the digitalization of media consumption and the rise of 

social media has altered consumer-brand relationships in the past few decades (Gielens and 

Steenkamp, 2019). As blockchain apps are becoming increasingly visible in an array of 

business and marketing functions, some important implications might exist in how brands 

connect with consumers in the future (Iansiti and Lakhani, 2017), despite the fact that this 

technology remains in its nascence. Adding to the stream that looks into the challenges 

deriving from various technological advances and digital innovation for brands (e.g. Keller, 

2017; Gürhan-Canli, et al., 2018; Hughes et al., 2019; Morkunas et al., 2019), a research 

agenda is provided to help scholars address some of the challenges that are likely to emerge 

from the wider adoption of blockchain technology. Building on the prior discussion, four key 

areas of interest are suggested: (1) the adoption and use of blockchain from consumers; (2) 

the impact of blockchain on consumers’ experience with the brand; (3) the implications of 

blockchain for the use of personal data; and (4) the implications of blockchain for corporate 

brands and organizations.  

Blockchain adoption and consumer usage  

The first area for future investigation is around blockchain technology adoption and its 

usage from consumers. Existing literature proposes various technology acceptance 

frameworks (e.g., unified theory of acceptance and use of technology) and innovation 

diffusion models (Im et al., 2011) to understand consumers’ attitudes towards the adoption of 
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technology. Given that adopting blockchain features involves paradigmatic shifts in key 

aspects of consumer behaviour (e.g., payment behaviour), investigating its barriers and 

enablers in its diffusion as a new technology across consumer markets is an issue of high 

interest for practitioners (e.g., Tarhini et al., 2015). Some interesting questions emerge for 

future exploration: To what extent can blockchain adoption be understood through existing 

technology acceptance frameworks? To what extent do the different processes of social 

influence that change user behaviour in technology acceptance (i.e., internalization, 

identification, compliance) remain relevant in a blockchain context? What is the role of 

environmental/market contingencies (e.g., high volatility in the value of cryptocurrencies), 

social influences (e.g., social media use) and consumers’ cultural background (e.g., culture-

technology fit) in their attitude and intention to use blockchain apps and platforms? How do 

consumer perceptions of the crypto-market affect their attitude towards blockchain apps?  

The consequences of blockchain adoption for consumer usage levels and their interaction 

with blockchain-based apps is also a fruitful area for research. Following recent efforts in the 

area where researchers examine the implications of blockchain features for various 

organizational functions (e.g., Lee and Pilkington, 2017; Morkunas et al., 2019; Montecchi et 

al., 2019), additional answers are needed on the following questions: How do the design and 

usability features of blockchain apps (or platforms) shape consumers’ usage intentions of 

such apps? What type of benefits (e.g., emotional, financial) do consumers receive from the 

use of blockchain apps and platforms? How do different blockchain features (e.g., the level of 

interactivity) affect users’ experience and perceived consumer risk (e.g., psychological, 

financial risk, etc.)? Also, what type of rewards could brands use to reduce consumer 

uncertainty and facilitate consumers’ adoption of blockchain apps?  
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Blockchain and consumers’ experience with the brand 

A second important area of inquiry lies around how blockchain features could affect 

consumers’ perceptions of, and experience with the brand. Indeed, prior literature illustrates 

the role of new technologies in changing consumers’ experience with brands and provides 

evidence on their impact on brand-customer relationships (e.g., Laroche et al., 2012; Morgan-

Thomas and Veloutsou, 2013).  

In this context, future research should look into how value emerges for consumers from 

using blockchain apps and platforms, as well as contextualizing the determinants of 

consumers’ experience with blockchain (Venkatesh et al., 2012; Larivière et al., 2013). In 

light of the discussion around how technology-mediated interactions among various 

stakeholders (B2C and C2C) affect value creation (e.g., Breidbach and Maglio, 2016; 

Ramaswamy and Ozcan, 2016), some relevant questions should be further addressed. For 

example, under which circumstances do blockchain apps enhance and sustain consumer-

based brand equity? When combined with the use of other technologies (e.g., virtual reality), 

does the integration of blockchain apps augment the value that consumers experience? To 

what extent does the integration of blockchain platforms and apps in customers’ interaction 

with the brand affect their willingness to co-create service experiences?  

Given the unique features of blockchain (Risius and Spohrer, 2017), several uncertainties 

are likely to emerge around the positioning of mainstream brands, as well as the way brands 

interact with consumers online (e.g., Pfeiffer and Zinnbauer, 2010). For instance, to what 

extent do blockchain features (e.g., use of digital currencies) affect consumer perceptions of 

the brand’s personality or the brand’s corporate image? How could firms design more 

tailored and interactive experiences for consumers through blockchain apps? How can firms 

use blockchain-enabled storytelling to stimulate consumers’ engagement with the brand, in 

product categories where consumers’ motivation to do so remains low? How do consumers 
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evaluate the integration of blockchain features in various product and service categories? Do 

blockchain-enabled experiences remain equally appealing to consumers in different 

consumption contexts (e.g., hedonic vs utilitarian consumption, service offerings vs 

manufacturing products)? 

Blockchain and the use of personal data  

As technological advancements enabled firms to gain easier access to customer data 

(Kumar et al. 2013), data privacy has become one of the greatest sources of psychological 

strain for consumers (Wu et al., 2012; Martin et al., 2017). Although privacy compliance 

frameworks were introduced (e.g., General Data Protection Regulation), for public and 

private organizations operating in the EU to better protect personal data (Dimitrov, 2019), 

blockchain is viewed as a potential solution to these concerns through ensuring data 

anonymity (Hughes et al., 2019).  

Hitherto, the third avenue for exploration relates to the data sharing challenges that are 

likely to arise from wider blockchain adoption. Consumers might eventually face the 

dilemma of sharing their personal data for some benefit (e.g., financial) in exchange for more 

tailored marketing activities (Tapscott and Tapscott, 2017). The following questions would 

be of interest for brands: What type of rewards should firms use to encourage consumers to 

use blockchain-based browsers and give permission to firms to use their personal data? What 

is the role of rewards and referrals in consumers’ intentions to share their anonymized 

personal data in blockchain networks? To what extent do consumers’ perceptions of CSR and 

corporate ethics affect their willingness to share their personal data with a brand?  

Corporate brand and organizational implications from blockchain adoption 

 Recent work has started to look into the impact of blockchain adoption on the corporate 

brand level, on firm’s performance as a whole and on new business models that might emerge 

in the future (Casino et al., 2018; Morkunas et al., 2019). Given the wide network of data 
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availability, the transition cost to this new technology and the intensified competition that is 

likely to emerge among brands (Hughes et al., 2019), insights on the following questions 

would be valuable for firms: How would the availability of customer data to other 

competitors affect the design of firm-level marketing strategies? Under which circumstances 

should firms with successful loyalty programmes move into blockchain-enabled loyalty 

schemes? In which markets do the use of blockchain apps remain financially rewarding? To 

what extent would the use of digital currencies benefit the firm’s financial performance? 

When does blockchain result in enhanced ROI from various marketing activities? 

Blockchain application and the underlying distributed database technology could also 

result in the emergence of new business models and peer-to-peer platforms in emerging 

markets (e.g., sharing economy) (Morkunas et al., 2019; Hughes et al., 2019). In this context, 

researchers could look into some of the following issues: What would be the features of new 

business models enabled from blockchain technology? What are the sustainable business 

models for existing online advertising intermediaries? What is the impact of integrating 

blockchain apps on sharing economy platforms on consumers’ trust? How do blockchain 

apps affect second-hand markets and peer-to-peer sharing of their underutilized resources?  

Limitations  

Although blockchain features can offer new directions in the way firms build 

relationships with consumers, a wide blockchain-led transformation of brand-consumer 

relationships is far from evident due to some important technological limitations and barriers. 

For instance, there are often rising transaction costs in blockchain networks as the amount of 

information that needs to be verified in each transaction is radically increasing (Apte and 

Petrovsky, 2016). As a result, the cost of transactions in some blockchain networks (i.e., 

Bitcoin network) has become notable. Moreover, given that blockchain is used mostly as a 

widely accessed (but anonymized) database in marketing activities, the information entered 
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into such databases needs to be of high quality. For example, if falsified information about 

the source of a product is entered into the network, this information cannot be changed and 

will be carried across all transactions, misleading other network users. Finally, blockchains 

are not 100% flawless, especially in the case of the so-called “51% attack”, where a group of 

network users could take control of more than half of the blockchain network’s computing 

power and prevent new transactions from being verified (Seebacher and Schüritz, 2017; 

Ksetri and Voas, 2019). The aforementioned barriers are just some of the challenges that need 

to be overcome before blockchain apps can be widely implemented. 

Conclusion 

This conceptual paper aspires to ignite a discussion around how the integration of 

blockchain could affect consumers’ relationship and experience with the brand. Overall, 

some important insights emerge from the previous discussion that brands and researchers 

need to explore further and investigate the potential risks and benefits from this new 

foundational technology. First, brands should pay attention to the fit of blockchain features 

and apps with their existing corporate brand positioning and the extent to which such features 

could match their current standing in the market. Second, brands should re-visit the use of 

firm-based crypto-currencies as an alternative form of payment and assess its implications in 

the short- and long-term in terms of new customer acquisition and brand image revitalization. 

Third, firms should assess the extent to which various blockchain apps can add value to 

consumers and improve their experience with the brand and whether they could result in 

increased brand equity in the target market of interest.  

Fourth, brands should revisit their customer loyalty programmes in light of this new 

technology and balance the risks and benefits from adding blockchain features in their 

customer loyalty schemes. A fifth important area is understanding the risks from the 

democratization of consumer data that firms will face in the future in their marketing tasks. 
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Sixth, further attention is needed on whether brands should move towards removing 

intermediaries in their online advertising campaigns and aim to find ways to incentivize (and 

reward) consumers to voluntarily share personal information, building more direct and 

genuine consumer-brand relationships. Seventh, brands should benefit from blockchain 

features and seek new ways to deliver their brand promise in an error-free way to their 

internal and external stakeholders, becoming more authentic, transparent and trustworthy.  
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