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Chapter 10 

Smart contracts, Blockchain and Intellectual Property: challenges and reality 
Andres Guadamuz 

 

A. Introduction 
There has been growing academic interest in the topic of decentralised, distributed open ledger 
technology—better known as the blockchain.1 While the literature has been substantial, the 
intellectual property implications of the blockchain have not received as much coverage from 
the research community, perhaps because the areas of interest have not been as prevalent in the 
media as other types of potential applications. Taking the usual definition of a blockchain as 
an immutable distributed database, it is easy to imagine some potential uses of the technology 
for intellectual property, particularly in subjects such as copyright, and for the creative 
industries as a whole. Blockchain technology has been suggested for management of copyright 
works through registration, enforcement, and licensing, and also as a business model allowing 
micropayments and tracking. 
Of the potential applications of distributed ledgers, one of the most interesting ideas has been 
their use in powering self-executing software known as smart contracts. These are generally 
understood as coded parameters written into a blockchain. The idea behind smart contracts is 
to have seamless machine-to-machine (M2M) transactions that will remove the need for human 
interaction. Smart contracts are agreements that carry their execution mechanism with them, 
thus making reminders and lawsuits unnecessary. A smart contracts advocate explains a 
potential future use case:  

“I could agree to a smart contract with a local library stating that if I do not 
return a book by a certain date (and the library scans a book as it is returned), 
the cost of the book will automatically be sent from my Bitcoin wallet to the 
library. In contrast, under a traditional contract, the library would send me a 
bill, which I could choose to not pay—in violation of the contract. In the 
extreme case, the library would resort to legal means to force me to pay.”2  

The future is already becoming a reality. In 2016, a couple translated their pre-nuptial 
agreement into an executable smart contract and uploaded it to the blockchain for it to be 
enforced automatically.3 Thousands of people around the globe are using an implementation 
of smart contracts to play an online game called Cryptokitties.4 The French insurance company 

                                                        
1 For more about the blockchain, see: A. Guadamuz and C. Marsden, ‘Blockchains and Bitcoin: Regulatory 
responses to cryptocurrencies’, 20 First Monday (2015) http://dx.doi.org/10.5210/fm.v20i12.6198.  
2 M. Gulker, ‘Are Smart Contracts the Future of Fraud Prevention?’, American Institute for Economic Research 
(2017), https://www.aier.org/article/are-smart-contracts-future-fraud-prevention.   
3 Del Castillo M, ‘Prenup Built in Ethereum Smart Contract Rethinks Marriage Obligations’ Coindesk, 2016, 
https://www.coindesk.com/prenup-ethereum-marriage-obligations/.  
4 https://www.cryptokitties.co/.   

http://dx.doi.org/10.5210/fm.v20i12.6198
https://www.aier.org/article/are-smart-contracts-future-fraud-prevention
https://www.coindesk.com/prenup-ethereum-marriage-obligations/
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AXA is testing an automated flight compensation app that uses smart contracts.5 There are 
proposals to include smart contracts in everything from taxes6 to real estate.7 
The present chapter will look at the possible application of smart contracts in the intellectual 
property arena in general, but it will specifically discuss copyright solutions, although a few 
uses apply to different areas of protection. This presents a few challenges. At the time of 
writing, many of the proposals that will be discussed have not yet been implemented, or are in 
a prototype level, and as such, we may have to assume their viability based on nothing other 
than a few examples that have not been fully tested. Similarly, legal discussions about the 
blockchain and smart contracts tend to be surrounded by considerable hype, often fuelled by 
commercial interests, and it is therefore difficult to separate facts from sales pitches.  Hence, 
this work will try to take a more sober and sceptical approach to the phenomenon. In the next  
section, we will be introducing the key concepts and the technology behind smart contracts. 
Then we will look at the various proposed intellectual property uses for smart contracts. 
Finally, the chapter will make a critical analysis of these applications.  
While the legal discussion and application is quite interesting in its own right, the chapter will 
conclude that many of the promises of smart contracts may be subject to considerable revision, 
due to the technical nature of the phenomenon, as it is difficult to separate smart contracts from 
the technical way in which they are coded and executed. This means that their application for 
intellectual property would be severely limited, as they would not provide adequate tools to 
conduct some of the promised advantages. 

B. Introducing smart contracts  

I. Definition 
Can computers contract with one another? Can legal norms be transposed into computer code? 
The answer to these questions has been the subject of legal scrutiny for decades. The answer 
to the first question lies not only in issues of agency, legitimacy and contract formation, but in 
the second question. The issue of translating norms into code, and the analysis of legal systems 
and autonomous artificial agents has been a well-discussed area of legal scholarship.8 It is not 
the place of this paper to discuss this area in detail, but suffice to say that through theoretical 
and practical research, it has become recognised that it would be possible to codify some legal 
expressions into machine-readable format.9  
At the very basic level, when we talk about smart contracts, we are dealing with the concept of 
automated systems designed to conduct transactions automatically. There has been an 
evolution in the development of what we now understand as smart contracts. Early discussion 
                                                        
5 https://fizzy.axa/en-gb/. 
6 O. Rikken, ‘Blockchain Real Time Tax’, LinkedIn, 2017, https://www.linkedin.com/pulse/blockchain-real-time-
tax-olivier-rikken/.   
7 https://propy.com/.   
8 Works include J. Bing J and T. Harvold, Legal Decisions and Information Systems (Universitetsforlaget, Henley 
on Thames, 1977); G. Sartor, Artificial Intelligence and Law: Legal Philosophy and Legal Theory (Tano, 1993); 
P. Leith, Formalism in Al and Computer Science (Ellis Horwood, 1990); and D. Bourcier, L. Bochereau and P. 
Bourgine, ‘Extracting legal knowledge by means of multilayer neural network. Application to municipal 
jurisprudence’, in Proceedings of the 3rd ICAIL (ACM, Oxford, 1991) p. 288.  
9 A good survey of early artificial intelligence law research can be found here: E.L. Rissland, ‘Artificial 
intelligence and law: Stepping stones to a model of legal reasoning’, 99(8) Yale Law Journal (1990) pp. 1957-
1981. See also: G. Governatori et al., ‘On Legal Contracts, Imperative and Declarative Smart Contracts, and 
Blockchain Systems’, 26 Artificial Intelligence and Law (2018) p. 377.   

https://fizzy.axa/en-gb/
https://www.linkedin.com/pulse/blockchain-real-time-tax-olivier-rikken/
https://www.linkedin.com/pulse/blockchain-real-time-tax-olivier-rikken/
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of autonomous contracts was based on a framework for electronic contractual interaction with 
autonomous agents that would negotiate with each other based on pre-established parameters.10 
Theoretically, it was recognised at some point that electronic autonomous agents could behave 
as legal agents, acquiring rights and even violating norms.11 The idea of self-executing 
contracts requires not only the writing of those norms into code, but also allows some degree 
of autonomy in which an agent could follow orders, but also generate new obligations 
independently.12  
A sophisticated corpus of research developed,13 which was eventually translated into both 
practical application and legal recognition.14 There was a golden age of research in which it 
became legally accepted that some contractual transactions could be undertaken by machines. 
Various jurisdictions started to recognise a variety of formats in the conclusion of electronic 
contracts.15 Then, an increasing doctrinal recognition followed that there was a legal basis for 
contract formation and performance by autonomous agents.16 This culminated in the 
implementation of several protocols such as Electronic Data Interchange (EDI) agreements,17 
which were a set of protocols designed to allow autonomous agents to digitally transact with 
one another, by placing orders in business supply chains. These were prevalent during the 
electronic commerce explosion that followed.   
However, autonomous and electronic contracts have become more sophisticated, and this is 
where the term “smart contract” comes in. Using the most basic definition, a smart contract is 
“an agreement whose execution is automated”, which is “effected through a computer running 
code that has translated legal prose into an executable program”.18 This definition makes it no 
different to an EDI agreement, or other early variation of machine-implemented contracts. The 
modern implementation has the main difference that it involves dynamic cryptographic 
elements. While earlier electronic agreements used cryptography in the shape of digital 
signatures and other authentication mechanisms, the term “smart contract” was initially coined 
to differentiate them from EDI agreements, which were considered static, while the “smart” 

                                                        
10 M. Sallé, ‘Electronic contract framework for contractual agents’, in Conference of the Canadian Society for 
Computational Studies of Intelligence (Springer, 2002) pp. 349-353.  
11 R. Conte, R. Falcone G. and Sartor, ‘Introduction: Agents and Norms: How to fill the gap?’, 7(1) Artificial 
Intelligence and Law (1999) pp. 1-15. 
12 G. Boella and L. van der Torre, ‘Contracts as legal institutions in organizations of autonomous agents’, in  
Proceedings of the Third International Joint Conference on Autonomous Agents and Multiagent Systems (IEEE 
Computer Society, 2004) pp. 948-955; and F. Dignum, ‘Autonomous agents with norms’, 7(1) Artificial 
Intelligence and Law (1999) pp. 69-79. 
13 See: V. Dignum, J. Meyer and H. Weigand, ‘Towards an organizational model for agent societies using 
contracts’, in Proceedings of the first international joint conference on Autonomous agents and multiagent 
systems: part 2 (ACM, 2002) pp. 694-695.  
14 For more on this subject, see: H.L. MacQueen, ‘Software Transactions and Contract Law’, in L. Edwards and 
C. Waelde (eds.), Law and the Internet: Regulating Cyberspace (Hart Publishing, 1997); D.L. Kidd and W.H. 
Daugherty, ‘Adapting Contract Law to Electronic Contracts: Overview and Suggestions’, 26 Rutgers Computer 
& Technology Law Journal (2000) p. 215. 
15 For example: contracts could be conducted by fax in Merrick Homes Ltd v. Duff 1996 SC 497, just to give one 
example.  
16 Most notably, the elegant use of Roman Law to describe autonomous agents here: E.M. Weitzenböck, ‘Good 
faith and fair dealing in contracts formed and performed by electronic agents’, 12 Artificial Intelligence and Law 
(2004), p. 83.  
17 M.J. Radin, ‘Humans, Computers, and Binding Commitment’, 75 Indiana Law Journal (2000) p. 38.  
18 M. Raskin, ‘Law and Legality of Smart Contracts’, 1 Georgia Law Technology Review (2017) pp. 305, 309.  
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variety would be dynamic and proactive through the incorporation of more sophisticated 
protocols.19  
However, those traditional definitions have been superseded by the addition of other elements, 
particularly dynamic cryptographic elements allowing for secure and tamper-proof 
transactions, what some call “smart contract code”20 or even “strong smart contracts”.21 This 
chapter will continue to use the term smart contracts to refer to the more recent variation that 
uses cryptography.  
The modern version of a smart contract is an “if-then” statement that runs on the blockchain 
where “parties can enter into a binding commercial relationship, either entirely or partially 
memorialized using code, and use software to manage contractual performance."22  
There have not been many attempts to define smart contracts in the law,23 but there are already 
some legislative definitions. The first US state to legislate on the subject was Arizona, which 
defines smart contracts as follows:  

"‘Smart contract’ means an event-driven program, with state, that runs on a 
distributed, decentralized, shared and replicated ledger and that can take 
custody over and instruct transfer of assets on that ledger."24 

It is interesting that this same language, or similar variations, can be found in a few other 
legislative texts.25 This definition requires some unpacking, as it lacks some clarity, but also it 
is rather restrictive, and could be leaving out several types of smart contracts. The definition 
contains three main elements:  
(i) A smart contract is an event-driven program, with state26  
A smart contract must be a computer program that follows a series of events, and that it is 
designed to remember preceding instructions or user interactions (stateful). This means that 
these documents start as lines of computer code written in a language capable of making “IF-
THIS-THEN-THAT” statements that can express legal concepts, but they can also express 
more complex legal concepts and norms. The contract has to be deterministic in the sense that 
the same input will always produce the same result, and the contract should also contain all 
eventualities arising from the contract expressed in code.27 Any computer language can be used 
                                                        
19 N. Szabo, ‘Formalizing and Securing Relationships on Public Networks’, 2 First Monday (1997), 
https://doi.org/10.5210/fm.v2i9.548. 
20 J. Stark, ‘Making Sense of Blockchain Smart Contracts’, Coindesk, 2016, https://www.coindesk.com/making-
sense-smart-contracts/. 
21 Raskin, supra note 18, p. 10.  
22 P. De Filippi and A. Wright, Blockchain and the Law: The Rule of Code (Harvard University Press, 2018) p. 
74.  
23 The European Parliament recently made a statement about blockchains and smart contracts, but it does not 
define the terms. See: European Parliament resolution of 3 October 2018 on distributed ledger technologies and 
blockchains: building trust with disintermediation (2017/2772(RSP)).  
24 Arizona House Bill 2417 (2017).  
25 See for example New York A08780, Nebraska LB695, and Ohio SB300.  
26 With state, or stateful, is a computer term that means only that a computer program remembers preceding events 
and user interactions. In other words, any program that can keep in its memory what your last preference was, is 
stateful. Browser cookies, system preferences, and similar, are all example of stateful systems.  
27 K. Christidis and M. Devetsikiotis, ‘Blockchains and Smart Contracts for the Internet of Things’, 4 IEEE Access 
2016) p. 2292.  

https://doi.org/10.5210/fm.v2i9.548
https://www.coindesk.com/making-sense-smart-contracts/
https://www.coindesk.com/making-sense-smart-contracts/
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to code a contract,28 but there are languages that are being designed specifically for smart 
contracts,29 and a particular requirement favoured by many developers is that the language 
should be “Turing complete”, that is that every computing problem can be solved, either 
exactly or approximately, by using the same language.30 At the time of writing, the most 
popular language is Solidity,31 with other bespoke languages such as Michelson, Ivy, Hoon, 
and Rust in existence. Other projects favour mainstream languages such as C++ and Javascript. 
The relevance of the language of choice is relevant mostly for developers, as a contract that 
has been coded with one language will always have to use that language. From a legal 
perspective, the language of choice has no bearing on the parties, with the exception that the 
use of obscure languages could limit the capability of a party to inspect the final contract, and 
therefore errors could get past. The code is eventually written into the blockchain, and in theory 
it cannot be changed.  
(ii) The program runs on a distributed, decentralised, shared and replicated ledger  
A smart contract is written and runs on a blockchain. While deceptively simple, this part of the 
definition is the one that requires a more thorough explanation. Countless pages have been 
written on blockchains,32 but for something that is so hyped, there is little consensus on what 
a blockchain actually is, and this confusion could have important legal effects. One of the most 
accepted definitions is that a blockchain is a public decentralised permissionless33 
cryptographic database that operates as an open ledger of all of the transactions that have been 
recorded, and that this record is immutable and tamper-proof,34 so that it “can be inspected by 
every network participant”.35  
In more technical terms, the first definition was written in the Bitcoin white paper by Satoshi 
Nakamoto,36 which describes a cryptographic coin that is comprised of a chain of digital 
signatures that are added to a block and time-stamped and appended at the end of the chain. 
All transactions are publicly available and verified. The system is tamper-free because in order 
to change a transaction, you would need to change all the transactions that came after the one 
you are trying to verify. These verifications are performed by people running the calculations, 
which is called “mining”. This system is what is known as proof of work. Proof of work protects 

                                                        
28 There is extensive literature on ontological approaches to translate legal concept into code, for example: G. 
Sartor et al., ‘Computable Models of the Law and ICT: State of the Art and Trends in European Research’, in 
Pompeu Casanovas et al. (eds.), Computable Models of the Law (Springer, Berlin Heidelberg, 2008); and Z.Z. 
Han et al., ‘Interoperability from Electronic Commerce to Litigation Using XML Rules’, 15 International Journal 
of Law and Information Technology (2007) p. 233.  
29 H.M. Kim and M. Laskowski, ‘Toward an Ontology-Driven Blockchain Design for Supply-Chain Provenance’, 
25 Intelligent Systems in Accounting, Finance and Management (2018), p. 18.  
30 See: A. Teller, ‘Turing Completeness in the Language of Genetic Programming with Indexed Memory’, 
Proceedings of the First IEEE Conference on Evolutionary Computation. IEEE World Congress on 
Computational Intelligence (IEEE, 1994).  
31 This is mostly based on general perception, it is difficult to gather statistics.  
32 For an excellent sceptical look, see: D. Gerard, Attack of the 50 Foot Blockchain: Bitcoin, Blockchain, Ethereum 
& Smart Contracts (Self, 2017).  
33 This means that anyone can maintain the database, and no authentication to do so is required, see: ‘Blockchain 
and Voting’, Benlog, 28 December 2017, https://benlog.com/2017/12/28/blockchain-and-voting/. 
34 A. Narayanan et al., Bitcoin and Cryptocurrency Technologies: A Comprehensive Introduction (Princeton 
University Press, 2016) p. 27.  
35 Christidis and Devetsikiotis, supra note 27.  
36 S. Nakamoto, Bitcoin: A Peer-to-Peer Electronic Cash System (2007), https://bitcoin.org/bitcoin.pdf.   

https://benlog.com/2017/12/28/blockchain-and-voting/
https://bitcoin.org/bitcoin.pdf
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the blockchain from attackers and spammers because it requires those participating to perform 
some work in the shape of computing time. In Bitcoin, the proof of work consists in calculating 
numbers until the correct solution is found and then a new block is added to the blockchain.  
This definition is widely accepted as the most authoritative one, but it comes with a few 
limitations.37 Proof of work means that a considerable amount of computing power is needed 
to operate the system and allocate blocks to miners, which means that the more transactions 
there are, the slower the system becomes because of the need to conduct verifications. This 
also means that proof of work can be bad for the environment because the calculations are 
extremely energy wasteful by design, as the difficulty of finding a solution increases over time. 
So other blockchain solutions have arisen to make transactions faster and to use less power, 
which further complicates the definition of what a blockchain is. One such solution is to use a 
system called a proof of stake38 blockchain, which chooses the allocation of the next block 
between those with a stake in the system without the need for large expenditure of resources. 
Similarly, there are private blockchains, where the transactions are not open to public scrutiny. 
Another type is a permissioned blockchain,39 where you need permission to access and modify 
the data, as opposed to the standard defined above where anyone can have access and add to 
the blockchain; these tend to be also private as the ledger is actually not open nor transparent. 
The result of this confusion is a situation in which anything can be called a blockchain, even if 
it does not meet the traditional definition set out by Nakamoto.40 As we will see later, some 
smart contracts may have different effects depending on the type of blockchain used.  
To complicate matters, the definition requires that the smart contract must be run on the 
blockchain. While this is not specified, this means that we need a platform that can execute the 
contract, and this is usually tied to the blockchain where the contract is written. Anyone can 
create and run a blockchain,41 so in theory any computer can act as a platform for smart 
contracts, just in the same way that you could turn your computer into a web server. However, 
this is inefficient, and it is better to rely on an existing infrastructure. There are various 
platforms available for writing smart contracts, some are designed specifically for that task, 
such as Ethereum,42 and others are using existing infrastructure such as the Bitcoin blockchain 
and cryptocurrency.43  
A relevant consideration when looking at platforms is whether it is centralised or decentralised, 
as well as the governance structure that it has. A platform is said to be decentralised if there is 
no central authority maintaining the infrastructure that runs the contracts, while it is centralised 
if it has such an authority. This authority can be any organisation with control over the code, 

                                                        
37 See Gerard, supra note 32.  
38 S. King and S. Nadal, Ppcoin: Peer-to-peer crypto-currency with proof-of-stake (2012), 
http://blockchainlab.com/pdf/peercoin-paper.pdf.   
39 A. Kadiyala, ‘Nuances Between Permissionless and Permissioned Blockchains’,  Medium, 17 February 2018, 
https://medium.com/@akadiyala/nuances-between-permissionless-and-permissioned-blockchains-
f5b566f5d483.  
40 A. Jeffries, ‘“Blockchain” Is Meaningless’, The Verge, 7 March 2018, 
https://www.theverge.com/2018/3/7/17091766/blockchain-bitcoin-ethereum-cryptocurrency-meaning. 
41 S. Saurel, ‘Create Your Own Blockchain in 30 Minutes’, Medium, 22 January 2018, 
https://medium.com/@ssaurel/create-your-own-blockchain-in-30-minutes-dbde3293b390.  
42 https://www.ethereum.org/. 
43 A list of platforms can be found here: https://hackernoon.com/contractpedia-an-encyclopedia-of-40-smart-
contract-platforms-4867f66da1e5. 

http://blockchainlab.com/pdf/peercoin-paper.pdf
https://medium.com/@akadiyala/nuances-between-permissionless-and-permissioned-blockchains-f5b566f5d483
https://medium.com/@akadiyala/nuances-between-permissionless-and-permissioned-blockchains-f5b566f5d483
https://www.theverge.com/2018/3/7/17091766/blockchain-bitcoin-ethereum-cryptocurrency-meaning
https://medium.com/@ssaurel/create-your-own-blockchain-in-30-minutes-dbde3293b390
https://www.ethereum.org/
https://hackernoon.com/contractpedia-an-encyclopedia-of-40-smart-contract-platforms-4867f66da1e5
https://hackernoon.com/contractpedia-an-encyclopedia-of-40-smart-contract-platforms-4867f66da1e5
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and with ways to control access of who can write information into a blockchain, and this can 
be either a private or public entity. This is possible with the implementation of a decentralised 
autonomous organisation (DAO) that executes transactions and releases funds automatically, 
without the need of a central controlling body.44 The governance structure is the decision-
making procedure for who has control over the platform’s code, who can make changes to it, 
and how the platform is operated. There are various degrees of centralisation in this stage, with 
some platforms presenting considerable centralisation at this level.   
(iii) The smart contract can take over custody and instruct transfer of assets on that ledger  
The final element present in the legislative definition of smart contracts is that they can be used 
to transfer assets on the blockchain. This is perhaps where the definition leaves out many other 
useful functions for smart contracts. It may be better to think here of the management of assets 
as using tokens for various operations needed by the contract. A token is usually a part of the 
contract that does not fulfil an IF-THEN function, but it is instrumental to the operation of the 
code. In other words, a token is simply a code that represents fungible goods for trade, and 
these can be “coins, shares, outcomes or tickets, or everything else which is transferable and 
countable”.45 The function of tokens will be entirely dependant on the needs of the contract, 
but some platforms have specific uses for tokens. In the Ethereum platform, there are tokens 
that can be used to make a payment for each transaction (usage token), and tokens that identify 
participation or ownership in a contract (work tokens).46 We can have ownership tokens, 
identity tokens, and even tokens representing votes for governance purposes.  
For the purpose of this chapter, a token can be used to represent proof of ownership of an 
intellectual property work, or payment for use of said work, or even an identification number 
used to track and record the management and enforcement of intellectual property works.  

II. Uses of smart contracts 
The advantages of automated transactions should be self-evident, proven by the existence of 
these types of agents for decades. However, the usefulness of the strong version of smart 
contracts described above may not be as apparent. Some of the interest that has arisen in the 
smart contracts written into the blockchain is that the proponents see it as an important 
development that will bring efficiency, transparency, and decentralisation to electronic 
contracting.   
A smart contract would have several capabilities that make it theoretically attractive for users 
and businesses: the contracts are immutable, secure, provide tamper-proof evidence, allow 
seamless execution, can allow immediate transfer of funds, do not require a central authority, 
and are open to external scrutiny. Another element that is present in smart contracts is that they 
provide a trustless way of conducting transactions; this is because the decentralised nature of 
the contract does away with the need to have trusted intermediaries to the conclusion of a 
transaction.47 Proponents of smart contracts see them as a way to automate large number of 
                                                        
44 The concept was introduced here: V. Buterin, A next-generation smart contract and decentralized application 
platform (2014), https://cryptorating.eu/whitepapers/Ethereum/Ethereum_white_paper.pdf. 
45 M. Bartoletti and L. Pompianu, ‘An Empirical Analysis of Smart Contracts: Platforms, Applications, and Design 
Patterns’, in Michael Brenner et al. (eds.), Financial Cryptography and Data Security (Springer International 
Publishing, 2017), p. 10.  
46 ‘What is An Ethereum Token: The Ultimate Beginner’s Guide’, BlockGeeks, 2018,  
https://blockgeeks.com/guides/ethereum-token/.  
47 C.D. Clack, V.A. Bakshi and L. Braine, ‘Smart Contract Templates: Foundations, Design Landscape and 
Research Directions’, arXiv, 2016, 1608.00771 [cs.CY] https://arxiv.org/abs/1608.00771. 

https://cryptorating.eu/whitepapers/Ethereum/Ethereum_white_paper.pdf
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legal functions, eventually disrupting the legal profession,48 and some even argue that they 
could bring about the end of government altogether.49  
While we will offer some specific criticisms of the use of smart contracts for intellectual 
property transactions, it is important to make a small note here about the role of intermediaries 
in the governance of smart contracts, as this is an important element of their usefulness. In a 
public and “trustless” blockchain, a smart contract is not run exclusively by the parties to a 
contract, but would be executed by the network of nodes that maintains the blockchain. In other 
words, the contract would be executed by “the network of miners who reach consensus on the 
outcome of the execution and update the blockchain accordingly.”50 Most smart contracts 
nowadays rely on platforms such as Ethereum, and while it is possible to have a private 
blockchain, the main appeal of decentralised databases using proof of work is the use of an 
open source, distributed ledger that is maintained by thousands of nodes, and where 
transactions are verified by miners. As with a paper contract, there are usually at least two 
parties directly involved in a cryptographic smart contract, and under normal circumstances 
these would be the only parties to any conflict should one arise. But in automated contracts on 
a distributed ledger, there could be many other indirect participants, as blockchains are 
composed of a multiplicity of actors that have a relevant participation in its operation; this 
includes participants, developers, administrators, and gateways.51 So smart contracts are not 
only dependent on the two or more parties that have entered into an agreement; they also 
involve the software developer who produces the program, and thousands of miners around the 
world who perform the verifications required for the contract to run.52 
Anything can be automated in this manner – take this example of a potential use:  

“Let's say that we want to organize a small conference. We need 100 people 
to sign up and pay/deposit money, so we can rent a hotel and such. But if not 
enough people sign up by a certain date, then the deposits need to be 
refunded. With Ethereum, we can write in a JavaScript-like language to code 
up this contract. It'll guarantee that everyone will get a ticket to the 
conference, or everyone will get their money refunded, depending on how 
many sign up.”53 

Similar potential applications are countless. Because the basic tools for writing a smart contract 
are mostly open source and free to use, anyone can learn to code a contract into software, and 
have it written into a blockchain. The performance of the contract is automated, and no human 
intervention is necessary. The main role of the parties is to choose which code to write the 
contract on; whether they will draft the contract on their own, or will use an existing code; what 

                                                        
48 A. Davies (ed.), Blockchain and the Legal Profession (Ark Group, 2018).  
49 M. Atzori, ‘Blockchain Technology and Decentralized Governance: Is the State Still Necessary?’, SSRN 
Scholarly Paper (2015) ID 2709713 https://papers.ssrn.com/abstract=2709713. 
50 Delmolino et al., Step by step towards creating a safe smart contract: lessons and insights from a 
cryptocurrency lab (2015) https://eprint.iacr.org/2015/460.pdf. 
51 M. Rauchs et al., Distributed Ledger Technology Systems: A Conceptual Framework (Cambridge University 
Judge Business School Report, 2018), https://www.jbs.cam.ac.uk/faculty-research/centres/alternative-
finance/publications/distributed-ledger-technology-systems/#.W3HmKtJKiUk.  
52 This is developed in more detail in: A. Guadamuz, ‘All watched over by machines of loving grace: A critical 
look at smart contracts’, Computer Law and Security Review (2019), https://doi.org/10.1016/j.clsr.2019.105338.  
53 R. Graham, ‘Ethereum/TheDAO hack simplified’, Errata Security Blog, 18 June 2016, 
https://blog.erratasec.com/2016/06/etheriumdao-hack-similfied.html.  

https://papers.ssrn.com/abstract=2709713
https://eprint.iacr.org/2015/460.pdf
https://www.jbs.cam.ac.uk/faculty-research/centres/alternative-finance/publications/distributed-ledger-technology-systems/#.W3HmKtJKiUk
https://www.jbs.cam.ac.uk/faculty-research/centres/alternative-finance/publications/distributed-ledger-technology-systems/#.W3HmKtJKiUk
https://doi.org/10.1016/j.clsr.2019.105338
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platform to use; whether to use a private or a public blockchain to write the contract into. All 
of the above still requires some level of technical knowledge, which helps to explain the 
relative lack of adoption of smart contracts. However, there are now tools that will try to 
translate contract code into a more readable format.54 
However, when we talk about smart contracts, the word “contract” is not used in the strictest 
legal sense. In theory, anything that can be expressed in IF-THEN statements can be turned 
into a smart contract, and these documents may or may not fall under the legal definition of a 
contracts. For example, you can have an executable file to express eternal love in the 
blockchain,55 or one that creates a credit association,56 and even blatant ponzi schemes.57 Given 
the decentralised nature of the development environment, anything goes.  
While the flexible nature of smart contracts is one of its most attractive features, there is no 
recognised classification of such contracts for legal and regulatory purposes. For the purpose 
of the present chapter, smart contracts of the following could become relevant for intellectual 
property.  
 

- Machine-to-machine transactions 
One of the biggest potentials for smart contracts is to implement transactions between machines 
in “a web of tiny services that enable the creation and autonomous activity of very complex 
systems”.58 Anything that does not require human intervention, such as automated ordering 
systems, supply-chain distribution and tracking, and the management of Internet of Things 
(IoT) devices,59 could be performed through smart contracts. While many of these transactions 
do not require strong smart contracts,60 it has been postulated that the addition of an open 
distributed ledger enhances the potential of networked transactions as all records are public, 
and therefore parties in a supply chain do not need to maintain separate databases, but only 
one.61  

- Cryptocurrencies 
While this function is not exclusive of smart contracts, platforms such as Ethereum offer the 
possibility for users to create and deploy their own cryptocurrency. This can be done through 
the use of a smart contract that contains a token,62 distributed as a “coin”, being a tradeable and 
fungible currency. This can be used for payment in exchange for goods and services traded in 
the contract.  

                                                        
54 For example, see: http://demo.lexon.tech/apps/editor/.   
55 https://www.stateofthedapps.com/dapps/eternal-love.  
56 https://www.stateofthedapps.com/dapps/wetrust.  
57 https://www.stateofthedapps.com/dapps/333-eth.  
58 F. Glaser, ‘Pervasive Decentralisation of Digital Infrastructures: A Framework for Blockchain Enabled System 
and Use Case Analysis’, Hawaii International Conference on System Sciences 2017 (HICSS-50, 2017).  
59 S. Huckle et al., ‘Internet of Things, Blockchain and Shared Economy Applications’, 98 Procedia Computer 
Science (2016) p. 461.  
60 For example, supply chain automation has been in place for decades, see: M.E. Johnson and S. Whang, ‘E-
Business and Supply Chain Management: An Overview and Framework’, 11 Production and Operations 
Management (2002) p. 413.  
61 Christidis and Devetsikiotis, supra note 27.  
62 https://www.ethereum.org/token.  
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- Crowdfunding 
Related to the use of tokens as coins, a popular development in smart contracts has been their 
use to crowdfund projects, and start-ups. What is requires is an initial coin offering (ICO).63 
An ICO is usually a token offered to members of the public by the entity interested in raising 
funds, and these pay for the token in return for some sort of participation in the project, be it 
by a licence to use software, a claim to an underlying asset, or a promise of participation in 
future profits.64  

-  Governance 
It is possible to use smart contracts to create an automated governance scheme that is run, 
organised and enforced through code in what is known as a decentralised autonomous 
organisation (DAO).65 There is no set model for a DAO, but the understanding is that all 
aspects of an organisation are coded into the smart contract, from financial transactions, to 
voting and governance mechanisms.66 

-  Decentralised applications 
Better known as ÐApps, decentralised applications are pieces of software that are stored on the 
blockchain and run using smart contracts and tokens.67 The applications are stored around the 
world in the computers connected to the platform’s nodes. 

-  Registries  
By using a blockchain as a method to record data in an immutable manner, there are proposals 
to use smart contracts to power registration systems.68 Various systems that require registration 
services have been suggested as test cases for the technology, including land registries,69 and 
even the issuing of identity tokens.70 These registries are different from other smart contracts 
because they rely on a registration authority, which make them more centralised than most 
other suggested implementation.  

- Dispute resolution  

                                                        
63 J. Rohr and A. Wright, ‘Blockchain-Based Token Sales, Initial Coin Offerings, and the Democratization of 
Public Capital Markets’, SSRN Scholarly Paper (2017) ID 3048104, https://papers.ssrn.com/abstract=3048104.  
64 D.A. Zetzsche et al., 'The ICO Gold Rush: It's a Scam, It's a Bubble, It's a Super Challenge for Regulators', 83 
UNSW Law Research Paper (2017), https://ssrn.com/abstract=3072298.  
65 U.W. Chohan, ‘The Decentralized Autonomous Organization and Governance Issues’, SSRN Scholarly Paper 
(2017) ID 3082055, https://papers.ssrn.com/abstract=3082055.  
66 A. Norta, 'Creation of Smart-Contracting Collaborations for Decentralized Autonomous Organizations', in 
Proceeding of the Perspectives in Business Informatics Research: 14th International Conference (BIR, 2015) pp. 
3-17.  
67 See an explanation here: https://www.stateofthedapps.com/whats-a-dapp.  
68 A.B. Tran et al., ‘Regerator: A Registry Generator for Blockchain’, CAiSE-Forum-DC (2017).  
69 P. Rizzo, ‘Sweden Tests Blockchain Smart Contracts for Land Registry’, Coinbase, 2016, 
https://www.coindesk.com/sweden-blockchain-smart-contracts-land-registry/. 
70 P. Dunphy and F.A.P. Petitcolas, ‘A First Look at Identity Management Schemes on the Blockchain’, arXiv, 
2018, 1801.03294 [cs] http://arxiv.org/abs/1801.03294. 
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Finally, smart contracts could be used to intermediate disputes by providing an automated way 
to solve differences through code.71 Online dispute resolution72 already uses automated means 
to bring parties together, and by adding smart contracts written into a distributed ledger that 
allows immediate execution could be a way to mechanise many legal conflicts. The question 
remains: what happens when there is a conflict over the terms that are written into the contract? 
The next section  will address this question.  
These are just some of the main categories of possible uses for smart contracts. Readers may 
see that many of these proposed uses are in an early stage of planning and have not been fully 
deployed. This is a common characteristic of much of the literature dealing with blockchains 
in general, and smart contracts are no exception. While there are thousands of examples of 
smart contracts online, mainstream implementation remains minimal at the time of writing.  

C. Intellectual property applications 
Given the many uses listed above, it is possible to understand the potential that smart contracts 
represent for intellectual property in general. As mentioned before, many of these possible 
applications remain unrealised, or are at the very least in their earliest stages of development. 
We will describe several uses that are especially useful in copyright, but will discuss a couple 
of other areas of protection.  
One of the challenges that are encountered when looking at the potential uses of smart contracts 
and blockchains to IP is precisely the issue of definitions.  As was discussed in detail earlier, 
there are many different definitions of what a blockchain is, and if we understand smart 
contracts as electronic code which is written into a blockchain, then the exact definition of what 
is being discussed also becomes relevant for IP protection purposes.  
For the purpose of this section, we will think of smart contracts as strong smart contracts, 
namely as a set of coded instructions written into a blockchain. A blockchain will be understood 
as a digital ledger in which transactions made in a cryptocurrency are recorded chronologically 
and publicly. In a more technical way, we can understand them as consensus mechanisms 
where the new entries to the record are distributed to all participants, and where records are 
appended and consistent with earlier entries.  Other technical features include the ability to 
time-stamp transactions, and the potential to verify ownership of a work through the use of 
tokens, wallets, and other cryptographic tools.  
These technical features allow us to review several possible cases of use in IP, such as 
allocating rights, registering ownership, and keeping track of expiration. Because it is possible 
to have an immutable and distributed record of ownership and registration, it would be possible 
for smart contracts and distributed ledgers to become a useful tool for the management of 
copyright works by collecting agencies.  

I. Registration 
Perhaps one of the most cited IP issues for smart contracts and the blockchain is that of 
registration. The potential of having a cryptographic, immutable and distributed record of 

                                                        
71 R. Koulu, ‘Blockchains and Online Dispute Resolution: Smart Contracts as an Alternative to Enforcement’, 13 
SCRIPTed (2016) p. 40.  
72 E.E. Katsh, M.E. Katsh and J. Rifkin, Online Dispute Resolution: Resolving Conflicts in Cyberspace (John 
Wiley & Sons, Inc., 2001) p. 34.  
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ownership could be a viable test case, and as stated earlier, the use of smart contracts has been 
suggested in other registration areas.73  
Industrial rights such as patents and trade marks are fields in which registration is necessary, 
and while there are currently not many technical problems with the existing registration system, 
it has been suggested that a smart contract system could help patent and trade mark offices to 
enhance the level of security and reliability of their services.74 Clark explains:  

“Related is the idea of IP offices using distributed ledger technology to create 
‘smart IP registries’ in the form of a centralized solution run by the IP office 
as an accountable authority which would create an immutable record of 
events in the life of a registered IP right. It could include when a trademark 
was first applied for, registered, first used in trade; when a design, trademark 
or patent was licensed, assigned, and so on. It would also resolve the 
practicalities of collating, storing and providing such evidence.”75 

At the time of writing, there are no actual registration systems on industrial property subjects 
using smart contracts, and while there have been a few suggestions and interesting projects,76 
nothing has been implemented yet. However, the lack of operational registries is something 
that is common with smart contracts in general, and it can be argued that the technology is still 
quite new.  
Most of the current efforts have been directed towards copyright as a field that could eventually 
also benefit from a registration system that uses smart contracts. Unlike other IP rights, 
copyright subsists without registration,77 although some jurisdictions require it for the 
enforcement of rights.78 Nonetheless, voluntary registration of some sort can be useful in some 
instances, and there are those who still advocate the usefulness of copyright registration in a 
variety of situations, such as helping to diminish the problem of orphan works,79 but also 
having some sort of registering authority that can serve as a filter of what is an actual work 
protected by copyright.80 
Assuming that some creators will want to register their work for whatever reason, the potential 
existence of an open database of copyrighted works that is also decentralised makes 
considerable sense. A blockchain registration system powered by smart contracts would allow 
an author to provide robust evidence of ownership and would also give the user a unique 

                                                        
73 C. Wright, ‘Creating a Smart Contract Registry’, Medium, 2018,  https://medium.com/@craig_10243/creating-
a-smart-contract-registry-26dac7f238f5.  
74 B. Clark, ‘Blockchain and IP Law: A Match made in Crypto Heaven?’, WIPO Magazine, 2018, 
https://www.wipo.int/wipo_magazine/en/2018/01/article_0005.html.  
75 Ibid.  
76 See for example a hackathon organised by the European IP Office to look at blockchain uses: 
https://euipo.europa.eu/ohimportal/en/web/observatory/blockathon.  
77 As per Art. 5(2) of the Berne Convention for the Protection of Literary and Artistic Works.  
78 Such as the United States, see: R.E. Thomas and J.R. Schechter, Intellectual Property: The Law of Copyrights, 
Patents, and Trademarks (Thomson/West, 2003).  
79 For more on orphan works, see: D.R. Hansen et al., ‘Solving the Orphan Works Problem for the United States’, 
37 Columbia Journal of Law & the Arts (2013) p. 1.  
80 For a proposal of a registration system for copyright, see: S. Dusollier, ‘A Positive Status for the Public Domain: 
Innovation, Competition and Collaboration’, in Innovation, Competition and Collaboration (Edward Elgar, 2015).  
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identifying address. A registration service could also act in conjunction with other management 
elements, such as allowing payments. 
Interestingly enough, there are more existing registration projects using blockchains and smart 
contracts for copyright than for other areas. Proof of Existence is a registration system that uses 
the Bitcoin blockchain to certify documents, and while it does not strictly use smart contracts, 
it has a similar concept.81 Binded (formerly Blockai) is a registration system for images that 
uses smart contracts.82 There are many other similar projects, but the common denominator is 
to use the blockchain to record ownership in an immutable and permanent manner. These attest 
to the potential of smart contracts as providing a permanent and tamper-free record of 
ownership.  

II. Rights management and enforcement 
While registration could offer some advantages in general, other proposals have looked at the 
use of smart contracts in the allocation or management of rights in copyright using automated 
and self-executing code.83 Authors can publish works on the blockchain and then “use smart 
contracts to automate the control of who has access to their works and under which 
conditions”84 and to obtain remuneration. The current management of intellectual property is 
complicated, with competing rights management agencies around the world and an 
international system that is not unified, and often requires arrangements between collecting 
agencies across borders.   
The music industry in particular has been identified as one in which a novel technical approach 
could have a significant effect, as the existing methods of management are often outdated. 
Musician D. A. Wallach explained:  

“Digital services rely on a number of third parties to help piece together 
better information about their catalogues. [...] In short, the information about 
who did what on a given record almost always exists somewhere in the 
world, but it is typically fragmented between a large number of databases 
that don’t sync with each other, and whose owners have conflicting views 
about what should be public and what should be private.”85 

The proposal is to have some sort of unified system that relies on distributed public ledgers, 
and that uses smart contracts for the management of rights. It is expected that a cryptocurrency 
and token-based system would succeed where previous efforts to create a universal system 
have failed.86 This could be achieved by the concept of tokenisation and the use of digital 
tokens in smart contracts.87 As explained before, any data can be converted into a digital token 
within a smart contract, and these can express all sorts of rights. For example, tokenising rights 

                                                        
81 https://proofofexistence.com/.  
82 https://binded.com/about.  
83 B. Bodó, D. Gervais and J.P. Quintais, ‘Blockchain and Smart Contracts: The Missing Link in Copyright 
Licensing?’, 26(4) International Journal of Law and Information Technology (2018).  
84 Ibid.  
85 D.A. Wallach, ‘Bitcoin for Rockstars: How Cryptocurrency Can Revolutionize the Music Industry', Wired 
Magazine, 2014, https://www.wired.com/2014/12/bitcoin-for-rockstars/.  
86 N. Baym, L. Swartz and A. Alarcon, ‘Sonic Publics| Convening Technologies: Blockchain and the Music 
Industry’, 13 International Journal of Communication (2019) p. 20.  
87 Bodó, Gervais and Quintais, supra note 83.  
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management information (RMI) could be useful for the expression and management of 
copyrighted works through licensing. Further action can be taken through other tokens.  
In more detail, the idea of such a system is to have a work represented as a unique address on 
a blockchain (which could also be attached to a registration system), or also as a digital token, 
and that this would inform the owner when a work is used. Uses could be forbidden, or only 
those that have made a payment with the platform’s cryptocurrency of choice could have access 
to the work. Under this system, browsers and media players could be built to only play and/or 
display authentic works registered on the blockchain that have attached the required identifying 
smart contract token.  
A large number of “dumb transactions” could be taken over by smart contracts, allowing the 
identification and distribution of royalties, and the payment thereof. While the deployment of 
large-scale smart contract management mechanisms would be very complex, it is possible to 
envisage a system by which owners retain control over their own works and use smart contracts 
to allocate and distribute rights directly to users by means of these automated transactions.88 
One of the most talked-about potentials for the creative industries with regards to 
cryptocurrencies and the blockchain is that of empowering a micropayment marketplace for 
copyrighted works. Imagine a future in which, thanks to blockchain registration and DRM, 
every time a song is played, a movie is watched, or a picture is copied, there would be a 
permanent record of that use in a public ledger, and the use could be charged to the user’s 
electronic wallet. This would immediately erase piracy and allow creators to obtain a monetary 
reward through cryptocurrencies. 
At the time of writing, there is no working smart contract infrastructure that matches some of 
the most optimistic uses for the technology. One of the early adopters of the use of smart 
contracts is musician Imogen Heap, who managed to get quite a lot of traction in the press due 
to her use of blockchains in the release of her song Tiny Human.89 However, the experiment 
only produced a tiny return of about USD 133,90 hardly a ringing endorsement of the model. 
However, Heap has now been involved in a new service called Mycelia,91 which is supposed 
to bring about a decentralised service for music rights management, but at the time of writing 
it is not using smart contracts.  
There are indications that some big players are looking into the use of the technology in some 
form or another, with Spotify having purchased music blockchain startup Mediachain,92 but is 
yet to advertise any use for the technology, or even any implementation of smart contracts.  
 Outside of music copyright, there are various schemes operating on the management of 
copyright works. An interesting one is SuperRare, which uses a smart contract platform to 

                                                        
88 Ibid.  
89 J. Witt, ‘Imogen Heap releases Tiny Human using blockchain technology’, The Guardian, 2 October 2015, 
https://www.theguardian.com/membership/2015/oct/02/live-stream-imogen-heap-releases-tiny-human-using-
blockchain-technology.  
90 Gerard, supra note 32.  
91 http://myceliaformusic.org.  
92 S. Perez, ‘Spotify acquires blockchain startup Mediachain to solve music’s attribution problem’, TechCrunch, 
2017, https://techcrunch.com/2017/04/26/spotify-acquires-blockchain-startup-mediachain-to-solve-musics-
attribution-problem/.  
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allow artists to release limited-edition artworks “tracked on the blockchain, making the art rare, 
verified and collectible”.93    
Companies have been looking at this as some sort of revamping of the digital rights 
management regime. For example, Sony has already applied for a patent94 using smart 
contracts and blockchain to manage rights, with a system for “receiving an enrolment request 
and a public key from the user; verifying that the user has a private key corresponding to the 
public key; generating a user identifier using the public key; and generating and delivering the 
rights blockchain having a genesis block including the user identifier to the user.”  
There are other, similar proposals. For example, the JPEG standard committee has decided “to 
explore use cases and standardization needs related to blockchain technology in a multimedia 
context.”95  
Using similar blockchain implementation tools, artist Kelly Donnelly released a song and video 
called A Girl Called She,96 and posted them on a public ledger, claiming therefore to be the 
first censorship-resistant work of art in the world. 

III. Counterfeiting 
Undoubtedly, counterfeiting is a serious problem, with 31 million counterfeit articles detected 
at the borders in Europe alone in 2017.97 This is yet another arena in which blockchain and 
smart contracts have been suggested as a possible solution. Proof of provenance is often 
mentioned as one of the most promising applications of the technology that would make it 
much easier to identify products that do not come from the undertaking which owns the 
trademark attached to the good. Imagine any walk of life where you would like to have proof 
of provenance: designer clothing, ethical diamonds, organic food, environment-friendly 
resources, etc. By tokenising goods, and entering them into an immutable ledger, we are led to 
believe that the provenance of items could be followed all the way to the source. An open and 
permanent tamper-free record-keeping smart contract application that will ensure us that the 
locally sourced asparagus you are eating is indeed local. These proposals seek to verify 
everything from fine art98 to bananas.99  
While the specifics of each proposal vary, they share a common thread, the idea is to use the 
blockchain as an immutable provenance record where data cannot be destroyed or falsified, 
and which can be used to identify a product’s origin and trajectory. 
It is easy to envision this being used for IP, particularly in the fight against counterfeiting of 
goods, and the certification of trade mark origin. By using a combination of technologies, 
including RFID chips, proponents believe that smart contracts can be deployed that will track 
items, and then consumers will be assured that the item they are buying is legitimate. According 
to this idea: 

                                                        
93 https://superrare.co/about.  
94 US patent application 15/458807. 
95 Press release: https://jpeg.org/items/20180213_press.html.  
96 https://www.agirlcalledshe.com/.  
97 European Commission, Report on the EU customs enforcement of intellectual property rights: Results at the 
EU border, 2017 (2018),  
98 https://www.artnome.com/news/2018/1/26/why-use-blockchain-provenance-for-art.  
99 https://bananacoin.io/.  
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“Blockchain facilitates supply chain coordination between manufacturers, 
shippers, middlemen, and delivery, ensuring only legitimate goods enter the 
supply chain and are delivered to consumers. Customs authorities can 
reference supply chain blockchain to validate legitimate goods or identify 
counterfeit goods.”100 

Just as with other aspects of smart contracts, there are not many applications deployed as of 
yet. IBM has been at the forefront of pushing for the adoption of supply-chain smart 
contracts,101 but these are being used for tracking shipping and retail goods for the purpose of 
logistics, and have not yet been applied to tracking counterfeit goods. Most proposed projects 
remain in their very early stages of development, but the potential for the deployment of smart 
contract supply chains remains.  

IV. Licensing 
Closely related to management and enforcement, smart contracts can be used in the licensing 
of copyright works, and this could very well be one of the easiest use-cases for the technology. 
Because smart contracts are instructions written in code in the blockchain, it is relatively easy 
to translate licensing terms into code, and these would be translated into a smart contract that 
can be used by parties who have no previous interaction to conduct legal transactions with one 
another. It would be possible to write the terms and conditions present in a licence and use a 
self-executable smart contract to enforce those terms.  
A licence is simply a legal document that allows a user to perform an action otherwise restricted 
by copyright. A smart-contract implementation of such any copyright licence would allow 
owners to write those terms into immutable code on the blockchain, and if someone wanted to 
re-use such content commercially, then this could be transacted automatically through the 
licence.  
Just as with many other similar possible uses of smart contracts, there are no working examples 
at the time of writing. The technology is there, particularly Ethereum and Solidity allow for the 
addition of smart contracts into files,102 but even a thorough search of any working application 
in smart contract repositories did not produce a viable licence.  

D. Critical outlook 
Despite the considerable hype surrounding smart contracts, it is remarkable that, with a few 
exceptions, their application to real solutions is minimal. This could be caused by inherent 
difficulties with smart contracts themselves, but also by specific aspects of intellectual property 
that make them difficult to adopt.  

I. General problems with smart contracts 
Despite the many articles heralding an era of self-executing code, reality has not met these 
expectations. Generally speaking, smart contracts run on proof of work blockchains, and as was 

                                                        
100 B. Collen et al., ‘Applications of Blockchain Technology to Trademark Protection, Enforcement, and Practice’, 
73 INTA Bulletin (2018) p. 1.  
101 A.P. Moller, ‘Maersk, IBM Unveil Blockchain Shipping Solution’, World Maritime News, 2018, 
https://worldmaritimenews.com/archives/258600/maersk-ibm-unveil-blockchain-shipping-solution/.  
102 N. Singh, ‘Hands On: Get Started With Infura and the IPFS on Ethereum’, freeCodeCamp, 2018, 
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discussed earlier, these can be resource-heavy, difficult to setup, slow, and expensive.103 Smart 
contracts have to compete with existing technology that in many instances is doing an adequate 
job, and to do so it has to perform the required job better, cheaper and more efficiently.  
But leaving aside performance issues for the moment, there is an important question regarding 
the long-term viability of smart contracts, and it is something that is often presented as an 
advantage, its immutability. The main issue is that blockchains are supposed to be immutable. 
Writing code into such an open ledger makes it difficult (if not impossible) to change the code. 
While this feature is extremely useful when it comes to verifiability of data, it has the problem 
that once written, the contract cannot be changed, because of the immutable element. If 
everything works well, then this feature makes it easy to trust the information entered into the 
blockchain. But the opposite is true, if you enter wrong data or information into the ledger, 
then it cannot be amended. In principle, you could have a later contract changing the terms of 
the initial one, but the old contract would still be online, and users could still use it without 
knowing that there is a new contract with amended code.  
This is not just an abstract possibility, it has already happened several times. The most famous 
case is that of the Ethereum Decentralised Autonomous Organisation (DAO). As the name 
indicates, the objective of this application is to use smart contracts to help in the operation of 
decentralised organisational governance, in their words, it “leverages smart contracts on the 
Ethereum blockchain so that anyone, anywhere in the world can be empowered to 
participate”.104 DAO operates as a facilitator of smart contracts, and also as a governance 
structure for shared resources.  
The problem started in June 2016 with a small bug in the DAO code. The DAO operates as a 
public pool of funds, holding several millions of dollars’ worth in Ether. And only those 
participating in the scheme or those completing contracts can withdraw funds according to the 
pre-established terms of their participation. Using the pool analogy, you can imagine several 
hoses being fed by the pool, each with a tap that opens and closes, using pre-defined conditions. 
But there was a bug in the code that allowed malicious participants to call recursive functions 
upon the closing of a transaction. This allowed the tap to remain open, and in theory it would 
let them drain the entire pool. This is precisely what happened,. Hackers exploited the bug and 
were able to drain 3.6 million ETH from the DAO common fund.105 It is indicative of the 
technical nature of smart contracts that this error was not solved by legal means, but rather the 
developers and maintainers decided to fork the code,106 which resulted in an entirely new 
version of the DAO without the bug, and therefore where the “theft” had never taken place. A 
technical way to turn back time.107  

                                                        
103 For a wider discussion of some issues, see: A. Guadamuz, ‘Is the blockchain hype over?’, Technollama Blog, 
2017,  https://www.technollama.co.uk/is-the-blockchain-hype-over.  
104 https://www.crunchbase.com/organization/the-dao#section-overview.  
105 C. Thomson, ‘The DAO of ETHEREUM: Analyzing the DAO hack, the Blockchain, Smart contracts, and the 
Law’, Medium, 2016, https://medium.com/blockchain-review/the-dao-of-ethereum-e228b93afc79. 
106 Forking in the software sense means to split a project’s source code and begin a separate development 
altogether, creating a fork in the code. While the original code remains, all future instances of the software will 
use the new code. See: G. Robles and J.M. González-Barahona, ‘A Comprehensive Study of Software Forks: 
Dates, Reasons and Outcomes’, The Eighth International Conference on Open Source Systems (OSS, 2012), 
https://flosshub.org/sites/flosshub.org/files/paper_0.pdf.  
107 The fork announcement can be found here: https://blog.ethereum.org/2016/06/17/critical-update-re-dao-
vulnerability/.  
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There have been other high-profile errors with large repercussions. In November 2017, a bug 
in a multi-signature smart contract for an Ethereum-based wallet resulted in the freezing of 
USD 280 million in Ether at the time. As the code is immutable and written in the blockchain, 
there was no way of unlocking the funds, other than to change the blockchain and re-write 
history.108 In stark contrast with the DAO theft, where the community decided to fork the code 
to fix the bug that allowed funds to be taken out, in the case of the Parity wallet there has not 
been a similar technical solution, and at the time of writing, the funds remain frozen and no 
legal action has been forthcoming. In fact, the Parity wallet team has released a statement 
apologising to the community for the bug and claiming that they are still committed to 
developing it in the Ethereum environment.109   
Bugs and backdoors110 in contracts are exceedingly common, with one report placing the figure 
at about 25% of all smart contracts having some sort of error,111 while another study analysed 
19,366 Ethereum-based smart contracts, and found that 44% of them contained a bug.112 As a 
lot of code is shared between contracts, the same error can often be replicated to multiple 
documents, for example, a bug on transaction orders was found in 15% of all Ethereum 
contracts.113 As David Gerard said: “there are endless guides to writing a secure smart contract 
for Ethereum, but most Ethereum contracts ignore them, with the obvious consequences.”114  
And these figures are only about unintentional bugs. It is possible for coders to purposefully 
build a contract with flaws so that all funds are removed from a wallet,115 or to create a contract 
that operates intentionally as a pyramid scheme, with a bug that allows funds to be taken outside 
of the original parameters.116  
Thereby, one of the greatest strengths of smart contracts becomes its greatest weakness. Why 
would people trust immutable code? Mistakes happen. People change their mind. Smart 
contracts are not geared to respond adequately to such realities.  

II. Specific issues with intellectual property 
Besides some of the concerns highlighted, there are also several issues that are specific to the 
use of smart contracts in intellectual property.  
The first issue is that of the scalability of the technology, but also about the need to deploy 
complex technological solutions that could be equally implemented with other existing 

                                                        
108 I. Thomson, ‘Parity calamity! Wallet code bug destroys $280m in Ethereum’, The Register, 7 November 2017, 
https://www.theregister.co.uk/2017/11/07/parity_wallet_destroys_280m_ethereum/.  
109 Statement: https://www.parity.io/our-commitment-to-ethereum-and-a-decentralised-future/.  
110 A backdoor is a bug, often intentional, that allows Unauthorised access. For example of a smart contract 
backdoor, see: https://medium.com/unchained-reports/bancor-unchained-all-your-token-are-belong-to-us-
d6bb00871e86.  
111 K. Sedgwick, ‘25% of All Smart Contracts Contain Critical Bugs’, Bitcoin News, 2018, 
https://news.bitcoin.com/25-of-all-smart-contracts-contain-critical-bugs/.  
112 H. Olickel, ‘Why Smart Contracts Fail: Undiscovered bugs and what we can do about them’, Medium, 2016, 
https://medium.com/@hrishiolickel/why-smart-contracts-fail-undiscovered-bugs-and-what-we-can-do-about-
them-119aa2843007.  
113 Ibid.  
114 Gerard, supra note 32.  
115 Delmolino et al., supra note 50.  
116 P. Szilágyi, ‘How to PWN FoMo3D, a beginners guide’, Reddit r/ethereum, 2018, 
https://www.reddit.com/r/ethereum/comments/916xni/how_to_pwn_fomo3d_a_beginners_guide/.  
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technology. There is little doubt that smart contracts can assist authors, inventors, and registries 
in ways that have been described above, but these solutions need to improve on existing 
technologies, and this may not always be the case.  
With regards to the management of IP, smart contracts could allow authors to publish their 
work with an immutable record of initial ownership, and further transactions would award 
remuneration directly to the author using cryptocurrency. But this vision would be extremely 
difficult to implement in real life. For starters, it may be difficult, if not impossible, to match 
the complexity of intellectual property in a manner that can be executed in a smart contract. 
While it is true that it is possible to translate legal concepts into a computer language,117 it may 
not be viable to translate the complex mesh of rights, exceptions and limitations accurately. 
Some languages have limitations in the way they can express some complex relations, 
particularly those that interact with other variables, such as duration of rights, or competing 
user rights.118 This could be made even more difficult with the added problem presented by 
international treaties, jurisdiction, and mismatched rights across borders.119 Add to this the 
highlighted problem of immutability of smart contracts, and the alleged benefits quickly 
disappear.  
Similarly, smart contracts that are based on blockchain systems are expensive, and if the market 
is currently working well with offline and online systems, then it is difficult to see how a 
cumbersome, slow, and wasteful solution would be adopted.120 This is a real stumbling block 
towards adoption for large-scale management of IP. For smart contracts to work for 
management and payment, they must use cryptocurrencies, or at least some sort of digital 
method that can interact seamlessly with platforms, code, and blockchains. Yet, for all their 
early promises, cryptocurrencies have proven to be a terrible method of payment due to lack 
of scalability, slow transaction rates, and potential high transaction costs.121 The reason for this 
is the need for blockchain technology to rely on every transaction being recorded, as well as 
the need to reward miners and nodes in the system. Bitcoin is no longer a viable payment 
system for micropayments, and its use in commercial transactions continues to fall.122 Other 
cryptocurrencies have been plagued with scalability issues, with the Ethereum network being 
clogged up when digital apps become very popular.123 Now imagine a global system designed 
to record and conduct all sorts of transactions for digital content, and you will start to see that 
scalability could be a very real issue. 
In the end, the main problem may be one of business models and commercial realities. 
Subscription systems such as Spotify, Netflix, Apple Music and Amazon Prime have proven 
extremely successful because consumers hate micropayments. Why then should we try to rely 
on slower, more cumbersome and untested systems that do not offer user improvements?  

                                                        
117 Governatori, supra note 9.  
118 Ibid.  
119 Bodó, Gervais and Quintais, supra note 83.  
120 Ibid.  
121 A. Guadamuz and C. Marsden, ‘Blockchains and Bitcoin: Regulatory Responses to Cryptocurrencies’, 20 First 
Monday (2015). 
122 O. Kharif, ‘Bitcoin's Use in Commerce Keeps Falling Even as Volatility Eases’, Bloomberg, 2018, 
https://www.bloomberg.com/amp/news/articles/2018-08-01/bitcoin-s-use-in-commerce-keeps-falling-even-as-
volatility-eases?__twitter_impression=true.  
123 Famously, the Cryptokitties smart contract ÐApp slowed down the entire Ethereum network. See: 
https://www.bbc.co.uk/news/technology-42237162.  
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With regards to enforcement, there are also issues linked to the self-executing nature of the 
technology. Smart contract licensing and management would code immutable instructions that 
could not be changed, and this would act as a permanent set of rights that may not account for 
exceptions and limitations. This is not a new debate, already back in the era of digital rights 
management (DRM) two decades ago, there were serious criticisms about the fact that 
automated enforcement of copyright could not account for limitations to owners’ rights.124  
While DRMs became widely deployed in the industry for a time, criticisms about excesses 
remained,125 and DRMs were eventually abandoned in some sectors due to poor consumer 
response.126 It will be interesting to see if the potential lack of flexibility of smart contracts will 
also be perceived as a negative feature of these solutions. While it is not possible to ascertain 
the specific uses of code for enforcement because of lack of actual adoption, history teaches us 
that consumers could be turned off by systems that are too cumbersome, slow and inflexible. 
Self-executing systems would combine the judge, jury and executioner, and in the case of smart 
contracts, there is absolutely no recourse. An enforcement system based on blockchain 
technology would have no fair dealing and fair use would not be allowed: no parody, no 
educational use, no commentary, and no reporting. The machine would say no because the 
smart contracts are immutable and distributed. 
With regard to registration, other problems may emerge. While a decentralised and immutable 
record of ownership may sound appealing, there are quite a few issues with this scheme. The 
most obvious one is making sure that the work’s owner (or an authorised agent) is indeed the 
one registering the work. Existing centralised registration schemes have a procedure in place 
to check claims of ownership, and while these may be slow, the system ensures that a certificate 
is awarded to a legitimate author. For example, a developer in the UK was experimenting with 
Verisart, an authentication protocol used to timestamp data in the blockchain, and he managed 
to claim ownership in the system of Leonardo da Vinci’s La Gioconda (the Mona Lisa).127 
While Verisart is not an authoritative proof of ownership, the incident highlights the future 
problems of a registration system.  
A decentralised service would have to have some sort of authority that ensures that an 
ownership claim is not entered by an illegitimate actor, but then that would defeat the purpose 
of the decentralised ledger. Moreover, once entered into the blockchain, the record is 
immutable, in which case wrong authors would be forever recorded. There may be ways around 
some of these issues, but at least at the time of writing, it is clear that registration may not be 
such a good case use for smart contracts.  
Finally, the proposed use of smart contracts to fight counterfeiting through the control of 
provenance also has some problems. While a chain of contracts can provide an immutable 
record of transactions, these records still have to reflect items in the real world for tangible 
products, and it is precisely in these interfaces128 where the scheme could fall apart.  

                                                        
124 T. Vinje, ‘Copyright Imperilled?’, 21 European Intellectual Property Review (1999) p. 192. 
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Wu T, Who Controls the Internet? Illusions of a Borderless World (Oxford University Press, 2006).  
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This is perhaps the most salient problem that smart contracts face, where they are connected to 
tangible goods. Strong smart contracts operate better in a fully digital environment, where 
cryptocurrency funds can be immediately released as payment in exchange for digital goods or 
services, made possible through the tokenisation of items. But this becomes extremely difficult 
with trade marked goods, because the self-executing characteristic of smart contracts can only 
work if there is a direct link between the physical goods and the digital code. Imagine having 
a luxury item of clothing for which the buyer wants to check its provenance. In principle, the 
use of a smart contract seems appealing, as it would provide an immutable record of the item 
and how it got there, but the problem is precisely that the contract does not know whether the 
item they have purchased is the same as was entered into the blockchain. It just operates with 
the data that has been entered into the permanent ledger, but the person making the input could 
lie – garbage in, garbage out. So, we are back to trusting an intermediary, which sort of defeats 
the purpose of using this system in the first place. 129   
Until we can find ways of accurately describing reality in digital form in a manner that can be 
read by a smart contract (the so-called Oracle Problem),130 then most smart contracts will be 
only useful for digital goods.  

E. Conclusions 
There may be many possible uses of smart contract technology that are being developed, and 
at some point, there might be successful applications of the technology in various intellectual 
property fields. As of today, there are just too many problems that make the eventual use of 
this technology viable. This does not mean that many of the issues will not be fixed in the 
future, but a healthy dose of scepticism is warranted, given the hyperbole and hype. 
The question at the heart of any smart contract implementation always remains the same. What 
is the problem that you are trying to solve, and is a smart contract the appropriate technology 
to solve that issue? It is likely that for many of the possible uses, smart contracts will prove to 
be just too problematic for a variety of reasons.  
 
 
  

                                                        
129 J. Song, ‘The Truth about Smart Contracts’, Medium, 2018, https://medium.com/@jimmysong/the-truth-about-
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130 For a good explanation of Oracles in smart contracts, see: https://medium.com/@DelphiSystems/the-oracle-
problem-856ccbdbd14f.  
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