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Abstract 

 

Modern military vehicles boast a significant number of diverse electronic equipment.  The 

current land systems and vehicle electronics (vetronics) trends for Platform Command and 

Control (C2) are moving towards more electric and electronic vehicles.  Therefore, systems 

designers of future vehicles will be faced with even greater challenges on integrating more 

and more complex systems. 

The UK Ministry of Defence (MoD) has identified Vetronics Systems Integration (VSI) as 

priority area to tackle this problem, and provides funding to applied research programmes, 

such as the one described in this thesis.  

The central proposition of this thesis is the following: 

It is feasible to emulate a functionally partitioned land system electronic architecture - 

without compromising individual systems integrity requirements - in both a Systems 

Integration Laboratory Testbed and in a vehicle, by bringing together heterogeneous 

technologies and techniques from other industries. 

This is supported by a) creating and demonstrating a TTP-MilCAN integrated platform 

using Vetronics Verification & Validation, leading to a testbed, b) by researching into 

Active HUMS and their capabilities in Health monitoring and Management, resulting in a 

demonstrator using TTP as the enabling technology, and c) through the development of a 

mobile demonstrator testbed, including the development of TTP-based Drive-by-Wire 

system, a TTP-MilCAN segment, implementing the Active HUMS health monitoring and 

management concepts, to provide the proof-of-concept that the proposition can be 

achieved.  
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Chapter 1. Introduction 

1.1. Prologue (Motivation) 

The latest Defence Technology Strategy (DTS) document, written by the UK MoD, 

describes the present need for meeting the challenges of the future.  It also declares that 

“Information has always been an important enabler for military command and control” 

[MOD06].  The MOD seeks to introduce the technology to not only bring that 

information to the decision makers, but also exploit it for the achievement of the military 

effect.  This concept is known as the Network Enabled Capability (NEC) and it is of 

paramount importance for the armed forces.  

 The NEC is a grouping of concepts covering the networking of existing, legacy, and future 

platforms with decision-making entities, towards the desired military outcome.  As 

[Hutton09] states: “NEC provides the right information, to the right place, at the right 

time, to enable the right decision, to deliver the right outcome for Defence.”  The NEC 

rationale is the information exploitation from a large military audience, communicating not 

only the information, but also the decision after the information.   

An example of NEC would be the realtime video transmission of insurgents planting 

Improvised Explosive Devices (IEDs), from an unmanned aerial vehicle in Afghanistan to 

the front line headquarters, and also to the UK-based decision centre.  After a decision is 

been made in the UK, e.g. to apprehend the insurgents, this information path travels to the 

front line headquarters and finally it appears in the map display panels of two nearby land 

patrol vehicles.  Assume, as an example, that vehicle 1 is under fire or in need of repair; this 

status information would be automatically transmitted to the headquarters via the wireless 

link (e.g. BOWMAN), originating from the onboard heath and usage monitoring 

equipment.  Since the headquarters would know this fact, they send vehicle 2 to apprehend 

the insurgents, instantly responding to the threat.  
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One of the proposed ways of providing NEC is by exploiting the full benefits and the 

“rapid advances in technology” [Taylor04].  DTS has identified priority technologies for 

close combat platform systems; these are aligned with MOD’s prime requirement for NEC.  

A select list of the close combat priority technologies follows: electronic architectures, 

vetronics architectures, software / firmware / middleware / hardware safety and mission 

critical aspects, crew station enablers, and finally, HUMS and asset management.   

In particular DTS states that “in order that our vehicle platforms achieve future 

requirements in weight, volume, and cost whilst being capable of effective technology 

insertion, we will need to exploit developments in vetronics, electric drive, 

communications, sensors, displays, control functions, and survivability systems.  All are 

dependent on electrical power and employ to an increasing extent software, firmware, and 

middleware processes, operating in increasingly complex hardware environments.  Open 

architectures and modularisation of systems will lead developments into a ‘blackbox’ 

possibly ‘consumable’ culture” [MOD06]. 

The military land systems industries become increasingly reliant on electrical / electronic / 

programmable electronic (E/E/PE) systems, which could potentially cause significant 

damage to personnel and the surrounding environment if malfunctioned.  It is evident then 

that these systems require to be designed with robustness and reliability in mind.  However, 

armies require operating and maintaining vehicles within a certain cost margin; the need for 

flexibility in designing, adding, and modifying vetronics equipment in a vehicle’s Through 

Life Capability Management (TLCM) scheme is also unprecedented.  

It is therefore important to note that there is no such thing as a “silver bullet” vetronics 

technology; i.e.: one that is cheap, reliable, flexible, easy to use, safety-critical, and 

deterministic; not to mention supplier issues and through-life capabilities.   

A vehicle that only uses a safety–critical network for every single piece of shared 

information could potentially reach very high design, construction, and Maintenance, 

Repair and Overhaul (MRO) costs.  How much use would there be in having a costly 

safety-critical network lowering and raising a window?  Instead, one should move towards a 

design that classifies systems functionally based on criticality.   

One clear approach towards a solution is the integration of different technologies within a 

vehicle.  The sole purpose of integrating technologies is to provide synergy, by exploiting 
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each technology’s advantages while reducing their collective weaknesses; the combined 

benefits of each technology outweigh the added - but necessary - complexity.  One hopes 

to produce an end system that offers extended & combined benefits of all technologies 

involved; in a loose transliteration, this is the functional equivalent of the reason of having 

different gears in an internal combustion engine automobile.  It is certainly more complex 

than having just one gear, but each system (gear in this case) is better suited for the various 

tasks.  In the example of the automobile, the first gear is used on an uphill or acceleration 

where torque is required, and the fifth gear is used in high speed where the vehicle is 

required to maintain a specific speed with the least effort (and fuel consumption) from the 

engine.  The objective is to bring in multidisciplinary technologies, create an integrated 

vetronics platform, and combine the two in an innovative way.  

Creating an integrated Vetronics Validation & Verification (VVV) testbed could provide a 

very good move towards the problem.  The testbed has been constructed to accommodate 

this, by researching into integration topics, provide solutions to the various problems of 

increasing complexity, and identifying a higher-level application.  This technology will add 

many benefits and synergy, while reducing the designing, operating & maintenance costs.  

Research was also conducted regarding Health and Usage Monitoring Systems (HUMS), a 

technology developed initially for rotorcraft, but steadily transferring to the military land 

systems world.  Active HUMS, a framework developed on HUMS,  enable significant 

capabilities to a vetronics based architecture, since they enable a cost-effective solution for 

vetronics system health, maintenance, and logistical support. 

A further expansion into the emerging capabilities of the VVV testbed and the Active 

HUMS technologies was also considered, resulting into a mobile demonstration testbed.  

The proposed solution has been tested and validated in an off-road vehicle, resulting into a 

unique prototype vehicle, which has successfully demonstrated its capabilities.  

Concluding, a key outcome from the work conducted in this thesis is a system testbed, 

emulating a real-life military vehicle.  A systems integrator can utilise the testbed by 

interfacing Military of the Shelf (MOTS) devices and Government Furnished Equipment 

(GFE), to which he can then conduct latency tests with the devices and collect results.  

Afterwards he may choose to improve on the latencies, or focus on the integration 

capabilities.  Note that all the above steps do not require a real vehicle – just the devices to 

act as generators and information sinks.  The next step would be to mount a similar 
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network to the testbed into a vehicle, as shown in this thesis.  In contrast to manufacturing 

the vehicle first and then deploy the architecture, the proposed approach has many 

benefits: One can use the testbed for rapid prototyping, assessing different configurations 

in the architecture, emulate different vehicles and different classes of vehicles; hence this 

approach can reduce costs significantly in the design phase and allow for prototyping 

functions and product mid-life changes in a more flexible manner. 

 

1.2. Previous Work at the Vetronics Research Centre  

The Vetronics Research Centre (VRC), based in the University of Sussex, developed the 

Vetronics Systems Integration (VSI) Bridge.  It is a highly configurable, bridge-router 

system designed for many diverse applications.  The purpose of the VSI Bridge is to 

interconnect various MilCAN (CAN-based real-time high deterministic protocol) segments 

and report on their operation.   

The VSI Bridge is described in detail in Charchalakis thesis [Char05], and the Graphical 

User Interface (GUI) required for its operation is illustrated in Valsamakis thesis [Val06].  

The resulting outcome of this work is the MilCAN Rig, a testbed used for “evaluation and 

verification of vetronic networks and devices” [Char05], shown in Figure 1-1.  

Due to the high configurability of the VSI Bridges (PCs and laptops), a diverse amount of 

testing can take place in real time.  The bridges act as the International Organisation for 

Standardization Open Systems Interconnection (ISO/OSI) layer-2/3 for the MilCAN 

segments [CVSC+06], and additionally a MilCAN backbone (shown as the vertical line 

connecting the three segments and the VSI Bridges).   

In addition, the MilCAN rig comprised of several C167CS-based development kits running 

the MilCAN stack, shown as the cloud nodes in each of three segments (Multimedia, 

Automotive, and Utilities).   

The VSI GUI / VSI Bridge (PC/laptops) utilise a 1-Gbps Ethernet backbone, for the high 

bandwidth applications, such as real-time video and multimedia, and connects to the VSI 

Bridge by 100Mbps Ethernet point-to-point links.  
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Figure 1-1: The MilCAN rig 

Results of that research produced a realistic vetronics environment, with multiple 

connectivity and configuration options, where a most favourable architecture can be tested 

and identified. 

This thesis builds upon this work by extending the MilCAN rig to a mature, fully 

interconnected Vetronics Verification and Validation testbed with safety critical 

technologies, such as the Time Triggered Protocol (TTP), resulting in the emulation of a 

generic vehicle architecture using functional segmentation.  

 

1.3. Review of related work 

In this section, related work in the field is described.  Because of the diverse nature of the 

multidisciplinary fields involved in the thesis, the following sections are thematically 

ordered as per the contributory chapters (4, 5, and 6). 
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1.3.1. Vetronic Testbeds 

A notable vetronics testbed is described in [PW01].  It is US-based research project to 

develop vetronics for use in the future combat vehicle programme.  The team developed a 

vehicle and a corresponding testbed, which share common vetronics technology between 

them.  This is similar to the work presented in the thesis, as the VVV testbed and the 

buggy share the same technologies.  The differences lie in the fact that the vetronics 

testbed uses specific military electronic equipment, whereas in the VVV testbed COTS 

equipment is used.  Additionally, the testbed was designed to integrate systems so that one 

crew member can perform the functions of the commander and the driver, where in the 

VVV testbed the whole vehicle functionality can be implemented.  

1.3.2. MilCAN platforms  

The first implementation of MilCAN on a UK military vehicle was in the Challenger 2 

Main Battle Tank [Qabaz04].  MilCAN is utilised to improve the situational awareness of 

the commander of the vehicle.  Specifically, MilCAN transfers information for the 

Platform Battlefield Information System Application (PBISA), a moving map display 

updated with positional data and heading information.  The PBISA was put under test by 

the British army and conversions to the MilCAN-enabled solution are well underway.  

1.3.3. TTP integration with other networks 

A TTP and FlexRay Gateway have been implemented by [SHL07].  The gateway is 

designed for use with only time-triggered technologies, including ByteFlight and TTCAN.  

This is in contrast with the work in the thesis, in which a time-triggered network (TTP) is 

connected to the event-triggered network (MilCAN).  

1.3.4. HUMS and Active AHUMS 

Related work in HUMS and Active HUMS in aircraft is published in [BOY10], as an 

extension to the Engineering and Physical Sciences Research Council (EPSRC) Active 

Aircraft program.  Although the principle behind the proposed architecture is 

approximately the same as in this thesis, e.g. sensors and actuators networks connected 

through gateways, the communication medium is wireless; the authors do not specify a 

recommended wireless technology but do elaborate on various wireless protocols.  

Additionally, the authors provide a proposed implementation of a wing actuator, and they 

do utilise, but not focus, on health and structural data.  The work presented here is based 



7 

on a wired architecture with both deterministic and mature safety-critical networks certified 

for aerospace, with the addition of system health information.  

1.3.5. TTP in prototype vehicles 

In the last decade, several prototype vehicles have been designed with TTP.  TTP was 

utilised as the safety critical drive by wire databus by Ultra Electronics and QinetiQ for a 

small tracked vehicle demonstrator [White08].  The major findings from the demonstrator 

were the “reduced integration time, reduced integration risk, reduced programme time, 

Model and interactions took about 1 month to develop, “All Systems” lab integration took 

3 days, “All Systems” vehicle test took 3 days, With the safety assessments complete, the 

vehicle ran on the QinetiQ test track at Chertsey”.  

Another prototype vehicle where TTP was involved was the Sirius 2001 project.  Sirius was 

an academic programme in engineering design at Luleå University of Technology, Sweden.  

It was developed in cooperation with Volvo Car Corporation [Johan01]. Main conclusions 

from this work were “Implementing a computer architecture using TTP/C and the TTP 

toolchain has been a fast and easy process.  The toolchain gives good support from cluster 

design down to node design.  However, we have not done any evaluation of the TTP/C 

protocol.”  

Finally in the Defence Advanced Research Projects Agency (DARPA) Grand Challenge 

2005, two TTP-equipped autonomous robotic vehicles finished the 132-mile (230-

kilometer) racecourse [RED05].  195 vehicles participated in the event, with just 5 passing 

the finish line.  The aforementioned two vehicles with TTP finished 2nd and 3rd place.    

 

1.4. Thesis Outline 

The rest of the thesis is organised as follows: 

Chapter 2 provides an overview of verification and validation methodologies, lifecycle 

models, and relevant standards and guidelines.  Additionally it describes the current state of 

the art in terms of safety-related and deterministic network technologies and design 

systems.  



8 

Chapter 3 describes HUMS, the Drive-by-Wire (DbW) concept, and the military need for 

DbW.  

Chapter 4 is the first contribution chapter.  It presents the research into land systems, and 

the design into Vetronics Validation and Verification, along with the Systems Integration 

Laboratory (VVV testbed) and methodologies applied.  

Chapter 5 is the second contribution chapter.  In this chapter, Active HUMS in Avionics 

are explored, along with a Technology Demonstrator (TD).  

Chapter 6 is the third contribution chapter.  An implementation of the output of the 

previous chapters is demonstrated in a mobile demonstrator testbed, (called the ‘Buggy’).  

The final chapter (Chapter 7) concludes the thesis by discussing the research work done 

and achievements, research implications and limitations, and potential future work. 
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Chapter 2. Vetronics Background 

2.1. Introduction 

In the scope of designing and constructing a land vehicle, the systems integrator must 

manage the ever-increasing number and complexity of electronic devices from different 

suppliers.  Vetronics Verification and Validation (VVV) had been developed out of 

necessity for such a methodology providing a coherent approach to managing the 

integration process.  More than a pure methodology, VVV covers the functional 

partitioning of heterogeneous vetronics communications networks, towards a service-

oriented architecture (SOA) and its supporting framework.  

In this chapter, the methodologies investigated are placed first.  Next, selected suitable 

technologies are explored.  The chapter then continues by elaborating on the technical 

aspects of combining heterogeneous networks.  It also elaborates on selected fieldbus 

vehicle communication technologies such as TTP, FlexRay, CAN, and MilCAN. 

2.2. Verification & Validation Methodologies 

2.2.1. Overview 

This section elaborates on the VV methodologies investigated to identify a suitable and 

cost-effective VVV network.  Multidisciplinary elements from different industries are 

brought together and combined to produce a process that can be used in an environment 

with increasing number of components and complexity, heterogeneous technologies, 

mixed criticality and higher complexity at integration.   

Based on [SAE96] and [INCOSE07], Verification is the process designed to confirm that 

the implementation of the project requirements is correct.  Every step taken towards the 

completion of the project, in other words every phase that is completed, must be verified, 
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to make sure that in the project there is a process, a function, a procedure, or a component, 

or even a combination of the above, that implements a specific requirement.  Validation 

ensures that the system in question complies with the requirements in a correct and 

complete manner.  In other words, the system does exactly what is specified, and doesn’t 

do what it is not supposed to do.   

2.2.2. Lifecycle Models  

Many methodologies are available for use; however, this thesis investigates the ones 

pertinent to a generic vetronics lifecycle.  This is further reinforced by the fact that certain 

parts of vetronics are safety critical, meaning that the methodologies selected must also 

allow for such a representative software development. 

Verification and validation methodologies are intrinsically connected to the lifecycle 

models, as one cannot design and develop a successful and correct product without having 

to implement elements from the lifecycle models.  The lifecycle models are a part of any 

project or system or even a product, even though they may not be formally defined.  By 

lifecycle models, one means the representative abstraction of different phases or stages a 

project must undergo during its lifetime.  

Therefore, the methodologies presented here are the waterfall model, the rapid prototyping 

model, the V-Model (also known as V- cycle), and the spiral model.   

2.2.2.1. Waterfall Model 

The waterfall model is a linear process, as shown in Figure 2-1 [Royce98].  Progress from 

one phase to the next occurs only when the current phase is completed.  [Murray02] 

compares the waterfall model to a construction project, such as building a house – the 

constructor needs to excavate the site, then to lay the foundation, and then to lay in the 

beams and joists, highlighting the linear process involved.  

Although this approach towards the development of a project is popular and simple to 

envisage for the personnel involved, system integration and testing stages will occur later in 

the project.  This can have potentially devastating effects if testing for example reveals a 

problem that requires a major change in the requirements section – with very little project 

time to actually go back, correct the fault, and move in a linear manner forwards again.  

Hence, to avoid such a scenario, the each phase must be complete and essentially perfect, 

which is unrealistic in a safety critical software development environment.  
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Figure 2-1: Waterfall Lifecycle Model 

 

2.2.2.2. Rapid Prototyping  

Rapid or Evolutionary Prototyping follows the “proof-of-concept” approach.  A model of 

a system or product is made, designed to highlight the (most important) features of that 

system.  This approach is quite popular in research sectors & industries, since it allows for 

system development even in the absence of a clearly defined project goal.  Rapid 

prototyping can answer questions such of the type: “is this feasible / going to work?”  In 

this methodology, typically the 20/80 rule applies, as “20% of the functions of the system 

provide 80% of what the user wants”   [NASA04].  

Parts of the system are produced quickly from basic requirements, then tested and/or 

shown to the customer (or the appropriate consumer of the project).  After provided with 

feedback, the designer incorporates more requirements, modifies the existing parts, and 

develops the rest of the system accordingly, as Figure 2-2 shows.  Hence, requirements 

evolve as the project progress.  
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Figure 2-2: Rapid Prototyping 

The problems with such an approach are that the number of iterative cycles, and 

difficulties in scheduling and budgeting.  The number of iterative cycles is dependant on 

how well the designer communicates and implements what the customer wants.  As there is 

no clear goal upfront, it is very difficult for the project manager to estimate the project 

schedule and budgetary requirements [Widem03]. 

 

2.2.2.3. Spiral Model 

An interesting amalgam between the Waterfall model and the Rapid Prototyping 

methodology, the Spiral Model offers the benefits of both.  It combines the rigid phases of 

the waterfall model with the iterative increment progress from the rapid prototyping 

model.  

Shown in Figure 2-3 [Boehm88], the spiral model passes a project through the four 

quadrants, namely Identify, Design, Construct, and Evaluate [PMI00].  Four spirals or 

“cycles” can be identified: The first is the proof-of-concept cycle (innermost cycle), where 

the goals are defined, requirements are captured, a conceptual design is developed.  The 

second, shown in the figure as second innermost cycle, is the first-build cycle, where the 

system requirements are derived, a logic design is developed, an actual first build 

(prototype) is constructed, and first results are evaluated. 
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Figure 2-3: Spiral model  

The next cycle is called the second-build cycle (third cycle in the figure), where the 

subsystem requirements are derived, a physical design is produced, a second build is 

constructed, and the results are evaluated.  The final-build cycle derives the unit 

requirements, produces the final design, constructs the final build, and tests all levels.  Note 

that the risk analysis is present in all four spirals, a significant difference from the two 

afore-mentioned models [NASA04]. 

 

2.2.2.4. V-Model 

The V-model was developed by the European technology company IABG for the Federal 

Ministry of Defence of the Republic of Germany [IABG93] for use in military information 

technology systems.  A similar concept for development of software, called the “Vee” 

Model, was developed simultaneously in the late 80s by NASA for the Software 

Management and Assurance Program (SMAP) [FM91].  The V-Model was designed out of 
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necessity to produce a system engineering process combined with project management, 

towards “faster, cheaper, better” products and projects [FM98, FMC05].   

The V-model is shown in Figure 2-4, illustrating a two dimensional approach, with the 

horizontal axis being time, and the vertical axis being the level of abstraction, from the 

more abstract thoughts at the top to the exact specification at the bottom. 

Starting from the top left, abstract thoughts are decomposed and defined to the more exact 

components, until the very bottom is reached where implementation occurs.  Moving 

towards the top right side, integration, testing, and verification and ultimately validation 

takes place in a concurrent manner, where the product is examined against the 

specifications and the requirements, towards the complete system and acceptance from the 

user (customer). 
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Figure 2-4: The V-model 
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2.3. Standards, Regulations, and Guidelines 

2.3.1. Overview 

Within this section are introduced civil, industry and military standards, regulations, and 

guidelines that are relevant to vetronic systems, and electronic vehicle architecture.  

2.3.2. Vetronics Standards & Guidelines 

The Vehicle System Integration (VSI), an applied research programme, has been carrying 

out research into vetronics architectures and standards that are suitable for legacy and 

future military land platforms.   

VSI has been funded by the UK MoD and is managed by a steering committee with 

members from industry lead by QinetiQ and MoD.  Research was procured by the 

Research Acquisition Organisation (RAO) on behalf of Directorate Equipment Capability 

Ground Manoeuvre (DEC/GM).   

Research conducted has been consolidated into a standards and guidelines publication 

known as Vetronics Standards and Guidelines [Con09].  The main conclusions of this work 

are  

1) Currently fielded land systems have generally being designed with little thought on 

changes and upgrades during the vehicle’s operational life.  

2) The need to counter new and varied threats to the vehicle, as well as new demands 

and operational scenarios, requires a flexible vetronics architecture, with 

reconfiguration and technology upgrade capabilities. 

3) Provisions for upgrade capabilities in designing platforms are typically scrapped, as 

this raises significantly the initial procurement cost. 

4) Three platform architectures are proposed.  A single common architecture, an 

architecture partitioned by data type, and a functionally segmented architecture. 
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2.3.2.1. The single common architecture  
 

This is a vehicle architecture where every device is connected to the same network (see 

Figure 2-5).  An example technology would be Ethernet.  This architecture can be the 

starting point when designing a legacy application [Val06], for example when implementing 

new functionality to existing systems.  Device commonality across the vehicle is easily 

attainable.  

 
Figure 2-5: A common Architecture  

However, the network technology used must meet the highest integrity requirements of the 

devices connected and it has mainly a cost disadvantage, since technologies for this 

purpose are inherently expensive.  Consider for example the same architecture for DbW 

application and for lowering and raising the vehicle windows.  Therefore, this architecture 

is recommended for systems with low or medium complexity. 

 

2.3.2.2. The data-type partitioned architecture 
 

By segmenting the architecture to Voice & data communications, low speed data, high-

speed data, and video (high bandwidth), the system designer can utilise it for medium to 

high complexity applications in existing platforms.  A representative example is shown in 

Figure 2-6.  

This architecture tackles the problems presented in the common architecture, as the 

network technologies can be selected from the data requirements.  However, it also 

increases complexity, since network gateways must be used to connect the different 

segments together.  In addition, safety related functions such as DbW are not separated, 

meaning that the integrity of the system can still be compromised.   



17 

 
Figure 2-6: Architecture partitioned by data type 

  

2.3.2.3. The Service Oriented Architecture (SOA) 
 

The concept behind SOA or functionally segmented architecture is the ability to 

modularize the subsystems, allowing usage in a diverse number of different platforms, by 

allocating and classifying logically the capabilities of the platform.  Figure 2-7  illustrates 

this concept.  

 
Figure 2-7: Architecture partitioned by function  
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By using such a functionally segmented architecture, the system designer can tailor a 

specific technology to a specific requirement, for example a safety-related technology for 

DbW and a cost effective technology for video, e.g. Ethernet.  Safety related functions are 

isolated, and connecting to the rest of the network is served by a gateway.  This connection 

is recommend since other parts of the network that do not require a high integrity, can still 

have access to the high integrity information; as an example, HUMS can have information 

access to DbW applications.  This architecture is recommended for use in C2 platforms 

[Con09, Val06]. 

 

2.3.3. Generic Vehicle Architecture (GVA) 

Much work conducted in the VSI standards and guidelines research programme was based 

on and further expanded to GVA.  The GVA is currently at the time of writing in a draft 

form, and plans are to publish it as DefStan 23-09 by August 2010.   

The GVA standard is to be mandated for future procurement programmes and within it 

has reference to other relating standards such as Def Stan 00-82 Digital Video Distribution, 

DefStan 25/24 HUMS capability for land platforms, Def Stan 59-411 Electromagnetic 

Compatibility, and DefStan 61-5 pt6 28V Military Vehicle Electrical System [MOD09, 

MOD04, MOD08, and MOD90]. 

2.3.4. Safety Standards 

Notable safety standards include MIL-STD 882C System Safety Program Requirements, 

Def Stan 00-56 Parts 1 and 2, Safety Management Requirements for Defence Systems, IEC 

61508 Functional Safety of Electrical/Electronic/Programmable Electronic Safety Related 

Systems, and RCTA DO-178 Software Considerations in Airborne Systems and 

Equipment Certification and DO-254 Design Assurance Guidance for Airborne Electronic 

Hardware [DOD93, MOD96, IEC99, RTCA92, RTCA00]. 

Current safety guidelines for automotive applications include MISRA Guidelines for Safety 

Analysis of Vehicle Based Programmable Systems [MISRA94].  These guidelines cover 

some of the same concepts as Def Stan 00-56.  The new international standard ISO-26262 

[ISO2010] is due to be published later in 2010/11 and represents the Automotive-specific 

implementation of IEC-61508.  This introduces a number of changes including a new 
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Automotive Safety Integrity Level (ASIL), which supersedes the old SIL classification.  In 

addition, the standard introduces the requirement for a Safety Case.  

2.4. Selected Fieldbuses & Networks  

Having elaborated on the methodologies used, the chapter continues by describing selected 

electronic communication buses used in automotive and aerospace industries. 

2.4.1. TTP 

In this section, the Time–Triggered Architecture (TTA) and the Time–Triggered Protocol 

(TTP) are discussed in detail.  In the following chapters, TTP is used as the enabling 

technology. 

TTP started as the Maintainable Real-time System (MARS) project, in 1979, at the Berlin 

Technical University, Germany.  Development continued and the technology was 

proposed as TTP in an IEEE paper by Kopetz [KG94]; the TTP’s architectural framework 

was also established, the TTA.  In addition, the Brite-EuRam III X-by-Wire (XbW) project 

“Safety Related Fault Tolerant Systems in Vehicles” [XT98] was also developed, utilizing 

TTP as the enabling technology; during the project, TTP has been further developed and 

adapted to automotive requirements. 

Although the area targeted by TTP designers was safety-relevant automotive applications, it 

has since expanded to include automotive, aerospace, train safety-related functions.  TTP’s 

core functions have been formally verified [BOSCH07a] and a system designer can 

produce a safety related network more economically than similar safety protocols.  

TTP is compliant for safety criticality with RTCA DO-178A [DSM+04] and a recent 

publication by QinetiQ [Con09] listed currently TTP/C as the most favourable safety 

critical technology against other technologies including MIL-STD-1553 [DOD78].  

The TTP software tools provide highly automated software development environment, 

complete modelling/simulation, fault injection, and analysis of safety critical systems. 

TTTech is primarily involved with commercialising TTP [Rushby01], with safety critical 

applications in automotive with Audi [Pla06a] and for flight critical applications for 

Honeywell [Pla06b].  TTP is already been used in the Airbus A380 cabin pressure control 
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system [TTA02] and especially on Boeing 787 Dreamliner electric and environmental 

control systems [Pla06c].   

The latest development with TTP is standardization, where the Society of Automotive 

Engineers (SAE) was started the preliminary work on developing the TTP standard, 

AS6003.  The objective is to standardize the protocol itself and the TTP physical layer.  

The AS-2D Time – Triggered Systems and Architectures subcommittee of the SAE AS-2 

Embedded Computing Systems Committee develops the standard [Pon09].     

2.4.1.1. The Time Triggered Architecture (TTA) 
 

The structure of the TTP, TTA is defined as the architecture of a network of computing 

systems (nodes) that have a common set of attributes.  It provides the framework of the 

computing infrastructure, which is used for application development.  The TTA also 

provides the necessary algorithms to control and manage the increasing complexity of 

electronics, along with the design process and functional development.  Therefore, TTA is 

best applied to a distributed system, where a functional application is logically segmented to 

nodes.  

TTA, as the name suggests, utilises the notion of a ‘global’ or reference time, which is 

shared and explicitly known by every node in the system.  Based on the reference time, a 

schedule of communication can then be built and distributed in every node.  Several 

characteristics are then available to the system designer:  

1. Since the system knows a priori what its functions are, when these are done, and when 

these are communicated, the system’s behaviour is predicable. 

2. There are no external factors, such as message priorities, to interfere with the 

operation of the schedule, hence the system is deterministic 

3. The ability to work robustly under heavy load, since in every communication cycle, 

messages are sent and are effectively distributed to the nodes by utilizing the full 

bandwidth capacity of the communication bus. 

The basic blocks of the TTA are the communications network, the communications 

software, and the networking nodes; in TTP parlance, these blocks are known as the TTP 

cluster.  Figure 2-8 illustrates the TTA [TTT03]. 
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Figure 2-8: The TTA depicting a TTP Cluster 

In the figure, one can see the networking nodes and the TTP bus1

Figure 2-9

.  Each node consists of 

a main Central Processing Unit (CPU) that executes the application software, with internal 

and external memory, I/O ports for sensors and actuators, a TTP communication 

controller, the operating system (OS), and the application software, as shown in  

[TTT03].   

 
Figure 2-9: Overview of a TTP node 

In the node, the host processor also communicates to the TTP controller via the CNI, 

which stands for Communication Network Interface.  The CNI is a memory area that 

allows simultaneous random access for the host CPU and the controller.  In order for the 

nodes to able to work within the same cluster, the CNI is required to be common to the 
                                                 
1 The TTP/C designation is a variant of TTP.  Another variant, called TTP/A, was phased out.  Hence, the 
terms TTP and TTP/C are used interchangeably in the rest of this thesis.  
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CPU and TTP controller to ensure interoperability between them.  There is also a TTP 

interrupt line from the controller to the CPU.  

The TTP communication controller is an integrated device supporting serial 

communication according to the TTP specification.  It performs all communication tasks 

such as reception and transmission of messages in a TTP cluster without interaction of the 

host CPU.  The TTP controller consists of the protocol engine, the storage for the TTP 

control data, which is the TTP MEssage Descriptor List (MEDL), and an independent 

hardware unit, the bus guardian, to protect the bus from timing failures of the controller. 

The TTP bus consists of two replicated communication channels as shown (Channel 0 & 

Channel 1), and it interconnects with all nodes of the cluster.  

2.4.1.2. Modus Operandi 
 

The main principle behind a TTP network is the time-triggered communication.  TTP 

relies upon the Time Division Multiple Access (TDMA) bus access scheme.  This is an “a-

priori” broadcast scheme, in which every node in the network receives all traffic currently 

on the bus.   

Specifically, each node is allowed to send messages only during a predetermined time span, 

which is called a “TDMA or Node Slot”.  It follows that each node is permitted to 

periodically utilize the full transmission capacity of the bus, without any collisions, 

common in event-triggered bus access networks.   

The sequence of the periodic TDMA slots is called a “TDMA Round”.  The TDMA round 

is a basic notion of time-triggered communication; it defines a time interval which is then 

divided into distinct slots for the transmission activities of the nodes.  Each node in the 

cluster can only transmit data once per TDMA round; therefore the TDMA round period 

must not be longer than the shortest of all message periods in the cluster.  Since the 

TDMA round period is entirely application dependent, there cannot be a reasonable default 

length of time.  With regard to the duration of the TDMA slots and to the sending 

sequence of the nodes, all TDMA rounds are equal.  However, the length and contents of 

the messages (the application data) may differ.   

The “Cluster Cycle” is a recurring sequence of TDMA rounds; in different rounds, 

different messages can be transmitted in the frames, but in each cluster cycle, the complete 
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set of state messages is repeated.  The afore-mentioned protocol timings are shown in 

Figure 2-10. 

 
Figure 2-10: Relationship between protocol-related time intervals 

The “Round Slot” describes a logical slot in the cluster cycle including the node slot 

information (e.g. slot length) and the data description parameters (message addresses and 

size).  One can see these concepts, including all protocol related timings, and how these 

inter-relate with the nodes and the bus channels, illustrated in Figure 2-11 [TTT03].  

 
Figure 2-11: TTP Media Access Scheme 

Each slot allows a specific amount of data transmission – the maximum data length 

depends on the cyclic redundancy check (CRC) used to protect the frame from errors.  The 

duration of a node slot of a node is the same in every TDMA round.  Therefore, all TDMA 

rounds have the same pre-defined length.  By utilising TDMA, as long as each node uses 

only its own statically assigned node slot, collision free access to the bus can be ensured.  

This can be guaranteed by the existence of a global time base in a TTP/C cluster and the 

static bus access schedule that is known by all participants. 
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2.4.1.3. The TTP Network Layers 
 

Communication protocols must be specified in such way, so that network engineers and 

designers can implement and use it.  One of the most important features of protocols is 

layering.  Layering divides the protocol into smaller, thematically coherent parts, which 

perform individually and interact with the rest parts of the protocol, only with few 

predefined ways.  With layering, each part of the protocol can be individually developed 

and tested without the rest of the parts being modified.  Below one can see the network 

layers of the TTP in Figure 2-12 [TTT03].  

 
Figure 2-12: The TTP Network Layers 

The interface between the protocol service layer and the FT-COM layer is called the 

communication network interface, CNI or TTP CNI.  The interface between the FT-COM 

layer and the host layer is called the FT-COM Communication Network Interface (FT-

COM CNI).  The two higher layers are part of TTA and not purely TTP itself. 

2.4.2. FlexRay 

“FlexRay is a flexible, safety-related protocol designed to provide high availability, high 

bandwidth, and fault tolerance in next-generation X-by-wire and power-train networks” 

[SM+09].  The FlexRay protocol is specified by the FlexRay Consortium [Flex10].  FlexRay 

started life in 1999 as the consolidation of requirements for a new communications system, 

from two different research programmes: one from BMW, providing their ByteFlight 
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development experience, and DaimlerChrysler, providing the prototype development.  It is 

designed as a next-generation X-by-wire and power train vetronic-networking standard: 

both deterministic and flexible.   

2.4.2.1. Structure of a FlexRay network node  
 

A FlexRay network node is very similar in construction to a TTP node, as shown in Figure 

2-13 [IXXAT10].  It consists of a host processor (μC in the figure), a FlexRay 

communication controller, an optional bus guardian (BG), and a bus driver (BD) per bus 

channel.  Transmission and reception of data is handled by the FlexRay controller, while 

the host processor handles the data processing.  The bus guardian is tasked to monitor the 

access to the bus.  Note that in FlexRay the bus guardian is optional, in contrast to the 

mandatory requirement of the BG in TTP.  The physical layer connection to bus is tasked 

to the bus driver, which hooks up the communication controller to the bus.  

Device 1

      Host Cµ

Communication 
Controller

Bus 
Driver

Channel 2

Channel 1

FlexRay Bus

Bus 
Guardian

Bus 
Driver

 
Figure 2-13: Overview of a FlexRay Node 

2.4.2.2. Media Access in FlexRay 
 

FlexRay specifies a continuous communications cycle, divided into a static and a dynamic 

segment, as shown in Figure 2-14 [IXXAT10].  The static segment is defined during 

design-time.  It maintains a high determinism by transmitting the crucial information to the 

rest of the FlexRay network.  This information is shared to all nodes in the bus, providing 

protection against “babbling idiot” faults, a common feature in both TTP and FlexRay.  



26 

 
Figure 2-14: FlexRay Media Access 

In the dynamic segment, the selection of messages to be transmitted in the bus is handled 

by priorities, specified by the developer at design-time.  Therefore, if more than one node 

decides to transmit at the same time, an arbitration scheme is applied based on the priority 

of the messages.  

Frame format is common in both segments; the only difference is the dynamic frame 

format contains a message identifier as part of the payload.  

 

2.4.3. Controller Area Network (CAN) 

The Controller Area Network (CAN) bus is an asynchronous, broadcast-type, serial 

communication fieldbus that was designed for use in automotive systems in civil 

production vehicles by Robert BOSCH GmbH.  Introduced in 1991, “it was the first 

networked bus system to be introduced in production vehicles” [BOSCH07a]; the first 

recipient car was the Mercedes Benz 500E [BOSCH07b].  

Two variants of CAN are in existence: CAN-C, defined in ISO Standard 11898-2, and 

CAN-B, defined in ISO Standard 11898-3.  CAN-C operates at bit rates of 125 kBit/s to 1 

MBit/s and is used for high integrity automotive applications, such as engine management 

systems, transmission control, and the instrument cluster.  CAN-B is slower (5-125 kBit/s) 

and is used on lower integrity utility applications: air conditioning control, power windows 

control, mirror adjusters and seat control. 

As [CE04] writes, “CAN is a two-wire half duplex, high-speed network system and it is 

well suited for high-speed applications using short messages”.  A CAN node is shown in 
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Figure 2-15.  It comprises of the microcontroller (µC in the figure), the CAN Controller 

and the CAN transceiver.  The microcontroller is responsible for the application and 

interfacing with the outside world (sensors and actuators).  The CAN controller is 

responsible for transmitting and receiving data from the bus (CAN TxD & CAN RxD), 

while the CAN transceiver translates the data into the differential signals that the CAN Bus 

operates (CAN_H and CAN_L). 

Network Node

Cµ

CAN Controller

CAN Transceiver

CAN RxDCAN TxD

CAN_LCAN_H

CAN bus

Sensors Actuators

 
Figure 2-15: A CAN network Node 

CAN Addressing is based on a message identifier, instead of directly addressing a specific 

node.  This allows a node to broadcast information around the network, with receiving 

nodes comparing the incoming message identifier to their own predefined list, leading to a 

message filtering at the receiving end. 

Media access in CAN is based on the Carrier Sense Multiple Access / Bitwise Arbitration 

(CSMA/BA) mechanism.  The bus operates in two states, dominant and recessive.  

Dominant means that a node is currently transmitting data, while in the recessive state the 

bus is idle.  If more than one node has data to transmit, a logical ‘AND’ operation takes 

place and the message with the highest priority (lowest binary value of the identifier), is 

assigned first access. 

2.4.4. MilCAN 

A network technology developed specifically for use in land systems, MilCAN provides a 

higher layer of determinism, utilising CAN as the physical layer.  It provides the necessary 

scheduling, hard-real time (HRT) and soft-real time (SRT) capabilities and robustness for 

use in military vetronics.  MilCAN is an open standard and it has been developed by the 
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MilCAN Working Group (MWG), a sub-group of the International High Speed Data Bus 

– Users Group [Char06].  

MilCAN achieves determinism by using the application to control network operations, 

enabling guarantied latencies.  It operates by a specified schedule of three cycles, as shown 

in Figure 2-16.  The cycles are multiples of the Primary Time Unit, which is a temporal 

interval specified to 2ms, and shown at the bottom of the figure as the Primary cycle.  

Every Primary Cycle starts by a synchronisation frame (SYNC), transmitted by a MilCAN 

node, known as the Sync Master to the other participating nodes in the bus.  The HRT 

space follows, where the time is guarantied for the highest priority frames, reducing 

progressively in priority to the SRT frames.  Provisions for spare time for extra frames are 

also implemented.  A Level-1 cycle consists of 8 Primary cycles, a Level-2 cycle consists of 

8 Level-1 cycles, and a Level-3 cycle consists of 16 Level-2 cycles, resulting in 1024 primary 

slots in 2048ms. 

Regarding the physical layer, since a MilCAN node is based on CAN, the MilCAN node 

architecture is the same as in Figure 2-15. 

 
Figure 2-16: The MilCAN cycle 
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2.5. Conclusion 

In this chapter, the scope of the research area is presented.  Background information is 

introduced regarding VV methodologies, suitable standards and guidelines, and networking 

technologies.  

A number of VV methodologies can be utilised in developing vetronics architectures.  

Charchalakis & Valsamakis [Char06, Val06] have utilised the spiral model, an iterative 

process, while developing the MilCAN rig.  The VVV testbed developed, described in 

detail in Chapter 4, was based on the V-model.  Finally, the rapid prototyping model was 

utilised while developing the mobile demonstrator testbed, in Chapter 6. 

From the architectures described in the standards and guidelines, the functionally 

segmented architecture was chosen for the VVV testbed and the mobile demonstrator 

testbed.  

In addition, state of the art safety-related and deterministic technologies were explored.  

Comparing FlexRay and TTP, recent studies [Con09] assessing TTP and FlexRay have 

shown that TTP is more mature technology than FlexRay, because of its hardware & 

software fault tolerant features, which are built-in and abstracted from the application 

design process. Regarding the fault handling, the following table from [Kopetz03] analyses 

the way TTP and FlexRay handle faults.  

Table 2-1: Failure handling in TTP and FlexRay 

Failure Mode TTP/C Failure Handling FlexRay Failure Handling 

Babbling Idiot 
Guardian in the star coupler, which 
forms an independent FCR, isolates 
babbling idiot failures. 

Relies on fault isolation by 
guardian which is in the 
same FCR as the sending 
node. 

Masquerading 
Static assignment of slot position to 
physical node identity eliminates 
possibility for masquerading faults 

No provision within the 
published architecture. 

Slightly-Off-
Specification 
(SOS) Failures 

Reshaping of incoming signal stream by 
the star coupler masks SOS failures in 
time and value domain.  Detection of 
send-instant faulty message by the star 
coupler. 

No provision within the 
published architecture. 
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Crash / 
Omission (CO) 
Failures 

Membership protocol detects and 
diagnosis CO failures promptly. 

Error detection and error 
handling at the application 
level are proposed. 

Massive 
Transients 

Membership protocol and clique 
avoidance protocol detect promptly the 
onset of massive transients. 

Error detection and error 
handling at the application 
level are proposed. 

 

In addition, many implementations of TTP as a commercial aerospace product exist (see 

TTP section), whereas development in FlexRay products is steadily growing by proprietary, 

“black-box” suppliers, making it more difficult to evolve as a technology.  As Connor 

writes, “FlexRay has been evaluated by QinetiQ as a competitor to TTP for Safety Critical 

applications in the Land Domain.  However, FlexRay appears less robust than TTP and is 

therefore not regarded as first choice when selecting a fault tolerant protocol” [Con09].  

MilCAN has a widespread involvement in the military land systems industry, and it is 

recommended for low data rate C2 architectures.  It is significantly cheaper then FlexRay 

and TTP, as the physical layer is the inexpensive CAN, but it is still more deterministic and 

reliable than CAN [Char06].   

Concluding, this background lays the foundations for the next chapter, which introduces 

HUMS, and drive-by-wire systems.     
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Chapter 3. Introduction to Health & Usage 

Monitoring Systems and Drive-by-Wire 

3.1. Introduction 

This chapter introduces the Health and Usage Monitoring Systems (HUMS), and the 

Drive-by-Wire (DbW) concepts.  Specifically, HUMS systems are analysed and explored, 

while an overview of DbW is shown, along with the current stage of development, 

legislation, and the military need for DbW.  

3.2. Health & Usage and Monitoring Systems (HUMS) 

3.2.1. Overview 

The need for reliable diagnostic systems has been around for as long as man has operated 

safety-related electromechanical machinery.  Requirements for safer automotive control 

systems are ever increasing, with issues such as safety-related systems, innovations, and 

cost reduction.  This section focuses on the system health principles of aircraft and 

vehicles, mainly in the scope of avionics and vetronics.  

Compared to fixed wing aircraft, helicopters (rotorcraft) have a greater number of dynamic 

components that are subjected to intense wear and tear.  They also present by design single 

points of failure, where diagnosis can easily be inaccurate and lengthy inspections have to 

be carried out.  Therefore, better techniques for improving safety while decreasing 

maintenance cost had to be implemented. 

HUMS refer to equipment, techniques and/or procedures by which selected incipient 

failure or degradation and/or selected aspects of service history can be determined 

[Cast06].  The initial motivation for introducing vibration monitoring in rotorcraft was 
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safety.  However, it soon became clear that a tool capable of describing the actual condition 

of critical components had considerable potential in maintenance planning and cost 

reduction. 

The adoption of a HUMS programme was introduced in the North Sea fleet in 1991; 

following a severe accident involving a helicopter, which is believed to have been 

preventable if a tail-rotor drivetrain mechanical malfunction had been detected.  Since then, 

HUMS have established themselves as vital technologies for preventing accidents and 

helping to make more efficient the maintenance effort.  Figure 3-1 shows the early HUMS 

timeline in the UK until the launch the HUMS programme became operational in 1995 by 

the UK MoD.  In 1999, the Civil Aviation Authority (CAA) issued regulations making 

HUMS mandatory for all heavy rotorcraft registered in the UK. 

• 1983 UK HARP establishes need for improved condition monitoring
• 1984 UKOOA and British Government sponsor HUMS research
• 1986 Major North Sea accident
• 1989 North Sea trials, UK government and industry sponsored
• 1990 Publication of “A guide to health monitoring of helicopters” by HHMAG
• 1991 First HUMS operational in North Sea
• 1995 Operational HUM programme by the UK MOD

 
Figure 3-1: Early HUMS timeline 

Health Monitoring is a term used for a wide variety of maintenance related activities 

including condition-based maintenance, condition monitoring, fault management, and 

usage monitoring.  However, HUMS is a term originally coined for rotorcraft, where a 

great amount of effort has been devoted to the design and development of such systems.  

HUMS data has also been intended to be used off-board; for years, the idea is to bring all 

this acquired knowledge to fixed wing aircraft and some on-board processing as well.  

HUMS therefore, is an acronym used to cover a wide range of airworthiness and 

maintenance-related monitoring functions. 

The definition of HUMS is found in DEF STAN 00-970 “Design and Airworthiness 

Requirements for Service Aircraft” [MOD10] and states that HUMS is “An air vehicle 

subsystem for the acquisition, monitoring, processing and, in some applications, display of 

health and usage data and transfer to a dedicated ground support system”. 

The purpose of HUMS is to improve flight safety, rotorcraft availability, maintainability, 

the ability to complete the mission, and to reduce life-costs.  HUMS refer to equipment, 
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techniques, and procedures applied to aircraft in order to determine incipient failures or 

degradation, and information about service history required for effective maintenance; such 

as to determine the optimum effective performance hours for a given component or 

system.  HUMS typically include the avionics equipment, an associated ground equipment 

and maintenance activities, as well as historical data for the whole fleet.  

As shown in Figure 3-2, the avionics equipment is represented by the on-board acquisition 

and data processing in real time.  The associated ground equipment includes the 

maintenance site and the off-board determination of health for maintenance actions, and 

the historical data is normally kept in archives for further analysis. 

 
Figure 3-2: A Typical HUMS System 

In summary, HUMS are a combination of sensors, data acquisition technologies, and 

software algorithms (preferably both on-board and ground-based) that are provided as a 

unit with the goals of reducing maintenance costs and improving safety. 
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3.2.2. Relationship between Safety and Maintenance 
Aircraft are dependable systems, i.e. they have the ability to avoid service failures that are 

more frequent and more severe than acceptable [Aviz04].  Dependability is characterised by 

several attributes, as shown in Figure 3-3.  

Maintainability
Integrity
Confidentiality
Safety
Reliability
Availability

Dependability

 
Figure 3-3: Dependability Attributes 

The relationship between safety and maintainability might seem obvious; if a system is not 

maintained properly, it can potentially become unsafe.  The emphasis here is that HUMS 

brings these two concepts together, hence this relationship is not disregarded in this thesis, 

and it is made explicit in order to enforce the dependable nature of aircraft.  Maintenance is 

part of the lifecycle of any system, and it is probably as vital to the dependability of the 

system as the design phase.  Maintenance is part of the fault removal strategy during the 

use phase of a system; therefore, maintenance could be regarded as a means to achieve 

dependability and it influences directly the safety of a system. 

 

3.2.3. Levels of Authority for a Health Monitoring (HM) System 
[Nicho05] defines the four levels of authority for a HM system, shown in Table 3-1.  Such 

classification is used in order to be able to place current HUMS systems and therefore to 

help finding potential pitfalls and improvements. 

Table 3-1: Levels of Authority Health Monitoring 

1. Full Authority HM carries out health monitoring such as fault detection and 
fault analysis (i.e. extent of failure) and reports any failure or 
degradation in operation.  It has authority to shut down 
equipment, applications, etc and to initiate software / 
hardware reconfiguration when required. 

2. Semi Authority HM carries out health monitoring such as fault detection and 
fault analysis in operation but has no authority to shut down 
equipment, applications, etc.  It reports any failure or 
degradation and recommends actions to be performed, by the 
operators, such as shutting down failed components, 
requesting immediate maintenance actions at destination or 
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software / hardware reconfiguration. 

3. Maintenance HM carries out health monitoring such as fault detection and 
fault analysis and reports any failure or degradation in 
operation for maintenance purposes only. 

4. No-Authority HM carries out health monitoring such as fault detection for 
later analysis. 

 

3.2.4. Traditional HUMS Roles 
One of the main roles associated with HUMS and heavily related to safety is the accounting 

for manoeuvres and conditions that are more severe than those that the aircraft was 

designed for, mainly in order to avoid premature fatigue and other types of failures that 

could be catastrophic.  

According to Table 3-1, the current generation of HM systems can be characterised as 

being level 3 or level 4 systems.  By employing level 3 or level 4 systems, additional support 

personnel or other systems would be required to make the decision to take action, or not, 

based on the data from the health monitoring system. 

3.2.5. Functions Performed By Traditional HUMS 
Typically, a multifunctional HUMS system for rotorcraft consists of one or more of the 

following facilities: Rotor Track & Balance (RTB), exceedances & structural monitoring, 

vibration absorber tuning, usage monitoring, and engine & gearbox diagnostics [Hess05].  

An additional capability of HUMS systems is that they should normally support the means 

to return the aircraft to service when maintenance actions are performed [Nicho05, 

LAT+00]. 

Figure 3-4 shows a simplified view of a generic HUMS system, which could be divided into 

two main sections: the on-board and the ground-based systems. 
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Figure 3-4: Generic HUMS block diagram 

The primary function of the onboard system according to [LFJY08] is to “actualize the on-

line real-time monitoring, synchronous simulation display, timely diagnosis, as well as the 

preservation of data of the entire work state of the equipment”.  The on-board system can 

be thought as of having two main parts: the HUMS section and the data retrieval unit 

[MR05, Cook07].  The HUMS section collects data from other subsystems (blocks in the 

figure) such as health, usage and structural monitoring, as well as flight profile data.  Any 

exceedances and overloads found are shown as warnings and cautions in the HUMS 

display; valuable data are stored in the data retrieval unit.  

In the figure, the block Health Monitoring refers to functions, which seek to signal the 

need for maintenance action if the monitored data does not lie within the pre-established 

healthy range.  It is related to the determination of incipient failures or degradation in 

subsystems or components; it assesses the overall airworthiness of the aircraft in a broader 

scope.  Health is evaluated by examining instantaneous indicators of the well being of vital 

components in the aircraft, for example: structural, rotor, engine and transmission 

vibration; on-board wear debris data, which can then be taken off-board for further 

analysis; as well as non destructive inspections. 

The Usage Monitoring block refers to functions, which seek to provide an indication of 

loading severity; it is therefore the determination of selected aspects of service history.  It 
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measures how the life of components is being expended, and selected attributes include 

strain and load measurements; flight conditions; aircraft weight; exceedance monitoring; 

flight details and various flight parameters, such as temperature, air speed, and altitude.   

It is important to clarify the current technological progress of exceedance monitoring in 

traditional HUMS, which involves the storage of a record of data whenever an operating 

limit is exceeded.  Typically, there is a continuous on-board monitoring of the performance 

parameters.  Transmission to the ground station only happens when an exceedance is 

observed.  Data is not stored for further analysis, instead a single value is transmitted to the 

ground station for maintenance purposes, in order to detect general trends over an 

extended time interval. 

The block Flight Profile Data Recording encompasses the avionics subsystems for Flight 

data recorder (FDR), Cockpit Voice Recorder (CVR), Flight control positions and 

parameters. 

In the figure, Structural Monitoring is the avionics section in charge of overlooking the 

structural integrity of the aircraft, HUMS uses information about loads monitoring and 

structural vibration.  The block Data Retrieval Unit constitutes the means to retrieve data 

from the aircraft to the ground station, typically in the form of a data cartridge or a 

computer disk.  Finally, the ground-based system is a combination of resources provided 

by the data collected on-board the aircraft and the inspection, analysis and maintenance 

actions performed in the ground station. 

 

3.3. Drive-by-wire systems 

3.3.1. Overview 

Drive-by-wire is an umbrella term encompassing vehicle control functions, such as 

acceleration, braking, steering, transmission, and suspension.  The main objective in the 

technology involved is to remove mechanical components from the systems involved and 

replace them with electronic devices, sensors, and actuators.  For example, in a typical 

steer-by-wire (SbW) system, the steering column is disconnected and sensors, electronics, 

and actuators are placed in the control loop, as shown in Figure 3-5.  
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Figure 3-5: The conventional and the SbW types of steering 

DbW systems began as Fly-by-Wire (FbW) for aircraft, and the technology is currently 

transferred to ground vehicles, as per common engineering practise; for example the Anti-

Lock Brake (ABS) system for vehicles was first introduced to Boeing aircraft circa 1947, for 

use in the landing gear braking systems of the commercial airliners [Alt97].    

Traditional vehicle control systems based on mechanical parts are required to have 

robustness and safety-critical properties; they are designed to endure many years of 

operational life without failures.  It follows that such parts have high manufacturing costs, 

require mechanical adjustments and tuning, and have to pass stringent safety-criticality tests 

[Mel08a].  

For example, in a typical rack and pinion steering system, the designer provides a static and 

predefined steering ratio between the displacement of the steering column, and the final 

rotation angle of the wheels.  This ratio would remain static for the operational life of the 

vehicle.  This scenario, whist proven cheap and functional, is not necessarily efficient, since 

the various usages and driving profiles of the vehicle (different road conditions, loads, 

diminishing performance from usage, tyre and suspension wear, and combinations of 

these) should dictate a different steering ratio for the vehicle to optimally negotiate a turn.  

In addition, requirements have arisen for transferring large volumes of data between 

automotive Electronic Control Units (ECUs) because there is a trend for more electronics 
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and software in vehicles.  The trend for more and more ECUs can be shown in Table 3-2 

below [Fra05]:  

Table 3-2: The evolution of ECUs in production vehicles 

Attribute 1979 2005 

Microprocessor (μ) Custom 6800 (8 bit) Motorola PowerPC (32 bit) 

μ clock speed 1 MHz 56 MHz 

Memory 4 kBytes 2000 kBytes 

Programming language Assembly code C code 

Calibration 0.256 kBytes 256 kBytes 

Sensors and actuators 5 each 20 each 

ECU pins Less than 50 More than 200 

The components that ECUs interface with are also evolving, with a progressively greater 

need, and without a doubt the component numbers will “increase in the years to come” 

[BOSCH07b].  In automotive sensors for engine control, for example, the number of 

sensors has predicted to increase from ten in 1995, to more than thirty in 2010 [BP96, 

Flemm01].  A more recent study [Flemm08] places the world automotive sensor 

production from 400 million in 2002, 640 million in 2007, to 1,100 million in 2013. 

The trend is similar for the software as well – as an example, a recent (2006) model of the 

BMW 7 series incorporates 67 ECUs, performing 270 functions, with 64 Mbytes of 

memory [BPS+06].  This trend is attributed to the multitude of data required in a modern 

vehicle, which can be classified accordingly as vehicle information systems (onboard 

computers, diagnostics and monitoring, navigation systems), driver information systems 

(modern dashboard and ancillary instruments to replace the analogue gauges), and onboard 

active / passive safety and driver convenience systems [BOSCH07c]. 

In addition, the emerging drivetrain technologies for alternatively powered vehicles such as 

hybrids and electric vehicles require additional real-time control due to the diversity of their 

designs.  

However, the legislation for drive by wire is still at its infancy.  This is because the 

conventional (mechanical) means of controlling a vehicle is perceived to be more reliable 

and safer than its electronic counterpart.  In addition, such a system is safety critical by 
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nature, since it “can potentially lead to loss of life, injury, and environmental damage” 

[WM95].  The system designer is required to create a system that meets stringent 

requirements “in both functional and non-functional fields”, including safety, reliability, 

availability, and maintainability [WM95].  

For a vehicle to legally be driven on a public road, a process called “type approval” must be 

passed.  This entails an examination of the vehicle, and a thorough review of its 

performance and components.  Civil Motor vehicles, used for carrying passengers, goods, 

and their trailers, Framework Directive 2007/46/EC applies for type approval [Plan10].  

Several factors have inhibited the integration of a DbW in a passenger car.  These are the 

safety critical nature of DbW, the big expenditure and financial outlay in advance, the fear 

of safety recalls, and the Non Recurring Engineering (NRE) costs.  These factors are in 

contrast to manufacturers goals, which are to reducing the time-to-market, and the 

minimising of research and development and component costs [GD04].  In 1998 [XT98] 

stated that “no vehicle supplier has introduced a really fault tolerant safety related x-by-wire 

systems without mechanical backup”.   

The fear of safety recalls is a main concern for the automotive industry, as a recall increases 

the warranty cost, and hurts the consumer confidence on the brand.  A car that requires a 

safety recall is perceived as unreliable, and consumers won’t buy it [Ibar07]. 

3.4. The military need for Drive-by-wire 

The military views DbW as an emerging technology with many benefits to offer.  The 

following sections elaborate on multiple scenarios where DbW is very important.  

3.4.1. Improvised Explosive Devices (IEDs) 

As western armies have to face a continuously expanding asymmetric threat, land forces 

cannot confront the opposing force (OPFOR) in a traditional manner.  Since July 2003, 

IEDs and other Improvised Munitions (IMs) are responsible for “1,795 deaths of Coalition 

Forces Casualties in Iraq and another 231 in Afghanistan which contributes to nearly 50% 

of all combat fatalities loses in Iraq, and 30% in Afghanistan” [Zorp08].  Therefore, new 

innovative technologies are required to help the fighting personnel remain safe in an urban 

front, against guerrilla warfare.  
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In a typical IED attack, the IEDs have been planted in a route that allied patrol vehicles 

use.  The IED explodes usually in the front underside of the vehicle, vectoring the full 

force of the blast in the front wheels and the driver.  The traditional driving controls 

require a mechanical connection of the steering wheel to the steered wheels, via the 

steering column, see Figure 3-5 left pane.  In the event of a blast, the steering column and 

steering wheel assembly is often dislocated from its mounting and travels towards the 

driver, often with lethal effect, as shown in Figure 3-6 [Ruhl09].  Note that the vehicle in 

the figure is actually a MRAP (Mine-Resistant Ambush Protected specialised truck).  This 

means that the vehicle was specifically designed to counter such threats – and in this case, 

the crew survived.  However, one can only imagine the effect of a similar IED blast in a far 

more common patrol vehicle such as the Land Rover Defender.  In addition, because of 

the conventional way the pedals are placed, the feet of the driver are also physically placed 

at great risk.  

 
Figure 3-6: The effect of an IED blast to the driver by the steering wheel 

A solution to this problem is to keep adding more and more armour and a V-shape to the 

vehicle, which indeed provides some results as the figure shows.  However, the problem 

with this approach is twofold: 1) whenever the OPFOR realises that their IEDs are not 

that effective, they just double the explosive mass, a quite effective “low-tech” solution.  2) 

The extra armour is by definition a very heavy solution, which means an underpowered 

vehicle, that wasn’t designed to handle the extra weight.  This means that the vehicle lacks 
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the ability to accelerate quickly out of a problematic situation.  The V-shape structure, used 

underneath the vehicles as a countermeasure to defect the blast sideways, helps raising the 

vehicle’s centre of gravity, thereby increasing the risk of the vehicle toppling over in violent 

manoeuvring.  With the added weight, bridge crossing, soft/weak roads, and mud crossing 

also become substantial issues.  These factors conflate to a greatly reduced effective range 

and capability, and higher fuel consumption and costs. 

Used as a technology enabler for crew survivability, DbW offers the decoupling of the 

steering wheel and driving pedals, and physically separates the operator from the actuators 

of the vehicle; it enables a different physical position for the driver, which can be better 

protected, which is a cause of many casualties and fatalities in the patrol vehicles.  This can 

ultimately provide the stepping-stone for a crewstation that is internally suspended in the 

vehicle, designed to absorb the exploding gases and concussive effect of the IEDs, IMs, or 

other land mines.   

3.4.2. Limited crew capability 

In the scope of military vehicles, such as a truck, a patrol vehicle, or Armoured Personnel 

Carrier (APC), the driver is required to be at the very front of the vehicle, due to the 

mechanically coupled controls.  This poses several problems for the crew:  

1. Communication in and out of vehicle 

2. Extended electronic clusters, with duplicate screens for driver and the rest of the 

crew 

3. Extended life support measures, such as Heating Ventilating Air Conditioning 

(HVAC)  

4. Visibility, especially for AFVs 

DbW can tackle these issues, and provide a defence against enemy action; if the enemy 

aims to immobilise an armoured vehicle by attacking the driver, they would not know 

where exactly the driver is seating.  In addition, DbW can counter crew fatigue when 

driving in rough terrain by minimising the effect the outside environment has on the 

steered wheels, and consequently the feedback the driver receives from the handwheel. 

Other ideas that DbW can be used for is the Remote Control.  Remote control is the ability 

of the crew, based in a secure bunker or in a different vehicle, to operate another vehicle 

remotely.  Tele-operated vehicles are gaining momentum and popularity, as they can enter a 
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high-risk area without loss of human life.  A DbW in such a vehicle would enable the fast 

switching from a human operator to a remote one.   

3.5. Conclusion 

In this chapter, two technology concepts were introduced: the HUMS systems and the 

DbW systems.  HUMS offer through life support to the vehicle operator and maintainer by 

monitoring the platforms health and detecting possible issues.  The Active HUMS 

technology is based on HUMS and explained in detail in Chapter 5.  It provides the 

stepping-stone for the Health Monitoring and Management, used in the mobile technology 

demonstrator in Chapter 6. 

DbW, in the military context, provides the means of increasing crew survivability, while 

expanding on the capabilities of the crew onboard.  An implementation of DbW is shown 

in Chapter 6, as a part of the mobile demonstrator testbed.  
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Chapter 4. Vetronics Verification & Validation 

4.1. Introduction 

This chapter presents the verification and validation techniques utilised in integrating 

dissimilar vetronics network technologies.  Specifically, classifying the AFV vehicle systems 

into categories, based on the required system integrity; the integration of TTP to MilCAN 

is also covered, following VSI standards and guidelines, and developing Validation & 

Verification methods best suited for this task. 

4.2. Land Systems 

Before the actual design process is shown, research was conducted in the system taxonomy 

of a generic Land Vehicle is shown, to familiarise the reader with the systems involved and 

the difference between the integrity of each system.  Systems were explored for relevancy 

for use on the testbed, so that there is better understanding in the level of complexity, and 

the logical and functional interconnections required. 

Modern AFVs have a multitude of systems with mixed criticality, which vary from driving 

control, to communications, drivetrain, and safety.  Additionally Heating, Ventilation & Air 

Conditioning (HVAC) control, and multimedia applications systems are additionally 

present [Chen08, Hern08].  

4.2.1.1. Land Systems Taxonomy  
In the scope of military land vehicles, the offensive systems are primarily a safety-critical 

system, whereas crew seat control is not.  Therefore, a functional partitioning is necessary 

in order to provide later on a classification of systems according to their criticality, hence 

helping the design effort towards a Service Oriented Architecture.  The candidate systems 

for a land vehicle typically comprise of: 
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a. Offensive systems 

b. Defensive systems 

c. Driving / Automotive systems 

d. Lighting 

e. Batteries and power generation 

f. Fire suppression 

g. Seat control 

h. Hatch / door / window controls 

i. Manual / backup controls  

j. Command/Recon 

k. Man – Machine Interface (MMI) 

l. Track tension control (if applicable) 

m. Cameras 

n. HVAC 

o. Nuclear Biological Chemical (NBC) contaminants suppression system 

p. HUMS (if applicable) 

q. Radios/Communications i.e. Battlefield Management System (BMS) 

 

4.2.1.2. Classification Taxonomy by safety criticality in 
candidate vehicle systems 

Based on [Chen08], [Hern08], and [Maas08], but keeping a broader - generic vehicle in 

mind, the list is modified as follows: 

Safety Critical  
a. Driving / Automotive systems 

b. Offensive systems 

c. Defensive systems (including Defensive Aid Suite) 

Safety related – but mission critical 

d. Hatch / door / window controls 

e. Heating, Ventilation & Air Conditioning (HVAC) 

f. Command/Recon 

g. Emergency battery 

h. Fire suppression 

i. Radios/Communications i.e. Battlefield Management System (BMS) 

j. Nuclear Biological Chemical (NBC) contaminants suppression system 
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k. Man – Machine Interface (MMI) 

l. Manual / backup controls 

Non-safety critical 

m. Lighting 

n. Seat control 

o. Track tension control (if applicable) 

p. Cameras 

q. HUMS 

Naturally, this classification relies heavily on a generic platform.  If it is used for a specific 

vehicle, adaptations are required; for example, a failure of a seat control in a vehicle may 

affect the drivers balance, and it could lead to a switch, lever, or pedal being pressed or 

otherwise utilised unintentionally making it at least a mission critical item.  However, in a 

different vehicle, this may not be the case. 

 

4.3. Approach 

The following work is based on extending the MilCAN rig (see Figure 1-1); the rig provides 

the main point where TTP and FlexRay are connected.  It is important to note here that 

the TTP segment was developed by the author and the FlexRay segment was developed by 

D. Summers, another member of the VVV Integrated Project Team (IPT).  Therefore, 

information pertinent to FlexRay integration will not be shown in this thesis, unless it is so 

required for clarification, for either the architecture or the functionality description.  

The V-model (see section 2.2.2.4) was utilised for the TTP-to-MilCAN-rig integration, 

since it combines system development with verification and validation, a major deliverable 

of this work.  The remainder of this chapter is organised following the structure of the 

steps in the V-model, and each section corresponds to a V-model phase.  The requirements 

analysis phase took place first.  This enabled the IPT to better understand and what must 

be accomplished.  The system specification was written next, which led to the architecture 

and system design, shown as the first Systems Integration Laboratory (SIL).  The 

subsystem design entailed detailed information for TTP hardware and software, as well as 

MilCAN and the VSI Bridge.  As an output of the previous phases, the implementation 

and coding phase was then implemented, specifying the TTP network low-level details and 

information about the communication protocol used for integrating TTP and MilCAN.  
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The Verification phase then took place, by examining the Subsystem testing, the 

Integration testing, and the System testing.  The Validation phase followed, which included 

the feedback for the first SIL and how it complied with the requirements.  After the 

validation phase, issues were identified and the process started again from the Architecture 

design for the Version 2 SIL, along with all other phases in the V-model.  

In the following sections, the reader explores how the system evolved and matured to 

create the testbed.  The following sections describe the two approaches to the design 

problem.  Each section includes the specification, testing, results, and finally the 

verification process.  In the end the validation process occurs. 

 

4.4. Requirements Analysis 

As the project started, an initial set of requirements was outlined in this stage.  The primary 

design requirements of the testbed network layout are [SM+09]: 

1. Compliance with the Vetronics Standards and Guidelines [Con09]. 

2. The system should consist of heterogeneous networks. 

3. The networks should cover different subsystem types, such as deterministic, safety-
related, real-time and non real-time. 

4. The networks should be bidirectionally connected, either directly or through one or 
more other networks. 

5. Application messages should be translated, encapsulated, or directly forwarded between 
networks. 

6. The network design should be as modular and as flexible and scalable as possible, to be 
able to accommodate future expansions and modifications. 

7. The application layer should expose all the basic features of the underlying protocols, 
so that they can be accessed and monitored by the stimulus mechanism. 

During the initial investigation phase, the following requirements for the stimulus 

environment have been identified: 

8. The environment connectivity should span through the network, and be linked to 
nodes from all the available networks. 

9. The triggering and monitoring mechanism should be coupled with the application 
layers of the attached nodes, remotely monitoring and controlling their operation. 
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10. The triggering and monitoring mechanisms should be precisely synchronised to achieve 
accurate timing measurements. 

11. The whole environment should be flexible and configurable to allow flexibility during 
later formal verification and validation procedures. 

 

4.5. System Specification of the TTP – MilCAN Rig connection 

The specifications for the connection between the TTP and MilCAN rig are shown below 

(FlexRay specifications are included as well, for clarification and consistency):  

1) TTP shall be connected to MilCAN with 2-way communication. 

2) FlexRay shall be connected to MilCAN with 2-way communication. 

3) The connection between MilCAN and TTP shall be a custom protocol, called the 

BridgeLink. 

4) A TTP node will act as a gateway to the TTP network. 

5) The TTP Gateway node must have access to all TTP messages. 

6) No node replication shall exist. 

7) Only one message type shall be used throughout the cluster. 

8) The application in any TTP node shall not execute before the TTP protocol is 

initialised & synchronized. 

9) Each TTP message shall be physically redundant. 

Additionally, functional, implementation-specific requirements were also drafted at this 

time: 

10) Information from the steering wheel sensor in a FlexRay node is transmitted to the 

FlexRay gateway. 

11) The FlexRay gateway will consequently transmit this data to the VSI Bridge and the 

MilCAN backbone. 

12) MilCAN shall send this information to the TTP Gateway node via the VSI Bridge. 

13) The TTP Gateway node will transmit this information to another TTP node that 

handles a steering actuator.  

14) The actuator TTP node will receive this message and translates it, and sends it to the 

steering actuator.  

15) The actuator shifts to the new position, moving a feedback sensor mechanically 

connected to the actuator. 



49 

16) The feedback data are then transmitted back, using the reverse path, to the feedback 

motor of the steering wheel, in the FlexRay segment.  

 

4.6. Architecture and System design 

4.6.1. Systems Integration Laboratory (SIL) – Version 1 

The requirements and the specifications described in the previous sections produced the 

first SIL layout, shown in Figure 4-1.  

 
 

Figure 4-1: The VVV SIL – Version 1 

In the figure, the MilCAN rig occupies the centre and the upper half panes.  The three 

MilCAN segments are shown in blue and red clouds, and are interconnected via the 

MilCAN backbones.  The segments are provided there to emulate real-world information 

from a generic vehicle, such as utilities (e.g. vehicle lights management), automotive (e.g. 

operation of a remotely controlled vehicle) and multimedia (e.g. cameras). 
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The FlexRay network is situated at the bottom left, while the TTP is located at the bottom 

right.  Both FlexRay and TTP are connected to both MilCAN and Ethernet backbones via 

the VSI bridges.    

TTP connects to the MilCAN Rig via a Bridge Interface Node (XC167), shown in the 

figure between the rightmost TTP node (the TTP Gateway) and the VSI Bridge.  Between 

them, the ‘PIO’ stands for Parallel Input/Output, described as part of the BridgeLink 

protocol (see section BridgeLink Communication Protocol Specification).  Data are 

transferred from the TTP Gateway to the VSI Bridge through the Interface Node, which 

consequently relays them through a point-to-point Ethernet link (‘ETH’ in the figure).   

The stimulus / monitor PC is also shown in lower half centre pane; it provides the 

necessary benchmarking capabilities so that the SIL can be tested for performance and 

functionality.  The stimulus / monitor PC is connected to various parts of the SIL to 

provide triggering points.  

 

4.7. Subsystem Design 

The subsystems design includes the following modules: TTP, MilCAN and the VSI Bridge, 

and the BridgeLink communication protocol.  

4.7.1. TTP 

4.7.1.1. TTP Hardware 
A technical description of the TTP cluster follows.  Before the actual integration with the 

MilCAN Rig took place, the TTP network had to be designed first.  A TTP cluster is 

shown below [TTTM05]: 
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Figure 4-2: The TTP cluster with 8 participating nodes 

The cluster box consists of a power supply, the TTP-PowerLink PL351 nodes, and cooling 

fans.  Four nodes were used for the needs of this project.  For reference, a node is 

described below.  

 

Figure 4-3: A TTP PowerLink PL351 node 

In the figure, a node consists of three boards that are connected to each other.  These are 

the evaluation baseboard, the CPU & TTP controller board, and the physical layer board.  

The CPU & TTP Controller board consists of an Infineon C167 CPU and the TTP 

communication controller AS8202NF (C2NF) as shown in the following figure.  

CPU-TTP controller Board 

Evaluation Baseboard 

Physical layer board 
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Figure 4-4 : Block schematic of the TTP PowerLink CPU C167 board 

 

The board includes external SRAM, FLASH memory and the TTP network 

communication controller AS8202 (AS8202NF).  An additional UART is fitted on the 

board.  The onboard Complex Programmable Logic Device (CPLD) works as a level 

shifter between the host (C167) and the communication controller.  Analog Inputs, digital 

I/Os, serial interfaces, CAN interfaces as well as the address- and data- buses are 

connected to the PLCB1 connector. 

In the physical layer board, external connectors for TTP, CAN and TTP/A (phased out 

TTP variant – for legacy applications) are available.  The evaluation board simply provides 

a “motherboard” role to connect these two modules. 

 

4.7.1.2. TTP Software 
TTP-Tools are a collection of specialised software that forms a powerful environment for 

developing safety-critical distributed applications based on TTP.  They support the entire 

development process, from rapid model-based prototyping to production-quality level 

generation.  This comprehensive tool chain significantly reduces development time for 

distributed real-time systems.  The interoperability of TTP-Tools can be visualised below 

[TTTM05]: 
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Figure 4-5: The TTP Tools development environment 

 

Note that the figure doesn’t include the TTP-Matlink, a TTP front-end design and 

simulation tool.  In Figure 4-6, one can see the design cycle and an explanation of what 

each component does for the TTP system development.   

TTP-Matlink is front-end, MATLAB / Simulink native tool that allows rapid prototyping 

of TTA Applications, from concept to downloading to the nodes and viewing realtime 

information on the TTP network.  It provides integration between the rest of the tools, and 

the system designer may or may not elect to use it, as its operation is not mandatory; 

however, it does allow for rapid development of applications.  This factor also depends in 

the target hardware, since some TTP Matlink supports basic C167 functionality but full 

MPC555 implementation. 
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Figure 4-6: The design cycle for the TTP to meet the needs of the project. 

Use TTP View to visualise the TTP Bus 
and cluster’s messages and functionality  

Use TTP Load to download the binaries 
to the nodes  

Write C Files (Configure IO ports etc.) 

Compile C files to create the TTP-OS 
binaries 

Edit C files from TTP Build as required  

Each CPU runs the TTP-Operating 
System (TTP-OS) 

Use TTP Matlink to setup the cluster and 
develop the application 

Use TTP Build to generate the individual 
node’s messages, subsystems, and tasks 
and provide the code generation for the 

TTP-OS & FT-COM Layer 

Use TTP Plan to generate the TTP 
cluster’s schedule and global messages 

Application 
Low Level 

Design 

TTP  
Protocol 
Design 

Application 
Design 
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The cluster design tool TTP-Plan provides the design of the central database of the cluster; 

the communication patterns for the exchange of messages between the TTP nodes are 

specified, in both value and time domains.  After the designer has completed the 

mandatory steps in designing and configuring TTP, a complete TTP communication 

schedule is created automatically.  TTP-Plan also enables the interfaces to the node design 

tool TTP-Build, to the monitoring tool TTP-View, and to the download tool TTP-Load.  

TTP-Build supports the design of the application software for a single node of a TTP 

cluster.  Based on this information, TTP-Build generates the Fault-Tolerant 

Communication (FT-COM) layer and configures the TTP-OS (Operating System) on the 

node.  Hence, TTP-Build provides the interface between the cluster level (i.e. the TTP 

schedule) and the node level (i.e. the application software).  

TTP-OS is the time-triggered Fault Tolerant (FT) OS, which is generated automatically 

from TTP Build.  TTP-OS was developed according to the DO-178B Level ‘A’ standard 

[RTCA92], has been specifically designed to support safety-critical applications.  TTP-OS 

supports embedded, distributed, fault-tolerant, and hard real-time application software.  It 

executes tasks according to pre-defined static task schedule, which is generated before 

runtime.  The FT-COM layer is a major element of TTP-OS.  Being the interface between 

TTP-OS and the communication network interface, the FT-COM layer exchanges data 

between these two interfaces and selects the redundant messages to be sent.  TTP-OS also 

complies with the OSEK/VDX Time-Triggered Operating System Specification [OSE01].  

TTP-Load is the download tool.  It transfers the message set generated by TTP-Build, as 

well as the user-defined applications written in C code, to the appropriate nodes in the 

cluster.  

TTP-View allows on-line, realtime visualization of the TTP traffic on a PC.  TTP-View 

collects all information via the TTP-Monitoring Node, which is synchronized with the 

cluster and is responsible of all real-time activities.  The second interface of the TTP-

Monitoring Node is connected to the PC via a standard Ethernet connection.  This 

decoupling of cluster and monitoring system guarantees consistent representation of the 

data sent on the TTP bus.  
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4.7.1.3. TTP-OS Time Triggered Idle Task Handling 
This section focuses on how the time TTP-OS handles various tasks at runtime.  As TTP-

OS is a strictly time-triggered operating system, tasks can only be activated in a specific 

temporal way; this means that the activation of each application task is triggered by the 

passage of time, according to a static time schedule calculated offline by TTP-Build. 

When a node waits its turn to communicate with the rest of the TTP network or when the 

node is in the startup mode, the OS starts the idle task.  This idle mechanism is 

implemented in TTP-OS using an idle task, called “tt_idle”.  During the idle task, TTP-OS 

continuously calls the background hook, “tt_background_hook”, in an infinite loop to 

make the idle time available for the application; it follows that this time interval is not used 

by any time-triggered application.  The background hook can be interrupted by all time-

triggered services and interrupt routines.  

The time spent in the background hook can by utilised by the system designer to define 

background activities, such as communication to the outside world.  Figure 4-7 shows the 

background hook and its role when a TTP cluster is initialised in a synchronous manner 

and Figure 4-8 shows the background hook in a running cluster. 

 
Figure 4-7: The synchronous startup of a TTP cluster 
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Figure 4-8: The background hook in a running cluster 

 

4.7.2. MilCAN and the VSI Bridge 

The reader should note that this section was not contributed by the author but from P. 

Charchalakis, another member of the IPT.  These sections are here so that the design 

process, leading to the development of the testbed, is consistent.  

“The operation of the MilCAN network in this application is primarily passive.  It serves 

only as an inter-connecting network to link the FlexRay and TTP networks.  No specialised 

functions have been developed for the Integration Demonstrator testbed configuration. 

For this development stage, the VSI Bridge has been extended with TTP and FlexRay 

Interfaces, and also a new MilCAN Interface has been created to replace the existing one.  

All three interfaces require an external hardware device (the network gateway) to operate as 

part of the internal Interface component of the VSI Bridge.  The data link between the two 

is an important part for the operation of the system, as it must provide the necessary 

performance not to affect the operation of the system. 

The network gateways are connected to the local networks and can access all the data being 

transferred by the system nodes, operating in a promiscuous mode.  By monitoring the 

network activity, they capture all messages and data exchanged between the nodes of the 

network and forward them to the VSI Bridge, where their associated Interface component 
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translated them to MilCAN based frames, which are then processed and routed based on 

the current configuration of the VSI Bridge.” 

 
 

4.8. Implementation & Coding 

4.8.1. TTP Implementation 

The high-level application chosen was a basic implementation of an automotive subsystem.  

Note that the system was designed to demonstrate interoperability between the three 

networks, the proof of concept, and to act as an information source, generating data for 

the rest of the testbed.  

A basic SbW application was chosen; see the right pane of Figure 3-5.  In the figure, the 

handwheel sensor and feedback actuator were connected to FlexRay, and the sensor - 

actuator combination for the steered wheels was connected to TTP.  The MilCAN rig was 

responsible to provide communication between the two.  

The steering actuator used was a servomotor.  This is controlled by a Pulse Width 

Modulation (PWM) signal from one of the nodes in the TTP network.  This PWM signal 

was produced by a PWM module in the C167 CPU.  The feedback sensor was mechanically 

connected to the actuator.  The feedback sensor is a potentiometer that varies its resistance 

according to the mechanical position of the servomotor shaft.  This is connected to an 

Analog – Digital Converter (ADC) module of another node’s C167 CPU. 

Note that any system is as robust as its weakest link.  By using a deterministic network 

(MilCAN) as a communication medium between the two safety-related networks (TTP & 

FlexRay) the integrity of the system was deterministic at best.  As such, any safety critical 

requirements were not taken into account. 

The information path was as follows: Data generated from FlexRay, were transmitted to 

the VSI Bridge via the FlexRay gateway.  The data were then relayed through the MilCAN 

network to another VSI Bridge and forwarded to the TTP network via a TTP Gateway.  

The TTP network handled the actuator and the feedback position sensor, and information 

was then relayed all the way back to FlexRay (using the same path) and the handwheel 

feedback actuator. 
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The TTP protocol design was formulated according to specifications.  The TTP Matlink 

GUI and the design for the TTP network are shown in Figure 4-9.   
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Figure 4-9: The TTP Architecture. 

The blue boxes are the TTP nodes, the yellow pentagons are the TTP messages, and the 

orange box is the configuration setup for the TTP cluster.  The yellow TTP messages on 

the right are messages transmitted from the nodes, and the TTP messages on the left are 
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the ones received by the nodes.  The GUI shows the TTP network in the TTA domain, i.e. 

the connections to the outside world are internal to each node; therefore, the link to 

MilCAN and sensors & actuators are inside the nodes/blue boxes.  

The output message from the gateway Node - Node 1 - is called “Milcan_input_ADC” . It 

is the message sent originally from FlexRay, then to the MilCAN Rig.  ADC stands for 

Analog to Digital Converter – it is the ADC unit from FlexRay that captures the position 

of the steering wheel.  Upon entering the TTP network, the gateway Node transmits it to 

Node 4, which translates it to the value required for the actuator.  Since the actuator is 

mechanically connected to the feedback sensor, whenever the actuator shifts from a given 

position, the sensor will move as well to reflect this.  Node 3 receives this feedback sensor 

data and translates it to a feedback output message, called “Feedback_ADC”.  This 

message is received by the gateway and transmitted back to MilCAN, and eventually to 

FlexRay.   

The gateway functionality of node 1 is situated in the idle task, therefore it will execute if 

there is no other time-triggered task requiring CPU time.  It was implemented in such a 

way because this is a proof-of-concept design, and to reduce system complexity. 

 

4.8.2. The BridgeLink Communication Protocol 

BridgeLink was developed and implemented in cooperation with P. Charchalakis and are to 

be considered mutual contributions.   

Developed in-house, BridgeLink is a custom protocol to communicate to and from the 

bridge interface device (XC167) with the TTP Gateway.  It is specified as a packet based 

solution with custom frames to encapsulate the data for transfer, and directly interfaces 

between the Application Layer of the TTP nodes and the Bridge interface device.  The 

specification for BridgeLink provides three layers: a Physical Layer, a Data Link Layer, and 

a Network Layer, as shown in Figure 4-10.  
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Figure 4-10: The BridgeLink communication protocol 
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4.8.2.1. BridgeLink Physical Layer 

The Physical Layer defines the hardware interface, signalling protocol, and communication 

protocols to transfer data between the TTP Gateway and the Interface Node.  It connects 

the devices in a manner shown in Figure 4-11.  Both devices (A and B in the figure) have 

bidirectional ports for data (‘DATA’ port) and control (‘CONTROL’ port).  

CONTROL - OUT

CONTROL - IN

DATA - IN

DATA - OUT

CONTROL - OUT

CONTROL - IN

DATA - IN

DATA - OUT

DEVICE-A DEVICE-B

 
Figure 4-11: BridgeLink Physical Layer 

8-bit lines are specified for the DATA port and 2 lines for the CONTROL port.  The 

CONTROL port lines are specified as ACT-W and ACT-R.  The device that has data to 

transfer, i.e., writes on the bus, signals the other device (the reader) that valid data are on 

the bus.  It implements that by using the ACT-W (bus active - write), while the reader 

responds that the data have been transferred by signalling the ACT-R (bus active - read).   

The steps taken to transfer a single byte are shown in Figure 4-12 and explained in the text 

afterwards. 
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Figure 4-12: BridgeLink byte transfer 

In the figure, ‘1’ and ‘0’ represent the logic 1 & 0 for each line, while the numbers 1-7 are 

steps, which are explained below: 

1. The writer sets valid data on the DATA bus. 

2. The writer then modifies the ACT-W to logic ‘1’ (sets the ACT-W) to signal “Data 

Ready”. 

3. The reader then is signalled to read the data. 

4. When the reading is done, the reader signals the writer of this setting ACT-R line.  

5. The writer then clears the buffer of the data. 

6. The writer modifies the ACT-W to logic ‘0’ (clears the ACT-W) to show the end of 

transmission (EOT).  

7. When this is received by the reader, it clears the ACT-R line to indicate that the EOT is 

acknowledged. 

Hence, the two devices communicate to each other asynchronously, in either polled (i.e., 

continuously interrogating each other), or by interrupts (i.e., when data are ready start the 

process).   
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4.8.2.2. BridgeLink Data Link Layer 

In the Data Link Layer, the software protocol and structure are defined.  Additionally it 

covers synchronisation and error detection.  Gathered data from the host application are 

assembled to a Data Link Layer Packet (DLL-P), and then sequentially transmitted through 

the PIO link in the physical layer.  

One might wonder why the data are assembled and then segmented for transfer.  Wouldn’t 

it be quicker just to collect and transmit as soon as the data are received from the host 

application?  Single byte transfers from the Physical Layer are susceptible to data 

corruption; hence by utilising a known fixed size frame and the structure described below, 

these conditions can be alleviated.  In addition, the data had to be morphed into MilCAN 

frames, when travelling through the MilCAN rig; thus, by providing a similar frame to 

MilCAN frame, the data can be encapsulated for easier use by the designer of the MilCAN 

rig.  Finally, due to the parallel implementation of FlexRay integration to the MilCAN rig, 

this format provides commonality across the IPT.  

The fixed-sized packet for the DDL-P consists of 32 bytes with the following structure: 

 

Figure 4-13: BridgeLink DLL-P packet structure 

The Header is specified as 1 byte, in which bits 5-7 is the Header.Type, describing the 

packet type.  Header.DataLen, in bits 0-4, describes the size of the user data in the payload.  

The payload itself is 0-30 bytes and if there are not enough data to fill the 30 bytes, then 

the additional bytes are padded to complete the 30 bytes.  The tail is an 8-bit checksum. 

The DLL-P packets can be one of the following types: 

0: TYPE_INV: Invalid 

1: TYPE_CMD: Command (Command operand is held in payload) 

2: TYPE_NLP_F2

                                                 
2 Packets of types TYPE_NLP_F/I/L are used by the higher-level application, and NLP stands for 
Network Layer Packet.  The NLP is not utilised in the thesis work but provides specification commonality 
across the IPT.  

: DLL-P First frame 

---------------- Header ----------------
 

Header.Type  Header.DataLen Payload Tail 

0                        Bytes                          1                     30       31 
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3: TYPE_NLP_I: DLL-P Intermediate frame 

4: TYPE_NLP_L: DLL-P Last frame 

5: TYPE_NLP_S: DLL-P Single frame 

To indicate the start of a transfer of a fragmented NL-P packet, the first DLL-P packet is 

tagged as of type TYPE_NLP_F, indicating it is the first frame of the sequence.  

Subsequent packets are tagged as TYPE_NLP_I, while the last packet is tagged as 

TYPE_NLP_L.  The application can then differentiate each packet, a useful feature for 

error detection or lost corrupted or invalid DLL-P packets.  

Provisions for a synchronisation mechanism are also implemented.  The synchronization 

frame is a sequence of two 32-byte DLL-P frames.  The contents of the frames are 

numbers, counting upwards from 0 (0x00 in hexadecimal) to 63 (0x3F in hexadecimal).  

When the receiver identifies a synchronisation frame, the operation is reset and then 

restarted.  The detection and handling of the sequence is managed within the receiver, 

integrated to receiving algorithm of the DLL-P frames. 

The DLL-P frames are created and then transferred via the Physical Layer.  The transmit 

operation is shown in the following diagram.  DLL-P frames are constructed and then put 

on a buffer as raw 32-byte blocks.  The contents of the buffer are then transmitted over the 

Physical Layer.  Once the contents of the buffer are sent then the process restarts, as 

shown in Figure 4-14:  

Check pending
packets

Load pending
packet to buffer

Send buffer

 
Figure 4-14: BridgeLink DLL-P transmission flowchart 

The receiving algorithm that processes the receiving stream is shown in Figure 4-15.  The 

algorithm integrates the synchronisation processing mechanism that detects the 

synchronisation sequence and handles the resynchronisation. 
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Figure 4-15: BridgeLink DLL_P reception flowchart 
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The received DLL-P packets are processed based on their type.  Packets of type 

TYPE_CMD are single-frame packets and are forwarded do a dedicated handler for 

processing, while packets of types TYPE_NLP_F/I/L are used by the higher-level 

application.  

Regarding error handling, lost or corrupted DLL-P frames will be detected and discarded, 

but no retransmission will be requested.  No recovery procedures are included in the DLL-

P in order to minimise processing complexity and overheads.  The primary assumption is 

that any type or fault conditions that results to this type of corruption will be extremely 

limited. 

 

4.8.2.3. TTP Triggering 

One TTP node, node 4, acts as the trigger, whilst another node, node 1, acts as the gateway 

to the other networks.  The Node 4 trigger algorithm runs continuously in the background 

task (the background hook or idle task described earlier) of that node.  The triggering 

information is then transmitted in the TTP network.  Node 1 receives the triggering 

information as a TTP message; in the background hook, it transmits a frame via the 

BridgeLink protocol & waits for its return.  Upon reception of the transmitted frame, node 

1 advances a ‘received frames’ counter and transmits this information to TTP.  Node 4 

receives this counter, and forwards this as another TTP message to the TTP bus. 

 
 

4.9. Subsystem Testing (Verification) 

4.9.1. Testing setup  

For the TTP-to-MilCAN-rig testing configuration a common TTP testing scheme was 

developed, that allows multiple testing schemes to be set up.  A set of measurements were 

taken to identify the BridgeLink latencies introduced by the hardware and software.  These 

calculate the time taken for a packet to traverse from the VSI Bridge to a device, processed, 

resent back, and arrive to the source (roundtrip):  

Test 1-1: VSI Bridge to VSI Bridge Interface Node (contributed by P. Charchalakis) 
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Test 1-2: VSI Bridge to TTP Gateway Node.  

By repeating each transmission several hundred times and by averaging the results, a 

baseline indicative number for the average network latencies on each link can be 

determined. 

4.9.2. Results 

In the following figures one can see the roundtrip latencies of a frame starting from the 

VSI Bridge and travel back by the Bridge Interface Node, and the TTP Gateway node.  

The nodes were at the same time performing their primary functions of their protocols 

(i.e., the Bridge Interface Node running the MilCAN protocol).  The variety in latencies 

between the different nodes is also based on the specific implementation of the BridgeLink 

protocol, its optimisation, and how it has been coupled with the existing application layer.  

 

Figure 4-16: Test 1-1, VSI Bridge device to Bridge Interface node 

In Test 1-1, a BridgeLink frame is emitted by the Commercial of the Shelf (COTS) PC 

hosting the VSI Bridge.  The frame travels across the (Ethernet) link to the Bridge 

Interface node (XC167), where it is immediately reflected back.  The y-axis of this graph 
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shows the round-trip-times for this frame over 200 trials.  This test examines the latency of 

the link between the VSI Bridge host and the remote XC167, although it also captures 

some of the latency present in the firmware on the XC167, as the frame reflection is done 

explicitly by software.  Note that all XC167s can be assumed equal, as they are the same 

board revision and run the same firmware. 

 

Figure 4-17: Test 1-2, Bridge device to TTP gateway node 

 

In Test 1-2, the Bridge host emits a BridgeLink frame (over Ethernet) to the remote 

XC167.  The XC167 receives the BridgeLink frame and retransmits it to the TTP gateway 

over the digital I/O link.  The TTP gateway reflects the frame back to the Bridge host via 

the XC167.  As before, the y-axis of the graph records the latencies over 200 trials.  This 

test examines the latency of the link between the Bridge host and the TTP gateway, which 

encompasses four separate sources of latency: the Ethernet link between the Bridge host 

and the XC167, the XC167 firmware involved in frame retransmission, the digital I/O link 

between the XC167 and the TTP gateway, and the software of the TTP gateway. 
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4.9.3. Verification  

As the results show, this stage of the testing (Subsystem Testing) is verified, since the 

results show a functional means of communication between the TTP, Bridge Interface 

node, and the VSI Bridge.   

The implementation of the BridgeLink protocol is primarily responsible for the variation in 

the latency, with the way it has been put together with a time-triggered system and a 

deterministic system.  

4.10. Integration & System Testing (Verification) 

4.10.1. Testing Setup 

After the functional communications tests, the Integration testing phase follows along with 

the System Testing.  The tests conducted here will evaluate latencies produced by the 

networks (TTP & MilCAN) connecting to the VSI Bridge, and the end-to-end delay from 

TTP to MilCAN.   

4.10.2. Results 

In Figure 4-18, the MilCAN gateway sends a BridgeLink frame over to the Bridge Interface 

node (XC167), which then forwards it to the VSI Bridge.  There, the frame is immediately 

reflected back to the MilCAN gateway via the XC167.  This test examines the latency of 

the link between the MilCAN gateway and the VSI Bridge.  Four main latency factors are 

explored: 1) the link from MilCAN gateway to XC167, 2) the reverse path, 3) the link from 

XC167 to the VSI Bridge and 4) its reverse path.  
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Figure 4-18: Test 2-1, MilCAN loopback via VSI Bridge 

 

In the figure, one can see the average latency in 200+ samples, measured to 1.5ms (Test 2-

1).  From the values measured in the previous section, it is possible to calculate an 

approximate round-trip latency for the complete TTP / MilCAN network, shown in Figure 

4-19.  The latency from the TTP gateway to VSI Bridge averages 4ms (Test 1-2); moreover, 

from the MilCAN gateway to VSI Bridge averages 1.5ms (Figure 4-18).  Additionally, the 

XC167-VSI Bridge link latency is averaged to around 0.25ms (Test 1-1).  Adding the 

segment latencies together, a round-trip latency of around 5.5ms is calculated, without any 

TTP and MilCAN network latencies.  Simple monitoring was performed on the TTP 

cluster to gather more information.  If the TTP and MilCAN segment latencies are 

included, the total round-trip latency is a fairly constant 22.5ms.  The small jitter affecting 

the XC167 and the VSI Bridge has no dramatic effect in the temporal behaviour of the 

end-to-end latencies.  The 22.5ms are shown in Figure 4-19, and they are calculated as 

follows:  
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Figure 4-19: TTP to MilCAN end-to-end roundtrip average latencies breakdown 

The values shown in Figure 4-19 between TTP-VSI Bridge (4ms), XC167-VSI Bridge 

(0.25ms), and VSI Bridge-MilCAN (1.5ms) are round trip times; they are rounded averages 

from the graphs presented in the previous sections.  The other three values are derived by 

simple calculations.  There are boundaries between TTP and MilCAN segments, and the 

measurements shown above coming to a total round trip delay of 5.5ms above do not 

include TTP & MilCAN network latencies.  

The end-to-end total round trip latency between TTP & MilCAN segments has been 

measured to be at a fairly constant 22.5ms.  The small jitter affecting the XC167 and the 

VSI Bridge has no dramatic effect in the temporal behaviour of the end-to-end latencies. 

 The 22.5ms can be broken down as follows: from the TTP triggering event (that occurs in 

the TTP triggering node) to reception of a returned frame in the TTP gateway node is 6 

TDMA rounds multiplied by 2.5ms/round = 15ms, and from G/W back to triggering 

node is an additional 3*2.5ms = 7.5ms, hence, 15ms + 7.5ms = 22.5ms.  If one assumes a 

symmetrical division of the round trip latency to two one-way trips, the duration of such a 

trip would be 11.25ms.  

4.10.3. Verification 

These results are functional, and incorporate the bare minimum implementation or baseline 

to collect basic results (system calibration).  This implies that the TTP network, the VSI 

Bridge, and the MilCAN are under no specific load.  When the application is introduced to 

the whole system, it is anticipated that higher latencies and jitter will be presented, and the 

TTP XC167 VSI 
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functional results presented in this chapter will be used to calibrate the application results 

later on.  For example, we know that the TTP to MilCAN end-to-end baseline latency is 

22.5ms, running an application that produces latencies of 38ms means that the 38ms – 

22.5ms = 15.5ms latency is application-specific. 

 

4.11. Acceptance Testing &Validation 

Indicative results were collected in this section, which were used as a basis to identify the 

bottlenecks and performance issues of the network.  Analysis indicates that, in the current 

configuration, the VSI Bridge and its accompanying peripheral components do not 

significantly affect the latency of messages being transferred within or between networks.   

Baseline inter-networking communication latencies were established.  However, better 

designs are required; specifically, the connection between TTP and MilCAN has a rather 

notable delay, and the primary cause of this is the TTP inter-networking communication, 

meaning that a better solution must be found.  The TTP developed application software 

must be re-written to reduce this communication bottleneck, as well as a better solution to 

BridgeLink for the TTP side.  

The triggering application, although functional and helpful during the tests presented here, 

does not meet the requirements, e.g. the centralised VVV Stimulus monitor has no access 

to it, and therefore another implementation must be produced.  

 
 
 

4.12. Version 2 Architecture & System Design  

In the previous section, a high-level application was designed to test the functionality of the 

testbed.  However, this was just an implementation for getting baseline figures as an 

example and not a real solution.  This section provides the move into the design of the 

implementation that is closer to reality.  After the previous verification process, the testbed 

has been modified as follows: 
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Figure 4-20: The VVV SIL – Version 2  

Comparing this version to one shown in Figure 4-1, several aspects were changed, while 

the MilCAN network was judged mature in terms of development and remained as it was.   

As stated in the beginning section of the chapter, of the primary requirements of triggering 

was to use a clear, consistent, and as similar as possible specification throughout the VVV 

testbed.  In software, the TTP cluster has been revised, to enable integration with triggering 

for both human and computer triggers, among other benefits, described later in the section.   

In the second approach, the SSCLink was designed, as faster and simpler means of 

synchronized communication between TTP and the VSI Bridge.  Several testing schemes 

were done to compare the proof-of-concept in the new interface with the previous one 

(BridgeLink).  The triggering system has been substantially upgraded, with a specification 

that works universally in the testbench. 
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4.13. Version 2 Subsystem Design 

4.13.1. TTP Design Changes 

It is now possible to manipulate values of the TTP messages from external stimulus, and 

route information into a specific node in the networks – as one would see in a real world 

application, where TTP, VSI Bridge, and MilCAN would be integrated.   

In software, the TTP cluster has been revised, to enable integration with triggering for both 

human and computer triggers, among other benefits, described later in the section.  Below 

one can see the TTP-Matlink image for the whole cluster. 

 
Figure 4-21: The revised TTP cluster 

In the figure, the first node shown on the left is node 1, the gateway node.  Nodes 2, 3 and 

4 are shown from top right to bottom right, respectively.  The yellow polygons to the right 
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of each node are the TTP messages that each node sends, and one can see the TTP 

messages that a node receives to the left of the node in question.  

In this version of the TTP cluster, all nodes now communicate to each other.  For 

example, node 1 can now communicate to nodes 2, 3 & 4, and back.  Node 1 produces 

seven messages: three for all other nodes, one reserved for future expansion, and three 

more to be used with node 4 as triggering data.  Node 1 receives all information from the 

TTP cluster, since it is the gateway node.  Nodes 2 and 3 communicate with each other, 

also with nodes 1 and 4, and each has reserved time from the cluster for a future expansion 

message.  Node 4 communicates with all three nodes, plus a future expansion message, and 

also with node 1, to exchange application and triggering information. 

In the development phase of a TTP application, the TTP network design is first and TTP 

message definition occurs at that time.  The application is developed next, using those 

messages, but if an application requires the use of more messages, the whole TTP cluster 

requires a re-design, since every node requires to know the message definitions, whether 

they use them or not.  Therefore, this design allows the use of more complex applications, 

and currently the TTP messages are placeholders for those applications.  This helps the 

design to be future proof, as new changes in applications will only require the change in the 

application coding, but not in the TTP cluster schedule. 

The TDMA cycle of the TTP network was also changed, as shown in Figure 4-22.  In the 

figure, two (horizontal) TDMA rounds can be seen, and the sum of these two is a cluster 

cycle.  The TDMA cycle remains as before to 2500 μs (2.5 ms).  In an effort to reduce 

network latencies and improve performance, the first TDMA round is exactly specified as 

the second one.  The reason for this is the update time (or effectively, the period) of the 

TTP messages, which is also now halved from 5ms (waiting for two TDMA rounds) to 2.5 

ms (using each TDMA Round). 
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Figure 4-22: The TTP cluster schedule.  

4.14. Version 2 Implementation & Coding 

4.14.1. SSCLink Design 

The standard interfaces had undergone significant changes and various improvements, 

including the Synchronous Serial Channel (SSCLink).  Aimed to increase bandwidth, 

reduce cabling & complexity, and communication link speed between TTP and VSI Bridge, 

the SSCLink protocol provides a solution for packet-based communication between the 

VSI Bridge, Bridge Interface Node, and the Application Layer of a device, where the device 

has a high-speed SSC, able to handle 2-byte data links.  Data is transferred to the Bridge 

through an Interface Node (XC167 node) that relays the data through a point-to-point 

Ethernet link.  The SSCLink is shown in Figure 4-23 and described below. 
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Figure 4-23: The SSCLink communication structure 
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The SSCLink consists of Physical Layer, Data Link Layer, and Network Layer 

specifications.  The Physical Layer defines the hardware communication protocol to 

transfer data between the Device and the Interface Node.  It defines the hardware interface 

and signalling protocol.  The Data Link Layer defines the software protocol and structure 

to packetize the data and transfer them through the Physical Layer.  It covers error 

detection and resynchronisation.  The Network Layer defines the main packet structure for 

the communication between the Bridge Interface and the Device Application Layer.   

SSCLink Physical Layer 
The physical layer interconnects the two devices (TTP Gateway Node & Bridge Interface 

Node), in a master/slave pair, as shown in the next figure.  The TTP Gateway Node acts as 

master, while the Bridge Interface Node is the slave.  To achieve full-duplex 

communication, each device utilises three lines.  From the masters’ perspective, one line is 

the transmit line (MTSR), another line is the receiving line (MRST), and the third line is the 

clock line, which the master device transmits.  The functional design and interconnection is 

shown in the next figure [INFI00]. 

 
Figure 4-24: Functional design and interconnection 
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SSCLink Data Link Layer 
The Data Link Layer utilises a 2-Byte, fixed-size packet to transfer data over the Physical 

Layer.  Basic functions were written to enable the usage of the SSC module in the target 

hardware, such as transmit, & receive a two-byte packet.  These functions are incorporated 

in the higher-level protocol, the network layer. 

SSCLink Network Layer 
The Network Layer provides a packet structure (SSCLink Frame) for the Application Layer 

to transfer data.  The SSCLink Frame has the following structure, shown in Figure 4-25 

and Table 4-1: 

 

Figure 4-25: The SSCLink Frame 

 
Table 4-1: The SSCLink structure 

Name Size Description 
Group Byte 1 Byte Declares the group (e.g. category) of the Frame 

Function Byte 1 Byte Declares the Functionality of the Frame (e.g. type) 
Payload Byte 4 Bytes Frame Data 

Future Growth 2 Bytes Reserved for future use 
 

Below one can find a detailed specification of the frame bytes.  The Group field illustrates 

the category of the message, with the following format, as shown in Table 4-2: 

Table 4-2: The SSCLink Group Field options 
Group 

Number 
(in decimal) 

Category & Subcategory 

0 Safety Critical, Driving / Automotive Systems 

1 Safety Critical, Offensive Systems 

2 Safety Critical, Defensive Systems 

3 Safety Related, Hatch /door /window controls 

4 Safety Related, Heating, Ventilation & Air Conditioning (HVAC) 

Function 
Byte 

Group 
Byte 

Future Growth 
Bytes 

Payload Bytes  

0     1         2  byte            6   8 
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5 Safety Related, Command/Recon 

6 Safety Related, Emergency battery 

7 Safety Related, Fire suppression 

8 Safety Related, Radios/Communications i.e. Battlefield Management 
System (BMS) 

9 Safety Related, Nuclear Biological Chemical (NBC) contaminants 
suppression system 

10 Safety Related, Man – Machine Interface (MMI) 

11 Safety Related, Manual / backup controls 

12 Non safety critical, Lighting 

13 Non safety critical, Seat control 

14 Non safety critical, Track tension control (if applicable) 

15 Non safety critical, Cameras 

16 Non safety critical, HUMS 

17 -230 Future Growth 

231 -240 Development 

241 - 255 Testing 

 

The next field is function, describing the exact functionality of the SSCLink Frame.  This is 

shown in Table 4-3 below: 

Table 4-3: The SSCLink Function Field options 
Function Number 

(in decimal) Functions 

0 - 9 Primary functions (e.g. Pedal position in DbW) 

10 - 19 Status Functions (e.g. gun has fired) 

20 - 29 Secondary Functions (e.g. Temperature ) 

30 - 200 Future Growth 

201 - 220 Development 
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221 - 255 Testing 

 

The SSCLink is a fixed sized frame comprising of 8 Bytes.  The total SSCLink Frame size is 

smaller than the maximum payload of an Ethernet frame (with the most widely used MTU 

of 1500 Bytes), allowing it to be directly encapsulated within an Ethernet frame without the 

need for fragmentation.  Using this approach, all SSCLink Frames are directly forwarded by 

the Interface Node to the Bridge Interface through the point-to-point Ethernet link. 

The handshake protocol is utilising 2-Byte commands to initialise and establish a full 

duplex communication.  There are four possible states of communication: 

1. Idle.  No communication of data takes place, but the clock is still being transmitted 

to the receiver. 

2. Master Receive.  The slave device has data to transit to the master device. 

3. Master Transmit.  The Master device has data to transmit to the slave device. 

4. Master Transmit & Receive.  Full duplex communication, where simultaneous 

transmission & reception of data takes place. 

Four commands are also specified, and communicated prior to SSCLink frame 

transmission.  These commands are IDLE, MRX, MTX, MTX&MRX, and their 

functionality is respective of the states above. 

In Figure 4-26, one can see the handshake protocol flowchart, to transfer an SSCLink 

Frame.  This process keeps repeating indefinitely.  

Concluding, the SSCLink was designed as faster and simpler means of synchronized 

communication between TTP and the VSI Bridge.  Several testing schemes were done to 

compare the proof-of-concept in the new interface with BridgeLink.  The triggering system 

has been substantially upgraded, with a specification that works universally in the 

testbench.   
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Figure 4-26: The handshake protocol flowchart 

 

4.14.2. Triggering Specification 

In TTP, the serial ports of nodes 1 & 4 have each been programmed to accept a byte as a 

triggering command.  The C167’s Asynchronous Synchronous Channel (ASC) is 

configured in 8-bit data asynchronous mode at a rate of 57.600 kbps, full-duplex.  The 

serial frame, used to communicate the byte contains also one start bit, and one stop bit, 

making the total amount of bits in the frame to 10, as shown below: 

D0
(LSB) D1 D2 D3 D4 D5 D6 D7 Stop

Bit
Start
Bit

 
Figure 4-27: The 10-Bit Serial link frame used for triggering. 
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The byte itself is a command, leading to the ‘triggering’ of an action.  The first octet of the 

triggering command byte is a ‘group’ function, and is specified as follows:  

Group ‘1’: Local triggering node - application data manipulation.  This group allows the 

operator of the trigger3

 to switch on and off the LEDs of the node,  

 to edit the value of a TTP application message that is broadcasted 

in the TTP network, to demonstrate or simulate the occurrence of an event.  For example, 

the function could be the reading of a position or temperature sensor.  It follows that 

another node in the network, or the VSI bridge, receives the message, as they should in a 

real-world application (i.e., not in the testbed only) and use it or respond to it.  Commands 

are specified for zeroing, increasing, decreasing, toggling, and filling the value of the 

message with ones. 

Group ‘2’: Local triggering node events.  The group allows the trigger operator to perform 

events in the node that are not transmitted over the TTP network.  These are:  

 a serial loopback test (meaning, the trigger operator will receive the same 

command back),  

 a command to stop the triggering,  

 clear error flags or LEDs and re-start the bus controller,  

 a node restart,  

 an asynchronous transmission of frames4

 a bus information event (i.e., an event happens on the bus, and the local 

node becomes aware of it),  

,  

 a ‘force the TTP bus controller off’ command.  

 

Group ‘3’: group 3 contains all routing commands.  These commands are universally 

known throughout the testbed.  The trigger operator can set the TTP network to route 

information to the TTP-VSI Bridge Interface Node (XC167).  If a timer is started when the 

                                                 
3 In this case, the operator is the VSI Bridge, but could also be a human operator, utilizing a terminal in a 

PC (e.g., HyperTerminal) 
4 Since TTP is strictly a synchronized TDMA means of communication, this command cannot be used in 

TTP.  
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triggering command is issued, and stopped when the triggering command is received (from 

the XC167 back to the trigger operator), then the network latency can be found. 

Group ‘4’: This group contains all the commands that group 3 has, but also with a return 

path, which is the same as the outgoing trip.  Continuing the example from above, the 

XC167 routes the information back to the TTP network, and from there to the VVV 

stimulus, instead of directly providing the information to the latter.  

Group ‘E’: Local Triggering Node Acknowledgements.  As the local node receives a 

triggering command, it returns immediately an acknowledgement to the trigger operator.  

The acknowledgement can be an OK signal, an error in the triggering command.  For 

example, a command may be given that is not defined, and there are provisions to detect 

this.  

Group ‘F’: Remote Triggered Node Acknowledgements - Event Detection.  This section 

describes the event detection that the local node has recognized.  If a triggering event has 

occurred in another TTP node from group 1 above, the local node has the ability to detect 

this and show what has changed to the trigger operator.  Commands are specified for 

zeroing, increasing, decreasing, toggling, and filling the value of the message with ones.  In 

addition, there is a command for a triggering error.   

The commands specified are shown in Table 4-4. 

Table 4-4: The triggering protocol specification 

Group Function 
Value Description 

1 0x10 Zero the message 

1 0x11 Increment the value of the message 

1 0x12 Decrement the value of the message 

1 0x13 Toggle the value of the message  (0x00 to 0x01 or reverse) 

1 0x1F Fill the message with 1s 

2 0x20 Switch  on Node LED 1 

2 0x21 Switch  off Node LED 2 

2 0x22 Switch  on Node LED 1 

2 0x23 Switch  off Node LED 2 
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2 0x24 Trigger serial loopback test 

2 0x25 Stop triggering 

2 0x26 Clear errors and error flags - start Bus controller 

2 0x27 Node restart 

2 0x28 Transmission of frames - not in TTP 

2 0x29 Bus information event 

2 0x2A Force Bus controller off - Error injection 

3 0x30 Route to the middle MilCAN segment in the SIL V2 figure 

3 0x31 Route to the rightmost MilCAN segment in the SIL V2 figure 

3 0x32 Route to the Bridge Interface Node XC167 - Between 
MilCAN Backbone and VSI Bridge 

3 0x33 Route to the VSI Bridge that talks to TTP 

3 0x34 Route to the Bridge Interface Node XC167 - The one between 
TTP and VSI Bridge 

3 0x35 Route to the TTP Gateway 

3 0x36 Route to a second TTP Gateway - reserved for future growth 

3 0x37 Route to any other node of TTP 

3 0x38 Route to a second FlexRay Gateway - reserved for future 
growth 

3 0x39 Route to any other node of FlexRay 

3 0x3A Route to the FlexRay Gateway 

3 0x3B Route to the VSI Bridge that talks to FlexRay 

3 0x3C Route to the leftmost MilCAN segment in the SIL V2 figure 

4 0x40 Route to the middle MilCAN segment 

4 0x41 Route to the rightmost MilCAN segment 

4 0x42 Route to the Bridge Interface Node XC167 - Between 
MilCAN Back bone and VSI Bridge 

4 0x43 Route to the VSI Bridge that talks to TTP 

4 0x44 Route to the Bridge Interface Node XC167 - The one between 
TTP and VSI Bridge 

4 0x45 Route to the TTP Gateway 

4 0x46 Route to a second TTP Gateway - reserved for future growth 

4 0x47 Route to any other node of TTP 

4 0x48 Route to a second FlexRay Gateway - reserved for future 
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growth 

4 0x49 Route to any other node of FlexRay 

4 0x4A Route to the FlexRay Gateway 

4 0x4B Route to the VSI Bridge that talks to FlexRay 

4 0x4C Route to the leftmost MilCAN segment in the SIL V2 figure 

E 0xE0 Command acknowledged - EXCEPT in serial loopback test 

E 0xE1 Error in triggering command 

F 0xF0 The message is zeroed 

F 0xF1 The message is incremented 

F 0xF2 The message is decremented 

F 0xF3 The message value is toggled (0x00 to 0x01 or reverse) 

F 0xF4 Error Detection 

F 0xFF The message is filled with 1s 

- 
(Any 
other 

command) 

Generates error flag in the triggering node, replies “Error, 
command undefined” to the terminal, and an error LED 

is illuminated in the triggering Node. 

  

 

4.15. Version 2 Subsystem Testing (Verification) 

4.15.1. Testing Setup                                                                                                                                               

As discussed in previous sections, the TTP-MilCAN interface has been upgraded, from a 

parallel IO (BridgeLink) to a SSC interface (SSCLink).  Hence, it was necessary to re-test 

the setup (benchmarking) of the previous report, to prove that the upgrades are valid.   

The testing setup for TTP to VSI Bridge communication is the same as the one in the 

previous sections, in order to compare the previous tests against the improved 

communication interface.  One TTP node, node 4, acts as the trigger, whilst another node, 

node 1, acts as the gateway to the other networks.  The Node 4 trigger algorithm runs 

continuously in the background task of that node.  The triggering information is then 

transmitted in the TTP network.  Node 1 receives the triggering information as a TTP 

message; in the background hook, it transmits a frame via the SSCLink protocol & waits 
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for its return.  Upon reception of the transmitted frame, node 1 advances a ‘received 

frames’ counter and transmits this information to TTP.  Node 4 receives this counter, and 

forwards this as another TTP message to the TTP bus.  

The original MilCAN tests are not repeated, as the MilCAN segment has remained the 

same, but all tests involving the TTP have been repeated, since the configuration of those 

networks has altered significantly since the last test cycle.  

The aim of this section is illustrate that the SSCLink and the Triggering protocol are 

functional.  Specifically, 4 tests are shown.  

For the SSCLink,   

Test V2-1-1 VSI Bridge to Bridge Interface Node - loopback.  This test, although 

not an SSCLink demonstration, is presented here to establish measurements for the 

next test (by P. Charchalakis).  

Test V2-1-2 VSI Bridge to TTP Gateway - loopback. 

For the Triggering,  

Test V2-1-3 VVV Stimulus Direct loopback latency.  

Test V2-1-4 VVV Stimulus to TTP Trigger node - loopback. 

4.15.2. Results 

Test V2-1-1: VSI Bridge to Bridge Interface Node - loopback 
The test results for the latency between the VSI Bridge and the Bridge Interface Node 

(XC167) can be seen below in Figure 4-28.  The frame travels across the (Ethernet) link to 

an XC167, where it is immediately reflected back.  The y-axis of this graph shows the 

round-trip-times for this frame over 1000 trials.  This test examines the latency of the link 

between the VSI Bridge and the XC167, although it also captures some of the latency 

present in the firmware on the XC167, as the frame reflection is done explicitly by 

software.  Note that all XC167s can be assumed equal, as they are the same board revision 

and run the same firmware. 
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Figure 4-28: Test V2-1-1, VSI Bridge to Bridge Interface Node (XC167) - loopback 

 

One can see that the average latency, marked with a bold black line, is 237 μs roundtrip.  

The maximum latency observed is 262 μs, and the minimum is 221 μs.  Comparing this to 

the previous result from the previous report, one can see an improvement of 10 μs.  

 

Test V2-1-2: VSI Bridge to TTP Gateway - loopback 
The test result below indicates the direct replacement of BridgeLink to SSCLink, the 

interface between TTP – VSI Bridge.  The TTP configuration has been updated as stated 

in section 4.13.1 and this test reflects the changes made in the TTP cluster since.  The 

results are shown in the graph below: 

 



90 

       

0.000400

0.000600

0.000800

0.001000

0.001200

0.001400

0.001600

0.001800

1 201 401 601 801 1001
Samples

La
te

nc
y 

(S
ec

on
ds

)

 
Figure 4-29: Test V2-1-2, VSI Bridge to TTP Gateway - loopback 

In the figure, the average latency is 845 μs, maxing out at 1.557 ms, and the minimum 

latency is 547 μs.  This is in d irect comparison with the average 4 ms from the previous 

sections’ BridgeLink interface, 4 ms. Using the percentage change formula, ((0.845 - 4) / 4) 

= -0.788 or a percentage decrease in latency of 78.8%.  

One can see that the improvements done in replacing the BridgeLink interface with 

SSCLink and in the configuration of TTP have indeed paid off, since the latency has 

decreased by 78.8%. 

 

Test V2-1-3: VVV Stimulus Direct Loopback Latency 
In this test, the latency in the VVV Stimulus PC is measured.  Instead of connecting a 

device to the VVV stimulus PC, a crossover serial cable provides the transmitted data back 

to the receiver pin, in the same port in the PC.  The latency is measured by acquiring the 

value from the PC’s RTC (Real-Time Clock) when the data is transmitted; another time-

stamp is also taken when the PC can confirm reception of sent data.  The difference 

between the two measurements is the elapsed time.   

The results are shown in Figure 4-30.  After inspecting 1100+ samples, the maximum time 

recorded was 1.11 ms, the average was 1.062 ms, marked with a black line, and the 

minimum time recorded was 1.05 ms.  
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Figure 4-30: Test V2-1-3, VVV Stimulus direct loopback latency 

In theory, the time taken to transfer a serial frame of 10 bits (1 start, 8 data, 1 stop) at 

57,600bps = 10/57600 = 0.0001736 seconds or 173.6 μs.  Several OS task priorities and 

memory latencies in the VVV Stimulus PC prevent it from actually achieving that time.  

Therefore, in all VVV-Stimulus triggering-related tests, the average value of 1.062 

milliseconds must be factored out.  If one assumes a symmetrical division of transmission 

and reception, the time taken to transmit data is 1.062ms / 2 = 531 μs; this value is 

factored out in one-way trips, or at different points of stimulus (for example, test is 

initiated by VVV Stimulus, data is transferred to VSI Bridge). 

 

Test V2-1-4: VVV Stimulus to TTP Trigger - loopback 
In this test, the link latency between the VVV Stimulus to the TTP trigger node and back is 

measured.  A measurement from the RTC in the Stimulus PC is taken when a message is 

transmitted, and the TTP node receives the command; it replies by transmitting the same 

command back to the Stimulus PC.  The latter receives it and takes a measurement of the 

RTC.  One can see the results in the next figure.  

The results have shown that the maximum time recorded was 0.001784 seconds, the 

average was 0.001326 seconds, marked with a black line, and the minimum time recorded 

was 0.001250 seconds.   
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Figure 4-31: Test V2-1-4, VVV Stimulus to TTP trigger node - loopback 

In the graph, there is an approximately 320μs variation between the spikes and the average 

value.  The routine that handles the serial port in the TTP triggering node is placed in the 

background hook, which is only executed when the TTP (higher priority) time-triggered 

task is not running.  It cannot be placed in the application task, because this would lead to a 

deadline violation of the task5

4.15.3. Verification  

.  

In the TTP node, application task execution time varies while the application task schedule 

is static; there are temporal instances when the background task -between two successive 

application tasks- is skipped, either because the first application task has not finished 

executing, or because there are other node-specific tasks running (interrupts, memory 

accesses etc) after the first application task.  

 

In this section, the 4 tests conducted proved the SSCLink functionality and better 

performance than BridgeLink, as well as the triggering interoperability of the VVV stimulus 

and the TTP.  This enabled the IPT to progress in the next phase of the V-cycle, which is 

the Integration testing for the second version of the SIL. 

 
                                                 
5 In TTP, the application task running in a node has a predetermined start time, and a finish time.  If the 
task takes longer to execute than the finish time, then a condition occurs that is called a deadline 
violation. 
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4.16. Version 2 Integration Testing (Verification) 

4.16.1. Testing setup 

This section focuses on the integration of the SSCLink by showing a Test between VSI 

Bridge and the TTP trigger node: 

Test V2-2-1 VSI Bridge to TTP Trigger - loopback (including a test with the 

previous configuration of TTP). 

Additionally it also illustrates the integration of the triggering by showing:  

Test V2-2-2 VVV Stimulus to TTP Gateway node via TTP trigger - loopback 

(including a test with the networking handled by a TTP background task 

and a TTP application task) 

Test V2-2-3 VVV Stimulus to TTP Bridge Interface Node, via TTP trigger node - 

loopback. 

 

4.16.2. Results 

Test V2-2-1: VSI Bridge to TTP Trigger - loopback 
Below one can see the test for the time taken for 2 bytes to travel from the VSI Bridge, to 

the trigger node of TTP, and back.  No triggering is used at this point; the triggering node 

was chosen simply as a different node from the gateway node.  This test is conducted with 

the use of SSCLink, and the old configuration of the TTP.  The results show a maximum 

latency of 20.092 ms, an average latency of 18.000 ms (shown as a bold black line), and the 

minimum latency of 15.999 ms.  
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Figure 4-32: VSI Bridge to TTP Trigger loopback, Previous TTP configuration 

 

The next figure depicts the results from the current configuration of the TTP.  
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Figure 4-33: Test V2-2-2, VSI Bridge to TTP Trigger - loopback 

The data collected shows that the maximum latency is 8.748 seconds, the average, shown 

with a blank line in the chart, is 7.275 ms, and the minimum latency is 5.927.  The data 

suggests that in the new configuration of the TTP cluster, latency is reduced by (8.748-

18)/18 = -0.514 or 51.40%, which is a significant achievement. 
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Test V2-2-2: VVV Stimulus to TTP Gateway node via TTP trigger - loopback 
The setup for this test was rather simple.  The VVV stimulus PC sends a command to the 

TTP triggering node to route a TTP message to the TTP Gateway.  Then, the TTP 

Gateway receives the message, and sends it back to the TTP trigger, which then sends it 

back to the VVV Stimulus PC.   

Depending on whether the loopback routine is placed in the gateway node, the results 

differ.  If the routine is placed in the background task, the latency is smaller from the 

previous version, as described below, but the application is more flexible, as it can support 

many routing commands, and hence, more tests with the same application version.  If the 

routine is placed in the application task, the latency is even lower, but at a trade-off of a 

dedicated -fixed- return path, which does require recoding, recompiling, and retesting to 

produce other functionality.   

When the loopback routine is placed in the background task, the following results are 

observed: 
          

0.009940

0.009950

0.009960

0.009970

0.009980

0.009990

0.010000

0.010010

0.010020

0.010030

0.010040

1 201 401 601 801 1001

Samples

La
te

nc
y 

(S
ec

on
ds

)

 
Figure 4-34: Test V2-2-2, VVV Stimulus to TTP Gateway node via TTP trigger, background 

task 

The data collected suggests that the average latency for the above-mentioned roundtrip is 

0.009986 seconds or 9.986 ms, shown in the graph above in a black line.  The maximum 

latency attained was 10.033 ms, and the minimum latency was 9.949 ms.  In the preceding 

configuration, shown in the previous sections, such a transfer would take on average 15 

ms.  Here it is reduced to 9.986 ms, a percentage decrease in latency of ((9.986 – 15) / 15) 
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= -0.3342 or 33.42%.  This improvement is consistent with the improvement in the TTP 

cluster. 

Exploring the system response when the loopback routine is placed in the application task, 

the following results are observed: 
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Figure 4-35: VVV Stimulus to TTP Gateway via TTP trigger, application task 

The data collected suggests that the average latency for the above-mentioned roundtrip is 

0.007486 seconds or 7.486 ms, shown in the graph below in a black line.  The maximum 

latency attained was 7.619 ms, and the minimum latency was 7.351 ms. 

Comparing to the previous sections, the average latency is further reduced to 7.486 ms, a 

percentage decrease in latency of ((7.486 – 15) / 15) = -0.5009 or 50.09%.  However, the 

trade-off here is that the application is tied to that specific task, and cannot for example 

perform the other tests shown in this section. 

Test V2-2-3: VVV Stimulus to TTP Bridge Interface Node - loopback 
The test results for test V2-2-3 follow.  The VVV Stimulus PC triggers the TTP trigger 

node to transfer a message to the TTP Gateway node.  The latter then receives it and 

forwards it via the SSCLink to the XC167 – the Bridge Interface Node between the TTP 

segment and the VSI Bridge.  The XC167, upon acceptance of the specific trigger message, 

has been programmed to return, or loopback the received message.  Eventually the 

message returns to sender (VVV Stimulus PC).  A graph of the results follows: 
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Figure 4-36: Test V2-2-3, VVV Stimulus to TTP Bridge Interface Node via TTP trigger 

Node - loopback 

The results show that the average time taken (shown as a black line in the graph) for the 

roundtrip is 0.009985 seconds or 9.985 ms, with maximum latency peaking at 10.028 ms 

and the lowest (fastest) transfer was at 9.931 μs.   

One might consider at this point that the data are wrong or at least erroneous, since they 

are very similar to the data collected in test V2-2-2 (Figure 4-34) and the average time 

difference in the two tests is miniscule.  However, the data here are indeed consistent with 

the test V2-2-2.  This happens because in the duration of a TTP cluster cycle, the 

background task is called many times (in which the SSCLink transaction routine is 

executed), but the application task is called twice by the TTP node’s OS.  The SSCLink 

interface is fast enough (see results of tests V2-1-1 and V2-1-2) to complete a roundtrip 

cycle in the time differential between two application tasks in the TTP Gateway node, and 

hence does not register as “extra” time.  

 

4.16.3. Verification  

In this section, the integration tests took place.  The results have shown that the significant 

re-design and various improvements of the second version of the SIL have indeed paid off, 

in TTP application development, the SSCLink integration, and the triggering interface.  

The TTP re-design has allowed a far quicker data path through it, as test V2-2-1 shows.  

Most notable is the fact here that the triggering for TTP can be controlled from both a 
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human operating the VVV stimulus pc, or pre-programmed as a script.  Additionally the 

triggering interface has access to all devices concerned from the VVV stimulus PC.    

4.17. Version 2 System Testing (Verification) 

4.17.1. Testing setup 

This section shows the integration of TTP to MilCAN rig by showing the following test:  

Test V2-3-1 VV Stimulus to TTP Trigger via MilCAN - loopback 

4.17.2. Results 

Test V2-3-1: VV Stimulus to TTP Trigger via MilCAN - loopback 
The results for testing the roundtrip from MilCAN to TTP trigger node follow.  This test 

measures the time taken, for a byte of information to be transmitted via the VVV Stimulus 

PC to MilCAN to TTP trigger node, via the VSI Bridge (and the TTP Bridge Interface 

Node XC167).  By testing 1100 samples, the maximum latency observed was 11.432 ms, 

the average latency, shown in a black line, was 9.120ms, and the minimum latency observed 

was 8.272 ms.  The results are shown below in Figure 4-37. 
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Figure 4-37: Test V2-3-1, VV Stimulus to TTP Trigger via MilCAN - loopback 

4.17.3. Verification  

In the following figure, one can see the consolidated results for the testing scheme.  Each 

double arrow shows the round trip latency between the different segments.  The numbers 



99 

in the figure are both measured from the test; additionally, some are calculated.  The 

calculated ones are explained here (starting from the top right): 

270 µs = 1.33 ms – 1.06 ms (Test V2-1-4 minus Test V2-1-3) 

608 µs = 845 µs – 237 µs (Test V2-1-2 minus Test V2-1-1) 

1.25 ms = 1.5 ms – 0.25 ms (Test 2-1 minus Test 1-16

 

) 

6.43 ms = 7.27 ms – 845 µs (Test V2-2-1 minus Test V2-1-2) 

8.65 ms = 9.98 ms – 1.33 ms (Test V2-2-2 minus Test V2-1-4) 

8.92 ms = 9.98 ms – 1.06 ms (Test V2-2-2 minus Test V2-1-3) 

Figure 4-38: Consolidated Results for TTP-MilCAN Rig 

 

In the figure, one can see two different values for TTP communication, from the TTP 

Trigger node to the TTP Gateway (6.43 ms and 8.65 ms).  Depending on the tests used, 

several paths in the code may take longer or shorter amount of time to execute.  In 

addition, since TTP is time-triggered, the testing application must wait for the higher 

                                                 
6 These tests were conducted in the previous configuration of the SIL, but since the MilCAN rig remained 
the same, the tests are valid here as well. 
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priority task to finish (TTP communication) and then conduct the communication outside 

the TTP network.  The average latency for a communication path inside the TTP network 

is (6.43 ms + 8.65 ms) / 2 = 7.54 ms.  The average latency for communication between 

TTP and MilCAN networks is ((7.27 ms + 1.5 ms) + (8.65 ms + 845 µs + 1.5 ms)) / 2 = 

(8.77 ms + 10.99 ms) / 2 = 9.88 ms.  

The figure also illustrates that the numbers may not necessarily add up; for example, if one 

sums the average time taken from the TTP Trigger to TTP Gateway, plus the time for TTP 

Gateway to VSI Bridge, i.e. 7.54 ms + 845 µs = 8.385 ms, which is obviously different 

from the 7.27 ms shown for the exact same round trip (TTP Trigger to VSI Bridge).  

Moreover, the results in Tests V2-2-2 and V2-2-3 seem identical.  Although the way the 

latency is measured is the same in each case, the code executed is different, since different 

routing commands have to utilize different code paths, which in turn alters the time taken 

for the round trip.  Nevertheless, the consolidated results are very promising, as for the 

fully integrated system latencies are kept to the minimum, and hence determinism remains 

very high. 

 

4.18. Acceptance Testing & Validation 

The validation process answers questions of the sort: “Are we building the correct system 

for the environment?” and “Is it the right SIL?”  By following the VVV methodologies and 

the design process described, the VVV testbed design is now a fully functional, adaptable, 

and extendable framework for testing higher-level, real-world applications.   

The VVV testbed was tested extensively, and several communication protocols between 

the different networks were explored before a fast and reliable means of communication 

was found.  In addition, the design was revised in order to produce an interface between 

the TTP & MilCAN segment that is easier to utilize and handle, and significantly faster.  

The triggering interface, as common as possible to all systems, provides a common testing 

command interface, and a single point of reference for all personnel involved in the IPT. 

4.19. Conclusion 

Shown in Figure 4-39, the testbed now boasts five different technologies (TTP, FlexRay, 

VSI Bridges, MilCAN, Ethernet backbone, and triggering interface), each with its own 



101 

technological distinctiveness, but each integrated to the testbed form a truly service 

oriented architecture.  

 
Figure 4-39: The VVV Testbed 

It follows that the designer must ensure that the safety critical applications should be tied 

with safety critical technologies, such as TTP.  Deterministic applications could be utilised 

with MilCAN, and Ethernet for video streams, depending on the mission integrity of the 

information the video carries.  

The average latency for TTP-MilCAN communication was found to be 9.88 ms.  This is a 

representative figure that the application designer must take into account when calculating 

system response times from one network to the next.  Depending on which 

communication path the designer uses, the number can vary from 8.77 ms to 10.99 ms, a 

variance of 2.22 ms.  Comparing this number to the paper from [SHL07] TTP and FlexRay 

gateway results discussed in section 1.3.3, the latency found here is longer – 9.88 ms 

compared to the published 3.5 ms from [SHL07].  However, it must be noted that the 

design is different here, as it sacrifices some timeliness to increase flexibility in the 

communication paths.  Additionally, it accommodates event-triggered networks and time-

triggered networks, whereas [SHL07] only handles time-triggered architectures.  Finally, 

comparing the results against the human response time of 190 ms, from [BW80], it is 

evident that the VVV testbed can still react must faster than the crew that would operate it.  

The tradeoffs must be carefully measured when designing a real world application.  The 

general finding is to use right technology for the right application, but taking into account 

also the benefits and pitfalls of integrating dissimilar technologies.  
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Many lessons were learnt from the personnel involved, since the interconnection of 

dissimilar technologies is a complex topic.  System Integration offers significant benefits: 

synergy at a reduced total cost, since the architecture allows for service-oriented 

segmentation of any vetronics application.   

However, due to integration, unforeseen potential problems do also emerge, such as 

functional fault propagation from one subsystem to the next (see Annex A: FMEA on the 

VVV testbed).  This can be further tackled by applying consistently the discussed VVV 

methodologies. 
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Chapter 5. Active HUMS in Avionics 

5.1. Introduction 

In this chapter, the HUMS systems and Active HUMS are described.  HUMS are focused 

on detecting faults in components, which are subject to vibration and rotation, mainly in 

order to prevent accidents due to mechanical failure.  In recent years HUMS has been 

extended to monitor other aircraft parameters, using a combination of flight data and 

equipment / component profiles.  Furthermore, preventing and detecting faults could be 

extended to actually performing fault-recovery actions by partially reconfiguring individual 

sub-systems, a concept proposed as Active HUMS.  

The scope of this EPSRC-funded [IMSP+08] research project sits within the civil aviation 

sector, mainly focusing on HUMS for fixed wing aircraft; however, since most of the 

HUMS applications have been used and evolved for rotorcraft, sometimes in the military 

context, these lessons are accounted for but are modified to suit the purposes of this thesis.   

Additionally in alignment with ARP 4754 [SAE96], this chapter discusses different aspects 

of HUMS within the context of highly-integrated or complex systems installed on aircraft, 

taking into account the overall aircraft operating environment and functions.  The term 

“highly-integrated” refers to systems that perform or contribute to multiple aircraft-level 

functions.  The term “complex” refers to systems whose safety cannot be shown solely by 

test and whose logic is difficult to comprehend without the aid of analytical tools. 

This chapter is organised as follows.  The following section sets the ground to introducing 

the concept of Active HUMS.  An implementation for a Technology Demonstrator (TD) is 

presented next in order to illustrate these concepts.  Finally, the chapter concludes with 

discussion and conclusion.  It should be noted that this work has been previously 

published on IET, System Safety 2008.   
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5.2. Could current HUMS be improved? 

Increasingly stringent demands in reducing emissions to the environment result in added 

aircraft system complexity.  This imposes further pressures on the in-flight operation status 

and maintenance that may have direct effect on the aircraft system complexity, and more 

importantly on passenger safety.  

HUMS in the aviation industry are characterised by being fragmented, where the different 

proprietary solutions are reaching their optimal limits.  System health technologies have 

reached a mature stage, where the improvements have to be done at a higher level.  A more 

standardised approach is vital to achieve the optimal performance of these technologies. 

In Chapter 3, a comprehensive analysis of the traditional HUMS features was presented; as 

a result, several potential improvements have been found – in areas such as integration 

with existing or legacy systems, levels of authority, communication paths, usage 

monitoring, data filtering, prognostics, and ground based solutions.   

5.2.1. Integration with existing and legacy systems 

While HUMS receives information from numerous systems, this data path is typically 

point-to-point.  This presents many issues for the system designer.  All onboard devices to 

be monitored are connected to the HUMS module with a dedicated link.  This poses 

restrictions on placement of the HUMS unit, additional cabling and connector costs, extra 

resulting weight, reliability issues from the numerous connections, the resources required 

for airworthiness certification, and repair & maintenance costs.  Additionally, it also 

imposes limits to device future upgrades, as the device-to-HUMS link and corresponding 

interface must be there so that a connection with HUMS can be established.  A proposed 

solution would be to integrate the HUMS components from the start into the design, and 

not treat them as an add-on component.  Since existing and legacy avionics communicate 

with each other via a data bus, an extra node in the system could be the HUMS module.  

 

5.2.2. Levels of Authority 

HUMS are primarily passive; this is indicated in levels 3-4 in Table 3-1 and in section 3.2.4.  

A more interactive role for HUMS is envisioned, that would be utilised to either reduce the 
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workload in the flight crew, prevent a catastrophic action, or as an autonomous system in 

an Unmanned Air Vehicle (UAV). 

5.2.3. Data Filtering 

Additionally, large amounts of data are produced by the monitoring systems but a very 

limited amount is actually transformed into useful information: typically only the 

component exceedances from normal parameters are captured and the rest of the 

operational data are filtered out.  HUMS were designed in this fashion because the cost per 

disk space was prohibitively expensive.  Whilst this was a reasonable development when 

HUMS was at its infancy, the cost per a fixed amount of disk space (and accompanying 

technology) has plummeted.  Hence, a proposed solution would be to minimize the 

filtering, into a system that converts data from its raw form into useful information.  Such 

information can be used to facilitate the effective management of aircraft maintenance.  

Prospectively, the data produced on-board could potentially be used for fatigue-life 

calculations and theoretical redesigns of the components [Aviz04].  

5.2.4. Communication Paths 

Current HUMS communication paths are one-way, i.e., from the onboard system to the 

off-board one.  Data are transferred to the ground station for diagnosis, combined with 

ground inspections and analysis, leading to the maintenance programme.  However, by 

changing the communication path into a two way system, the aircraft onboard system 

could be aware of the health of each subsystem, and factor this information in order to 

extend the subsystems life.  

5.2.5. Usage Monitoring 

Usage monitoring helps to determine the incremental amount of component life used, 

however so far has been limited for its use in automating the aircraft’s maintenance 

logbook.  For example, components used less severely than previously assumed could see 

some beneficial life extension, having a substantial impact on maintenance budgets.  

Likewise, components flown more severely than previously assumed could be removed and 

replaced early, thus improving flight safety [PRI+03].  This concept, inherent to usage 

monitoring, is shown in Figure 5-1.  
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Figure 5-1: Component envelopes 

 

5.2.6. Prognostics 

Prognosis is the process predicting the remaining useful life of a component.  It follows 

that it can potentially be a vital part of HUMS.  By utilising usage monitoring (described 

above) and by combing diagnostic data and prognostic data, future requirements for 

maintenance can be predicted; this information can be further integrated within logistics. 

5.2.7. Ground Based Solutions 

Most ground-based stations are still stand-alone, in the sense that they have not been fully 

integrated with other maintenance management resources or even taken into account for 

logistic purposes.   

In the following sections,   these improvements are presented at the typical segments level 

and the two basic HUMS components, the on-board system and the ground-based system. 
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5.3. Design  

5.3.1. Active HUMS Overview 

Active HUMS build upon the general principle of HUMS.  However, they provide the 

means for a safer flight by introducing safeguards.  These include the permanent 

monitoring of the airplane components and fleet usage, weather conditions, monitoring of 

flight crew actions, notifying the flight crew if problems arise, and ultimately attempting to 

bring the aircraft to a safe state if corrective action is not initiated by the flight crew, see 

Figure 5-2.  

                                             
Figure 5-2: Active HUMS typical system 

The first difference, comparing to HUMS typical system in Figure 3-2, is to point out at the 

segments level is the two-way communication between the maintenance site archive and 

the onboard systems in each aircraft.  This is mainly in order to provide support 

information in case a value outside the safe limits has been found and the crew requires 

further information to be able to make a more informed decision. 

Additionally, the ability to monitor and record information on the fleet status (including 

each aircraft’s components) provides with a baseline model and historical data for the 

onboard system to compare to in real-time.  This enables the crew and the aircraft systems 
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to be aware (as an example) that a specific exceedance value in a component is quite 

common in the rest of the fleet, and is not necessarily an indicator of a premature failure. 

Figure 5-3 presents the proposed Active HUMS block diagram.  Note the comparison 

between this figure and the one in Figure 3-4.  Several blocks are similar, but the Active 

HUMS-specific blocks are described below. 
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Figure 5-3: Active HUMS Block Diagram 

For the on-board systems, the emphasis of monitoring is on providing diagnostic data to 

detect and diagnose faults to indicate a requirement for maintenance actions; alongside this, 

health monitoring focuses on improving safety by detecting faults that pose a hazard for 

airworthiness [LAT+00].   

The onboard system also includes Diagnosis and Data Storage blocks, which monitor and 

record real-time data from the flight profile.  This enables the system to assess system 

health in real time and compare the current data with older data from a previous flight, or 

collected from the fleet (it is assumed that the rest of the fleet utilises the same aircraft 

type).  Provisions for HUMS to communicate information to other aircraft systems, such 

as the flight control, or engine management, are also present.  Although in the previous 

figure the Data Retrieval Unit is described to store data, the data typically stored are only 

the exceedances from the normal thresholds and overloads.  The Data Retrieval Unit is 
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now two-way, allowing data to be stored back at the aircraft.  The Data Storage block is 

now responsible for dedicated storage of all pertinent information.   

Regarding the off-board blocks, ground-based functions deal with diagnosing faults and 

failures to ground crew, providing hazard information to ground support facilities, applying 

models of failure and degradation, environmental hazard models mainly for prognosis-

based maintenance scheduling, and sometimes perform fleet-wide trending and data mining 

[MR05].   

The data from the onboard system flows to a Health Processing block and a Usage 

Processing block.  The Health Processing block additionally utilises the existing (in Figure 

3-4) non-destructive inspection and on-the-ground debris analysis, assess the overall health 

of the system, and produces data trends from the components involved (i.e. 5 peak 

exceedances in a gearbox per 3 flight hours is a trend of premature failure).   

The Usage Processing block receives data from the onboard Usage Monitoring block, and 

calculates how much of use each component has had, its service history.  Unlike the 

onboard Usage Monitoring (that takes into account only the critical information regarding 

the calculation of the used life in component), the Usage Processing block uses information 

from other systems to provide a more accurate solution.  An example here would be: the 

crew pulled an aircraft out of a dive too quickly, and the usage monitoring block detects a 

full deflection of the control surfaces used.  However, the Usage Processing block would 

also detect the exceedance in straining the airframe, and the root cause for the crew to be 

in this situation.  

A strategy based on Active HUMS should include Failure / Degradation models and 

Environmental Hazard models for components that lead to Prognosis, or predicting the 

remaining useful life of a component.  

Combining the Health Processing, the Usage Processing, and the Prognosis blocks, a more 

tailored, cost-effective, and cheaper maintenance programme can be achieved, that directly 

feeds back on the aircraft, so that the onboard system is aware of the health and usage 

states of its components.    
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5.3.2. Differentiating Active HUMS from Flight Control 
It would appear from the above that Active HUMS might act similarly to a redundant flight 

control system, since it would hold the capability to partly configure the aircraft equipment 

it monitors.  However, this is not the case.  The proposed Active HUMS combines the 

real-time flight information of the aircraft with all the previous flight data from traditional 

HUMS operation, and then provides an output to the pilots and the controls, intervening 

in case of a major failure as a final resort, or simply configuring the aircraft for efficient use 

of energy. 

The Active HUMS has to be placed within the context of the levels of authority for a 

health monitoring system, which were explained before in Chapter 3.  A high degree of 

attention is required for all flight critical systems; hence, in case that all provisions for fault 

tolerance and fail containment have been unsuccessful, it will be the responsibility of the 

Active HUMS to bring the aircraft to a safe state.  Thus, a high level of authority is 

required.  It would therefore be sensible to assign the authority level, not to the whole of 

the Active HUMS, but in relation to the functions that it interacts with at subsystem level.  

Active HUMS can provide a synergistic capability, since they compare virtual sensors7

• Airspeed 

 with 

physical sensing, leading to a check of combinations of data.  HUMS can be improved, 

avoiding what is known as “the use of single indicators”.  For example, a weather condition 

or a fault that caused a change in the engine turbine temperature provides also a change in 

the oil temperature and a different reading in engine turbine temperature (Ng), which gives 

different readings from the default values that these indicators traditionally have during this 

section of flight. 

Active HUMS correlates data from sources such as the FDR & HUMS produced from 

previous flights of the same aircraft, and the Fleet Usage Monitoring System (FUMS) of 

this particular aircraft type, with the real-time flight information, to produce correct 

outputs to the system.  Examples of these data are: 

• Altitude 

• Attitude 

                                                 
7 A virtual sensor is a computer model that extracts flight parameters from a multitude of other & different sensors 
and provides a result, just like the physical sensor would (such as by knowing the Vertical speed indicator (VSI), 
speed, and time from takeoff, one can compute the altitude). 
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• Aircraft configuration (e.g. Flaps, Landing Gear, Slats, Spoilers, Trim settings, Fuel 

level, Fuel consumption, Weight, CG, N1, Ng) 

• Time (e.g. 15 minutes from Takeoff)  

These data sets are collected not just from a specific aircraft, but also from the fleet of this 

particular aircraft type.  When combined, this collection of data can effectively produce a 

correct response that Active HUMS may use to perform a corrective action if and when 

required.  This is the equivalent of providing a fleet’s collective flight experience to a new 

flight crew.  In conclusion, Active HUMS could be described as the “flight learning experience” 

of the airplane itself. 

 

5.3.3. Active HUMS Architectural Analysis 
In general, any aircraft can be seen as an organised set of subsystems that contribute 

towards the airworthiness goal and fulfils the different established flight regimes, either for 

a commercial or military aircraft.  These regimes have a continuous cycle of segments 

ranging from power-up sequence, pushback, taxi, takeoff, cruise, landing, to shutdown.  

Figure 5-4 presents a proposed high-level integrated architecture, and the effect Active 

HUMS would have on a single system Electronic Architecture (EA). 

In the figure, each Active HUMS monitors one or more nodes in one or more aircraft 

subsystems.  Each node of the functional partitioned subsystems performs a specific task.  

The grey dashed lines illustrate logical point-to-point links between an Active HUMS node 

and the nodes of the subsystems.  It is evident that the Active HUMS do not check or 

control the sensors or actuators explicitly; rather, it interacts with the nodes responsible for 

sensing, computing, and actuation.  
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Figure 5-4: The single system Active HUMS electronic architecture 

 



113 

5.3.4. Active HUMS Key Requirements 
Active HUMS requirements for this project can be classified into two broad areas, the 

requirements dealing with the high-level view of the system and the requirements 

belonging to the development lifecycle of the system. 

The requirements for the high-level view of the system refer to those technical and 

functional requirements that give shape to the systems, and where the main functions and 

technologies involved are stated.  The requirements for the development lifecycle take into 

consideration issues of scalability and the complex interactions between hydraulics, 

mechanics, and electrical/electronic components. 

5.3.4.1. Active HUMS High-Level System Requirements 
Active HUMS should: 

1. Typically offer an optionally available hierarchical (logical) view of the system. 

2. Provide means to remove data from the aircraft and maintain the exact 

configuration of aircraft equipment, together with a comprehensive ground station 

that captures the data collected during flight. 

3. Use the LRU (Line Replaceable Unit) serial and part numbers as a basis for tracking 

of repair or replace actions.  Therefore, a collection of test and repair data; both 

correlated to a particular part number to predict failure times; becomes the central 

part of the predictive maintenance effort. 

4. Attempt to combine aircraft environmental stress monitoring with traditional 

failure data, in order to make more accurate prediction of failures and component 

life. 

5. Offer combined state and hazard aircraft data to enable diagnosis and prognosis. 

6. Provide diagnostic and prognostic data to forecast requirements for future 

maintenance, and HUMS outputs to be fully integrated into the aircraft 

maintenance policy. 

The aforementioned characteristics of a HUMS system aim at decreasing the time of 

inspection.  Further requirements include: 

7. Capabilities to detect damaging events and characterise their nature, extent, and 

seriousness of such damage.  

8. It should include the capability of formulating and executing a response to a given 

event (environmental conditions, failures, etc). 
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9. It should be able to dynamically configure components such as sensors, services, 

processes, processors and other system resources, necessary for optimal and safe 

operation of the aircraft. 

5.3.4.2. Active HUMS Development Lifecycle Requirements 
It is believed that this Active HUMS project will benefit from the use of a model-based 

development lifecycle, since the HUMS system itself is complex and deals with the 

interaction of many different subsystems.  The system model will produce hierarchical 

models of the requirements and system architecture.  As well as, fault models to aid hazard 

analysis and identification, by incorporating the results of the hazard analysis to the 

architectural model of the system. 

As part of the integrated characteristics of the development lifecycle, it is important to 

achieve integration of the architectural model with the requirements model for the 

following reasons: 

10. Enforcement of safety constraints at different levels of detail. 

11. Efficient communication of constraints. 

12. Present a way to track constraints down the different levels of detail within the 

architectural model. 

13. Provide control of the assumptions, at a high level, about the functionality of the 

system. 

14. Capacity to analyse changes and identification of mitigation strategies for these 

changes. 

15. The lifecycle could also make use of an integrated toolchain, which will eventually 

allow the means for certification. 

It is also vital for the project to enforce the use of a standard notation; this is mainly to 

improve the communications of the different engineers involved in the project, plus the 

advantage that this could potentially bring when dealing with stakeholders.  An important 

characteristic of the lifecycle itself is that it should be an integrated development lifecycle in 

two dimensions, from one phase to the next and including the safety lifecycle alongside the 

design.  This lifecycle would also benefit from the safety-related system design standards 

input. 
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5.4. Implementation 

The notion of Active HUMS at a high level of design makes it independent of a particular 

technology.  However, the system design must be accompanied by a technology 

demonstrator (TD) that exhibits all of its benefits [Mel08b].  

Its underlying network must be safety-critical, fault-tolerant, and reliable & robust enough 

to operate in an avionics environment.  Therefore, the Time-Triggered Protocol (TTP) 

network was utilised as the enabling technology.  The TTP network provides the 

infrastructure for safety-critical, fault-tolerant embedded networking and computing.  It has 

already been used in the A380 cabin pressure control system, and in Boeing 787 

Dreamliner electric and environmental control systems, which shows TTP to be an ideal 

candidate for the AE technology demonstrator.  The overall system architecture is defined 

by having a control network that has a finite and specified task to perform, e.g. flight 

control.  Then the Active HUMS network is defined separately and developed around it.  

This would safeguard and provide monitoring, diagnostics, and fault isolation.  

In addition, since the TD must be able to show a real-time aircraft reconfiguration during 

flight, the TD is based on a subsystem of an aircraft’s primary flight control system, which 

is the elevator system; this is shown below in Figure 5-5.  The system is coupled with 

Active HUMS to monitor and interact in case of a mishap. 

 
Figure 5-5: The Elevator control surface 

5.4.1. Description and Architecture 
The architecture consists of two major parts: the Control Network, which includes a TTP 

Network, Sensors, and Actuators; and the Active HUMS Network, which is another TTP 
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Network that monitors the Control Network.  The flight control network and the Active 

HUMS are integrated into one network, as shown below in Figure 5-6. 
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Figure 5-6: The Technology Demonstrator 

In the figure, the sensors shown are the Pilots Stick, the Airspeed, and the Attitude (aircraft 

pitch axis position).  The elevator position is sent as a TTP message and not generated in 

the node itself because the sensor would be near the control surface, hence physically 

closer to nodes 5 & 6 rather than the nodes 1 & 2 (which would be closer to the cockpit).  

In addition, it is required internally to nodes 1 & 2 to calculate aircraft position & speed, 

because these two values are calculated rather than measured.  The motivation behind this 

is that the TD is a simulation on a technology demonstrator, and not a real world aircraft.  

 

5.4.2. The simulation model 
The Active HUMS demonstrator consists of four major parts, which are explained below.  

These are the Flight Model, the Elevator control surface, the TTP and the Active HUMS. 

5.4.2.1. The flight Model 
The flight model is based on the following design principles & assumptions: 

1. The aircraft is flying on a straight and level flight. 
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2. The forces acting on the aircraft are at equilibrium, as shown in Figure 5-7. 

 
Figure 5-7: The acting forces on an aircraft 

In the figure, Lift = Gravity, and Thrust = Drag. 

3. Engine power provides just enough thrust for a forward speed of 300 knots8

4. Velocity (airspeed) is not affected by any other external factor (winds, pressure 
altitude, etc) or other aircraft systems (spoilers, flaps, slats). 

  and 
does not change for demonstration purposes. 

5. Only the wings provide lift (in contrast to some fuselages that produce lift as well). 

6. The Angle of Attack (AoA) is considered zero for simplicity. 

7. Aircraft speed does not influence lift, i.e. the lift produced by the wings remains 
static throughout the speed range. 

8. The aircraft position changes only to the pitch axis, e.g. going upwards - 
downwards. 

9. The aircraft has sufficient Altitude above Ground Level (AGL) to recover from a 
dive.  

10. When the aircraft pitch has an upward position, speed will reduce. 

11. The rate of speed reduction in a climb is constant. 

12. The rate of speed reduction in a climb is not related to the pitch angle. 

13. When the aircraft pitch has a downward position, speed will increase. 

                                                 
8 A knot (plural: “knots", abbreviations are “kt” or “kts”) is an aerospace / nautical measure of speed, 
which translates to 1 nautical mile per hour = 1.852 kilometres per hour. 
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14. The rate of speed increase in a descent is constant.  

15. The rate of speed increase in a descent is not related to the pitch angle. 

16. The aircraft pitch axis has exactly 13 states, which are arbitrarily defined, and 
exaggerated for demonstration purposes, as shown below in Table 5-1.  The data 
would typically be provided by usage monitoring systems.  

Table 5-1: The various positions the aircraft assumes 

State TTP Message Code Aircraft Pitch Axis (Degrees) 
1 2 30 
2 3 25 
3 4 20 
4 5 15 
5 6 10 
6 7 5 
7 8 0 (level flight) 
8 9 -5 
9 10 -10 
10 11 -15 
11 12 -20 
12 13 -25 
13 14 -30 

 

17. The aircraft design speeds, are arbitrarily defined in Table 5-2.  These values are 
shown for effect and are exaggerated for demonstration purposes, for example, the 
stall speed of such an aircraft is 150kts, rather than 210kts.  The various airspeeds 
would ideally be collected by a usage monitoring system. 

Table 5-2: Flight model speeds and aircraft behaviour 

Speed (kts) Flight Profile 
210 Stall Imminent 
240 Stall – Action 
270 Stall –Warning 

271-329 Normal speed in Flight Profile 
330 Overspeed Warning 
360 Overspeed Action 
390 Never Exceed Speed 

 
 

5.4.2.2. The Elevator Control Surface 
1. The elevator deflection does not influence drag. 

2. The elevator deflection does not influence speed. 
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3. The rate of aircraft pitch variation is constant. 

4. The rate of aircraft pitch variation is independent of elevator deflection. 

5. The elevator position in the aircraft is defined as 11 states: 

Table 5-3: The elevator positions 

State TTP Message Code Elevator Pitch Axis (Degrees) 
1 3 -5 
2 4 -4 
3 5 -3 
4 6 -2 
5 7 -1 
6 8 0 (Neutral) 
7 9 1 
8 10 2 
9 11 3 
10 12 4 
11 13 5 

5.4.2.3. The TTP network 
1. A 2500 µs TDMA cycle was selected, in order for the system to react fast enough 

to excitations. 

2. The pilot is in charge of the elevator control stick. 

3. The elevator control stick is connected to two redundant TTP nodes. 

4. The TTP nodes measure the stick position by analogue-to-digital converter (ADC) 
circuits. 

 

5.4.2.4. The Active HUMS 
1. The Active HUMS airspeed modes are arbitrarily defined in Table 5-4.  These 

values are shown for effect and would typically be collected by a usage monitoring 

system; the data is exaggerated for demonstration purposes, for example, the stall 

speed of such an aircraft would more likely be at 150kts and not at 210kts.  By 

confining the value range, the airspeed does not need to traverse in such a broad 

range (such as 150 – 500 kts), hence producing the same results, with lesser test 

time required. 

Table 5-4: Aircraft Speeds and Active HUMS behaviour 

Speed 
(kts) Flight profile 

Active 
HUMS 
TTP 

Active HUMS mode 
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Message 
Code 

210 Stall imminent (The aircraft 
will fall of the sky) - 

Never reached – preventative 
measures are taking place before 

airspeed reaches such a low value. 

240 Stall - Action -2 Active – Intervene: Produce ‘Pitch 
Downward’ command. 

270 Stall - Warning -1 Passive – Inform Crew. 

271 - 329 Normal speed in flight 
profile 0 Passive – All OK – no action. 

330 Overspeed Warning 1 Passive – Inform Crew. 

360 Overspeed - Action 2 Active – Intervene: Produce ‘Pitch 
Upward’ command. 

390 Never Exceed Speed 
(Aircraft design limit) - 

Never reached – preventative 
measures are taking place before 

airspeed reaches such a high value. 
 

2. The Active HUMS elevator modes are shown in Table 5-5.  In essence, this system 

is a pitch limiter, preventing the pilot to exceed 30 degrees of upward or downward 

pitch: 

Table 5-5: The Active HUMS pitch limiter  

Aircraft 
pitch 

(degrees) 

Active HUMS 
TTP Message 

Code 
Active HUMS mode 

30 1 Active – Elevator surface is limited in deflection, so that 
the aircraft does not exceed 30 degrees. 

29 ~  
(-29) 2 Passive – Elevator is commanded by pilot. 

-30 3 Active – Elevator surface limited A/C pitch to -30 
degrees. 

5.4.3. The Development Environment 
The development environment is based on the TTP Tools, briefly explained in Table 5-6.  

In the next figure, one can see the design cycle for the project in Figure 5-8. 

Table 5-6: The TTP Tools Suite 

Name Function 
TTP-Plan Network/Cluster design tool 
TTP-Build Node design tool 
TTP-OS Node’s Operating System 
Binaries Compilation (depends on target hardware) 
TTP-Load Cluster download tool 
TTP-View Cluster monitoring tool 
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Figure 5-8: The TTP Design Cycle 

 

A screenshot of the Development Environment can be seen in Figure 5-9.  The GUI 

shows the TTP network in the TTA domain, i.e. the connections to the outside world are 

internal to each node, and the only means of communication is the TTP Messages. 

Use TTP Plan to generate the TTP cluster’s 
schedule and global messages 

Use TTP Build to generate the individual node’s 
messages, subsystems and tasks and provide the 

code generation for the TTP  

Use TTP View to visualise the TTP Bus and 
cluster’s messages and functionality  

Use TTP Load to download the application to the 
nodes  

Compile C files with WindRiver Compiler to 
create the TTP-OS binaries 

Each CPU runs TTP-Operating System (TTP-OS) 

Use TTP Matlink to model the application and 
setup the cluster  

Application 
Design 

TTP  
Protocol 
Design 
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Figure 5-9: The TD Development Environment 
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5.4.3.1. Description of blocks 
In this section, the blocks shown in Figure 5-9 are described.  Each block is actually a TTP 

Subsystem9

Figure 5-6

 and it is executed at runtime in two redundant nodes, therefore, if one node 

fails, the other will continue to function.  The layout conforms to the architecture shown in 

. 

The top leftmost block shown in the figure is a TTP Subsystem called “Sensor_Input”.  It 

contains the TTP task that it is called “task_sensor_input”, with the following functionality: 

The pilot stick position is interfaced here and converted digitally by an ADC (Analogue to 

digital converter).  This is then broadcasted to the TTP network.  From the elevator 

position, the aircraft position is calculated and then broadcasted to the TTP network.  The 

possible positions are shown in Table 5-1.  Depending on the aircraft position, the airspeed 

is calculated (i.e., if descending, then the airspeed increases) and then broadcasted to the 

TTP network.  The various speeds are shown in Table 5-2.  

The next TTP subsystem is the “Algorithm_Processing”, and includes the TTP task 

“task_algorithm_processing”.  In this task, the Active HUMS airspeed & elevator messages 

are taken as an input, as well as the sensor input described in the previous block.  The 

subsystem then calculates the stick value that is forwarded to the actuator control unit.  

There are three options, depending whether the flight parameters require the output to be 

augmented: a) Use the pilot stick position.  All flight parameters are within established 

limits and therefore, there is no reason to change anything, and just forward the input stick 

value to the output.  b) Use a “pitch upward” command, if the plane has exceeded the 

overspeed safe limit.  c) Use a “pitch downward” command, if the plane has a trend to 

stall.  The output of the above is fed to the to the pitch limiter function.   

The pitch limiter is controlled by the Active HUMS elevator message.  There are three 

options: a) Use the stick-augmented position.  b) Use the stick augmented position, with 

pitch limit upward.  This means that the elevator is returned to the neutral position and is 

permitted to function in a manner that will reduce the pitch of the aircraft but not increase 

it further.  c) Use the stick-augmented position, with pitch limit downward.  This means 

that the elevator is returned to the neutral position and is permitted to function in a 

manner that will increase the pitch of the aircraft but not reduce it further.  The output of 

this subsystem is called the “Stick_Augmented_Position”. 

                                                 
9 See Appendix II TTP Subsystem and TTP task Definitions. 
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The next TTP Subsystem is the “Actuators”.  It contains task: “task actuators” and 

functions as follows: the stick-augmented position is translated to the actuator.  From the 

actuator, a position sensor provides the feedback to the sensor subsystem, with a message 

called elevator position.  Since however this simulation model is implemented without any 

actuators, the stick-augmented position is directly fed as the elevator position. 

On the Active HUMS nodes, the first is named “AHUMS_Monitoring_Data”.  It includes 

the “task_AHUMS_monitoring_data” task.  The airspeed is monitored and an ‘airspeed 

system health code’ is being broadcasted.  This is based on Table 5-4.  The elevator 

position is monitored and an ‘elevator system health code’ is being broadcasted.  This is 

based on Table 5-5. 

The last block is the “AHUMS_Action”, and executes the task “task_AHUMS_action”.  

This block simply forwards the inputs to the TTP bus, to be received by the corresponding 

TTP subsystems for processing. 

 

5.4.4. Model Reference  

5.4.4.1. List of Objects 
A model reference table is shown in Table 5-7; it lists the objects in the model, and depicts 

the links between TTP Nodes, TTP Subsystems, TTP bus messages, and Input/Output for 

the bus messages. 

Table 5-7: List of objects used in the model. 

TTP 
Nodes TTP Subsystem TTP Messages Relative 

Direction  

1,2 Sensor_Input Elevator_Position In 

1,2 Sensor_Input Stick_Demand_Position Out 

1,2 Sensor_Input Aircraft_Position Out 

1,2 Sensor_Input Airspeed Out 

3,4 Algorithm_Processing Stick_Demand_Position In 

3,4 Algorithm_Processing AHUMS_Airspeed_Message In 
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3,4 Algorithm_Processing AHUMS_Elevator_Message In 

3,4 Algorithm_Processing Stick_Augmented_Position Out 

5,6 Actuators Stick_Augmented_Position In 

5,6 Actuators Elevator_Position Out 

7,8 AHUMS_Monitoring_ 
Data Airspeed In 

7,8 AHUMS_Monitoring_ 
Data Aircraft_Position In 

7,8 AHUMS_Monitoring_ 
Data 

AHUMS_Airspeed_Monitoring_
Message Out 

7,8 AHUMS_Monitoring_ 
Data 

AHUMS_Elevator_Monitoring_
Message Out 

9,10 AHUMS_Action AHUMS_Airspeed_Monitoring_
Message In 

9,10 AHUMS_Action AHUMS_Elevator_Monitoring_
Message In 

9,10 AHUMS_Action AHUMS_Airspeed_Message Out 

9,10 AHUMS_Action AHUMS_Elevator_Message Out 

 

5.4.4.2. Active HUMS Behaviour 
In this section, the behaviour of the Active HUMS is introduced.  Active HUMS will 

intervene in case the avionics sense that the aircraft has exceeded the safe flight envelope, 

and the crew does not take any corrective actions.  For example, if a healthy pitch sensor 

exceeds certain limits, such as a - 30 degree pitch, the control network will alert the crew 

and allow for a predefined period for it to respond, before taking steps to carefully return 

the aircraft to safe flight.  

The Active HUMS representative behaviour case is described below: 

1. Build a model of normal behaviour with typical fleet values, in all flight regimes.  

2. For an unexpected condition or fault, assess its exceedance against the model. 
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3. If the exceedance is not within the model’s threshold (if it exceeds previous & 

current flight recorded data, HUMS, & FUMS in that specific flight regime), then 

provide this information to the pilots. 

4. If the exceedance worsens, and no crew input is timely detected, then override and 

intervene. 

The above can be shown in the next section, where the application is explained. 

 

5.4.4.3. Application Flowchart 
In Figure 5-10, the application flowchart of the technology demonstrator is shown.  In the 

figure, the application first measures the elevator input.  If the value is different from the 

previous one - assuming an initial condition of a level flight and level elevator value from 

Table 5-3 – then check the difference in the present and past values.  If the elevator value 

is positive (left branch in the figure), the aircraft would then pitch up.  A limit imposed by 

the flight control system or Active HUMS10

                                                 
10 Although the pitch limiter capability exists in modern aircraft as part of the flight control system, it is 
used in Active HUMS in combination with other sensors and systems.  

 would not allow the aircraft pitch to increase 

above a certain point.  If no change occurs, the aircraft would continue to climb and the 

airspeed would reduce.  Two thresholds are shown, a passive one when the airspeed 

reaches 270 kts, when the crew is informed by the Active HUMS as a stall warning, and if 

the speed keeps reducing below 240 kts, the Active HUMS intervenes and pitches down 

the aircraft to avoid stalling.  In the opposite branch, when the aircraft pitches down, the 

passive/active limiters check for overspeed, with passive / active limits of 330 and 360 kts 

respectively. 
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Figure 5-10: The flowchart of the application 
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5.5. Testing  

In the next sections, the testing procedures are discussed.  The testing setup is described 

first, and the methodology and testing schemes follow. 

5.5.1. Setup 
The setup of the testing of the technology demonstrator is shown below in Figure 5-11: 

 
Figure 5-11: The Test Setup 

In the figure, the pilot input is shown to the left, where it feeds information to the Control 

network.  The Active HUMS network and the Monitoring Node are connected in the TTP 

Bus.  Information from the TTP Bus is shown to the PC via the Monitoring Node using 

the Ethernet connection. 

 

5.5.2. Methodology 
The testing methodology is based on the TTP bus monitoring software, the TTP-View.  

Information from the TTP Bus is shown to the PC via the TTP Monitoring Node (a TTP 

to Ethernet interface) using an Ethernet connection.  The software reads the definition of 

messages from the cluster database (CDB) generated by TTP-Plan.  When TTP-View runs, 

it performs all the unpacking and agreement functions necessary to visualize data at the 

message level.  TTP View allows online visualization, tracing, recording, and playback of 

the TTP traffic on a computer.  With its flexible Graphical User Interface (GUI), a user can 
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produce customised views with various instruments.  TTP-View is a real-time monitoring 

tool: it supports on-line data visualization.  When it operates, all data is stored in a trace 

buffer.  This buffer can be saved to a file or used for replay.  It follows that this 

functionality is extremely useful for testing purposes.  The monitoring data is recorded and 

saved as a file, which the developer can then playback in a similar fashion to a video tape 

recording. 

 

5.5.3. Testing Schemes 
The test begins in a (simulated) straight and level flight.  This is shown in the TTP-View 

GUI, in Figure 5-12.  

 
Figure 5-12: The Testing GUI 

 

In the figure, there are seven different instruments, from left to right: 

1. The stick demand position.  This the pilots’ control stick input.  The numbers in 

the scale are the TTP internal states, as defined in Table 5-3. 

2. The stick augmented position.  This is the pilots input as above, corrected for safe 

flight in the pitch axis.  The numbers in the scale are the TTP internal states, as 

defined in Table 5-3.  
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3. The elevator position.  This instrument measures the exact position of the elevator, 

defined in Table 5-3. 

4. The airspeed.  The various airspeeds for safe and unsafe flight are defined in Table 

5-2. 

5. The aircraft position.  This is defined in Table 5-1. 

6. The Active HUMS airspeed advisory, defined in Table 5-4. 

7. The Active HUMS elevator advisory defined in Table 5-5. 

These instruments show the initial conditions for the tests that follow.  The initial 

conditions are:  

 Aircraft is flying straight and level with 0 degrees pitch at 300 knots of airspeed. 

 The Stick demand position, the stick augmented position and the elevator 

position are neutral or “0” degrees (shown in the figure with the value of “8”). 

 All monitored parameters are within safe operating limits, and Active HUMS 

systems are in passive mode. 

The test operator controls the aircraft’s elevator, which controls the airplane’s pitch axis.  

The schemes to be tested are exceedances from the safe parameters of the flight, 

irrespective of the root cause.  These safe parameters are typically collected from the usage 

monitoring systems of similar type of aircraft: 

1. Overspeed monitoring 

2. Stall speed monitoring 

3. Pitch limiter monitoring 

The results from the tests are described next. 

 

5.6. Results 

In this section, results from the previously discussed testing schemes are introduced. 

5.6.1. Overspeed Scenario 
The overspeed scenario can be seen in Figure 5-13. 
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Figure 5-13: Initiating Descent 

 

The simulation begins with the initial conditions, as described in the testing schemes.  

Consider that the pilot establishes a descent by pushing the stick forward, which is shown 

as a downwards movement in the stick demand instrument (first dial on the top left).  The 

stick augmented position mirrors the stick demand position, because it is considered by the 

monitoring system a function that is within normal parameters, therefore it remains 

unchanged.  The elevator control surface changes position and this is shown in the third 

instrument, elevator position.  The aircraft consecutively then changes pitch downwards, 

and the airspeed is increasing.  If the airspeed increases to 330+ kts, the crew is alerted of 

the overspeed effect, as shown in Figure 5-14 (in AHUMS_Airspeed_Message). 
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Figure 5-14: Overspeed warning 

If nothing is changed and the airspeed continues to increase above 360+ kts, the aircraft 

will self-correct itself and recover by applying upward pitch to the elevator, even if/when 

the pilot does nothing.  This is illustrated in Figure 5-15, in the Stick_Augmented_Position 

(shown in position “9”), Elevator_Position (also in position “9”), and 

AHUMS_Airspeed_Message instruments (shown “AHUMS Active – Overspeed Action”).  

 
Figure 5-15: Overspeed recovery 
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A time graph of this procedure is shown in Figure 5-16.  The figure is a screenshot from 

the TTP-View:  

 
Figure 5-16: The overspeed & recovery scenario 

In the figure, there is one horizontal axis and three vertical ones.  The horizontal axis 

describes time in TDMA cycles, with the leftmost reading being the oldest (23000 TDMA 

cycles * 2500μs per TDMA cycle = 57.5 seconds) and the right-hand reading is the most 

recent.  The horizontal grid is also set to 1000 TDMA cycles. 

The first vertical axis (in light green colour) is the aircraft airspeed, the initial condition 

being straight and level at “300” kts.  The second axis (in pink / purple colour) is the 

Active HUMS airspeed message, the initial condition being “0”.  The third axis in blue is 

the aircraft position, with initial condition of “8”.  As the aircraft pitch moves to a 

downward position (shown with aircraft position instrument with value “12”), the airspeed 

increases until 330 knots, where the monitoring system from AHUMS alerts the crew by 

changing the value to “1” overspeed.  After 360 kts, AHUMS_Airspeed_Message changes 

to “2”, and intervenes to restore a safe flight by pitch the aircraft upwards, and hence 

reducing the speed.  The time between the decision to make an intervention 

(AHUMS_Airspeed_Message changes to “2”) and the time to recover to 300 kts is 11,907 

TDMA cycles * 2,500μs per TDMA cycle = 29.76 seconds, but obviously this value is 

target airframe specific, and is provided here as a baseline result. 

 

 

Aircraft 
Position  

AHUMS 
Airspeed 
Message  

Airspeed  
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5.6.2. Stall Scenario 
The same principle is then tested for climbing, in close proximity to the stall speed range, 

shown in Figure 5-17. 

 
Figure 5-17: The stall & recovery scenario 

The aircraft is configured for a climb, and slowly the airspeed is reduced.  As it slows down 

to the threshold of 270 kts, Active HUMS detects the slow speed; if nothing happens and 

this continues, Active HUMS will intervene and change the aircraft position (as shown 

from position “4” to position “13”), thus increasing the airspeed.  

 

5.6.3. Pitch limiter Up 
 

Consider the scenario when the aircraft initiates an uncontrollable pitching up moment.  

With nothing to stop this, the aircraft will gradually reduce speed in a very high pitching 

position, which it may not be possible to recover in a flyable manner; for example, a 70 

degrees pitch-up stall will probably result in an uncontrollable spin.  The Active HUMS 

elevator system monitors the pitch attitude of the aircraft and the position of the elevator 

control surface.  If the aircraft position is in the maximum climbing attitude, the elevator 

surface is not allowed to enter a pitching up position.  This concept is illustrated in the 

following figures.  A pitching up moment is shown in Figure 5-18.  As soon as the aircraft 

reaches the maximum upward position, the Active HUMS limits the use of the elevator to 

prevent a departure from safe flight.   

Aircraft 
Position  

AHUMS 
Airspeed 
Message  

Airspeed  
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Figure 5-18: Initiate climb 

The pilot may order a further increase in pitching up attitude; however, this will not be 

possible, as the usage-monitoring algorithms will detect and limit the maximum pitching up 

position as shown in Figure 5-19.  The stick demand position is shown in the upwards 

position, meaning that the pilot commands a pitch up motion; however this is not 

permitted.  This is shown in the Stick_Augmented_Position, Elevator_Position, and 

AHUMS_Elevator_Message instruments.  

 
Figure 5-19: Maximum pitch up reached, Pitch limiter active 
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5.6.4. Pitch limiter down 
The opposite scenario is shown in Figure 5-20.  

 
Figure 5-20: Maximum pitch down position reached, Pitch limiter active 

In the figure, the crew commands a pitch down command, and the aircraft is shown in 

extreme pitch down position.  However, Active HUMS do not allow, based on usage 

monitoring systems, a further pitching down motion.  This is shown in instruments: 

Stick_Demand_Position, having the pilots’ command for more pitch down attitude, 

Stick_Augmented_Position & Elevator_Position, that both show a non-increase in elevator 

control surfaces, and AHUMS_Elevator_Message instrument, which has detected this 

scenario. 

 

5.7. Conclusion 

As one can see, the TD performed according to specifications given.  In the overspeed 

example, the aircraft is monitored for excessive airspeed.  One can achieve overspeed by 

descending; this action is triggered either by the pilot, or from any other condition.  As the 

aircraft descents, it accumulates speed.  At some point, this speed will exceed a safe 

operating point.  The severity of this exceedance is assessed, and an appropriate corrective 

action is applied if need be.  
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The thresholds for each action be easily changed, and therefore the technology can 

accommodate a multitude of aircraft types, just by changing the typical threshold values.  

In the TD example, the recovery time was 29.76 seconds, but obviously, this value is target 

airframe specific.  

Note that the Active HUMS elevator functionality is a representative action and not 

necessarily the best one; for example, to avoid a stall, the system could increase the engine 

thrust instead of pitching down.  The concept behind this is to capture the exceedance 

event and provide a corrective action if required. 

The TD conforms by the actions described in section “Active HUMS Behaviour”.  It is 

evident that the corrective action (e.g. pitching up in case of overspeed) is not the only 

action available, or necessarily the best one; other aircraft systems could be involved, such 

as reducing the engine throttle and extend the spoilers.  Since however this demonstrator is 

a simulation and a proof of concept, only the pitching action is used, in order to reduce 

system complexity while illustrating the Active HUMS concepts. 

The first and foremost Active HUMS Key requirement ID 1, as described in section 5.3.4, 

was to provide a hierarchical view of the system.  This is shown in Figure 5-9.  Note that it 

is shown in the TTP Domain, and inter-node communication takes place.  The hierarchy in 

the GUI is user-friendly, meaning that the user has the ability to interact and focus in any 

subsystem (which typically is found in two redundant nodes for this project), to reveal the 

inner workings and outside world I/O.  By utilising such a logical structure in system 

design, several advantages prevail:  

• The designer can apply the same design to different target architectures on 

different aircraft, without affecting the design model itself.  Only the aircraft-

specific variables would require modification, with common algorithms and 

systems. 

• It is cost-effective in manufacturing / maintenance terms, because the design 

personnel would require training for only one type of a design lifecycle process, for 

many different aircraft types.  

It is evident that a unified avionics architecture requires less training to both the design 

engineers & the maintenance personnel, and extending this in the corporate & in fleet 

management, there is workforce that understands each other without technical differences 

and issues. 
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By providing the means of storing data in real time, as described in requirement ID 2, the 

TTP-View software coupled with a computer can capture the data collected in flight, and 

produce time related graphs, such as the one shown in Figure 5-16.  A state- and hazard- 

model with aircraft data has been arbitrarily defined in section 5.4.2.  Overspeed and stall 

scenarios are monitored and compared against such a model, as shown in requirements ID 

4 and ID 5.  Moreover, the severity of the event is described and made public in the TTP 

system and consequently to the flight crew via error codes, shown in Table 5-4 and Table 

5-5, to conform to requirements of ID 7.   

Since the TD achieves intervention based on the severity of an error, it fulfils requirements 

ID 8 and ID 9.  For ID 10, TTP enforces the safety constraints both in the TTP domain 

using the fault tolerant OS, and to the outside world from the application designed.  Since 

TTP requires every node to know a-priori the message communication and application 

constraints, requirement ID 11 is also fulfilled.  From the design process presented in this 

chapter, it is evident that there is a way to track and manage constrains, assumptions and 

mitigation strategies throughout the level of detail (ID 12, 13 and 14).  Finally, by using 

TTP tools, an integrated toolchain, the system also conforms to requirement ID 15. 
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Chapter 6. Mobile Demonstrator Testbed: a case 

study 

6.1. Introduction 

This chapter explains the validation of the work conducted in the previous two chapters, as 

it matured to an integrated complex vetronic system in a mobile demonstrator, shown in 

Figure 6-1 and called “The Buggy”.  

 

Figure 6-1: The Buggy as acquired, and during testing with the author driving 

 

The “Buggy” is a Commercial of the Shelf (COTS) wheeled 2-person, 600cc Internal 

Combustion (IC) Engine, off-road mobile demonstrator, with conventional automotive 

controls that have been modified for DbW and electronic connections modified and 

integrated to other XbW subsystems.  It was designed as a validation platform for 

Vetronics Integration (only on network level) following the VSI standards and guidelines.  

Applications include DbW, Local Situation Awareness (LSA), HUMS, Automotive Utilities, 

Crewstation and Vehicle Management, and Telemetry with remote Real Time Video 
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Streaming.  Technologies inserted to support these applications include TTP, MilCAN, 

Ethernet, and WLAN. 

Several (if not all) aspects described in the previous chapters are actually implemented to 

the buggy.  The existing mechanical, electrical, and electronic connections were modified 

for DbW capability, using TTP and HMM, and a utility segment for MilCAN, towards a 

Service Oriented Architecture (SOA).  All subsystems are fully integrated through VSI 

Bridges acting as Gateways enabled through middleware and standard interfaces to the rest 

of the platform, to the extent that when the brakes are applied (TTP), the brake lights in 

the back of the vehicle switch on (MilCAN), and all this information is available (VSI 

Bridge) wirelessly (wifi access point) as telemetry data.  The most significant reasons of 

actually implementing the design in the vehicle were the proof-of-concept in the VVV 

design, and the investigation of real-life ‘what-if’ scenarios, that one cannot test in the 

testbed.  

As an example of responding / supporting to the MoD’s Urgent Operational 

Requirements (UORs), and as part of the Centre for Defence Enterprise (CDE) 

Programme (Future Protected Vehicle Capability Vision: De-risking SbW), an additional 

controller input representing a second Crewstation has been implemented for SbW in the 

Buggy.  This covers the architectural framework, of what type of equipment and software 

algorithms one could use to design such a subsystem and covers potential switchover 

policies between SbW controllers.  The architectural framework also includes the proposed 

implementation of how the system designer could use this in a military vehicle and an 

actual proof-of-concept solution for the Buggy. 

A display has been included for the purposes of this project presenting important 

information to the user, such as the current SbW subsystem operation and health status.  In 

addition, a fault injection interface on the display has also been created, to allow the user to 

purposely inject faults to the SbW subsystem.  Other implemented functions include tactile 

feedback control (active joystick), a potential UGV interface as an enhanced capability and 

display brightness control.  

6.2. Design 

The methodology chosen for the buggy was the rapid prototyping lifecycle model, 

described in section 2.2.2.2.  It makes sense to use this approach, as the “end product” of 
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this work is a prototype in an applied research lab, in the absence of a clearly defined goal 

(apart from initial guidelines & requirements, explained in the next section).  

 

6.2.1. Initial Requirements 

1. The buggy shall be converted from the existing mechanical system to DbW (namely 

throttle, brake, and steering). 

2. Driver feedback will be implemented only on the steering subsystem.  

3. The technology enabler for the DbW is TTP.  

4. The ECUs handling the control and the communication with TTP are the TTTech’s 

TTC200 nodes.  

5. The sensors and actuators will mimic as much as possible the behaviour of their 

mechanical counterparts. 

6. The designer must have the capability to monitor the TTP network information 

exchange in real-time, both on-board and off-board. 

7. The VVV project will feed into the buggy, by providing the Service Oriented 

Architecture and by integrating TTP and MilCAN. 

8. The Active HUMS will feed into the buggy providing health monitoring and 

management as required. 

9. The buggy shall be also utilised to test what-if scenarios for the systems involved. 

10. The design must be kept simple. 

11. Node, sensor, or actuator redundancy is not a priority, as the proof of concept 

(specifically for here, drive and control the buggy by DbW) is more important. 

12. Every member of the team shall use their own provision for stabilising the power 

supply voltage in their circuits. 

The buggy was developed as a demonstrator testbed, it is not a finished product, nor was it 

ever meant to be.  It is not meant to be driven on public roads, nor were the subsystems 

designed in that fashion.  Therefore, several aspects of the design may seem questionable 

to the reader, for example, there is no TTP node replication (although there is a redundant 

bus).  It is merely a research tool that enables the “proof-of-concept” capability and it 

validates the work done in the previous chapters. 
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6.2.2. Conceptual Top Level Electronic Architecture Design 

The electronic, SOA architecture for the ‘buggy’ is shown in Figure 6-2.  The reader can 

compare this to the VSI SOA, in section 2.3.2.3, and also to the VVV SOA, shown in 

section 4.12.  It is clear that the design of the buggy architecture is based on the previous 

two, but tailored to meet the needs of the project.  The subsystems available for buggy are 

sorted by safety criticality below:  
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Figure 6-2: The Buggy Electronic Architecture 

Safety Critical  
a. Driving / Automotive systems 

Safety related – but mission critical 

b. Battery 

c. Fire suppression 

d. Radios/Communications (including telemetry) 

e. Man – Machine Interface (MMI) 

f. Manual / backup controls 

g. Health Monitoring and Management 

h. Camera Turret Control 

Non-safety critical 



143 

i. Lighting 

j. Seat control 

k. Cameras 

l. HUMS 

In the figure, several logical modules are shown, with the ones relevant to this thesis are the 

X-by-Wire module, the Network module, the Power module, and the Network Gateways 

Module, all described in detail in the following sections.  

6.2.3. X-by-Wire module 

The XbW module consists of three subsystems: the Throttle-by-Wire (TbW), the Brake-by-

Wire (BbW), and the Steer-by-Wire (SbW).  The TTP nodes handle all communications 

regarding XbW, as shown in Figure 6-3. 

6.2.4. Network Module 

The network module consists of three different networks and network technologies: TTP, 

MilCAN, and Ethernet.  The network gateways are responsible for cross-network 

information exchange. 

6.2.5. Network Gateways 

A TTP Gateway node is connected to the xc167 node, which is connected to the VSI 

Bridge (see VVV chapter).  This configuration allows many benefits from integration, such 

as the brake light.  Meaning, whenever the brake pedal is pressed, the TTP node 

responsible for the pedals sends a command to the TTP Gateway Node, which in turn 

passes the information to the VSI Bridge, and then to the MilCAN network reaching 

eventually the MilCAN brake light node, which energizes the brake light relays.  The 

integration from this functionality is useful in the military vehicle scope, where the ability to 

control lighting at night/hostile environment is of paramount importance. 

A TTP monitoring node is also connected, for use in wireless telemetry, with data 

transmitted in a remote workstation.  The same node can be used for plugging a computer 

into the vehicle via a wired connection only and downloading new code to the TTP nodes. 
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Figure 6-3: The Buggy XbW Module Architecture 

 

6.2.6. Power Module 

The power module consists of the power supply for the systems in the buggy, namely two 

Leisure type batteries of 13.8V, connected in series, resulting in 27.6V electronics power.  

Power is stepped down as required for other systems, for example, 12V are used at systems 

such as lighting, turret, crew display; the active stick requires both 27.6V and 24V. 
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6.3. Implementation 

Work started with parts of the buggy architecture being developed on the bench, as per the 

rapid prototyping model.  The first component designed was the TbW or throttle 

subsystem.  First, measurements were taken, to establish information such as throttle pedal 

travel, i.e. how many centimetres the pedal travels when pressed – this allows the definition 

of mechanical endpoints to the DbW pedal.  Then, on the actuator side, the engine RPM is 

controlled by a carburettor, which responds to the setting of the pedal.  Hence, the 

carburettor (throttle valve) wire travel length had to be measured, and an actuator must be 

found to accommodate the same amount of travel.  Therefore by using a driver setpoint 

generator (redundant potentiometer sensor), the communication medium (TTP in two 

TTC200 nodes), and redundant actuators (servos from radio control models and robotics), 

a prototype system was put together, shown in the top left pane of Figure 6-3.   

In the figure, the accelerator pedal is connected to a dual-redundant sensor 

(potentiometer), connected to an Electronic Control Unit (ECU).  That ECU is the 

TTC200 from TTTech [TTT10], which is based on the Freescale MPC555 CPU.  The 

Analog-to-Digital Converter (ADC) of the ECU translates the driver’s setpoint value to a 

digitised signal.  The signal is then processed and broadcasted as a TTP message to the 

TTP network.  

Another ECU (TTC200) receives this signal and processes it, and translates it to a Pulse 

Width Modulation (PWM) value that rotates the redundant motors.  The motors are 

mechanically connected to the throttle valve, which controls the engine Revolutions per 

Minute (RPM).  A throttle-valve position sensor provides feedback to the ECU.  

The ECUs themselves are not replicated, as per the requirements.  Since each TTC200 

contains an internal watchdog that monitors and safeguards the power stages, the non-

redundancy in this stage does not have dramatic effects.  As shown in the text below,   

output from the Active HUMS project was utilised in the TTP nodes, in form of 

application-level Health Monitoring and Management, to provide a safer control 

environment that exemplifies the vehicle’s ‘health management’, enabling additional 

stability, reliability, and robustness.  

In a simplified example, a vehicular throttle/accelerator control system consists of three 

sensors, in a TbW system, shown in Figure 6-4.  The sensors are the set-point generator 

(input or pedal sensor), the engine RPM sensor, and a throttle position sensor.  Data is 
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collected in a healthy usage scenario when the system is operating optimally.  Then, a 

model can be constructed with the normal driving profile of the vehicle.  Any exceedances 

from the normal driving parameters can be used to detect faults.  With some intelligent 

logic, one can design a system that would detect a faulty sensor.   

In the figure, the value of the pedal sensor has changed (i.e., the driver pressed the pedal), 

causing a similar change to the engine, as measured by the RPM sensor.  However, the 

actual or measured throttle position sensor has not been moved as expected (from the 

model usage data).  This error is usually an a) error in the throttle sensor itself, b) the wiring 

between the sensor and the receiving ECU or c) the analog to digital converter (ADC) 

module of the ECU, since in order to increase the engine RPM the throttle position must 

have been changed. 

Setpoint 
Generator 

(Pedal Sensor)

Engine 
RPM

Estimated Throttle 
Position Sensor

Actual Throttle 
Position Sensor

Time

Error!

 
Figure 6-4: The detection of a faulty sensor based on usage data 

Note that in this concept, it is possible to sense faults that previously were not viable for 

detection.  This can be shown by considering an example where the throttle position 

sensor to be electrically connected in the appropriate manner, but mechanically 

disconnected from the throttle valve.  In a traditional system, the electrical connection of 

the sensor is considered the system boundary, since it is impossible to detect a mechanical 
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error (unless one further increases the system complexity by adding either mechanical back-

ups or additional sensors).  Although one may monitor the electrical connection of the 

throttle position sensor for voltage and current levels, the actual mechanical connection to 

the throttle valve itself is assumed rigid and cannot be monitored; the system would 

perceive a mechanically disconnected sensor as a healthy one.  By weighing the actual data 

the sensor provides, against the data provided by a usage model, that a mechanical error 

can be detected.  

Moreover, by adding active intervention routines to the algorithms, the designer works 

towards a system that meets the requirements in intelligent Integrated Vehicle Health 

Management (IVHM) [JA06].  

On top of the TTP built-in health monitoring and redundancy management, extra health 

management policies were implemented [JA06].  These were the additional monitoring & 

diagnostics, error codes and active intervention.  Monitoring routines were designed to 

detect various errors and exceedances (in the HUMS domain, exceedance is defined as the 

departure from a predefined and usually static range of readings, which has already been 

established by usage systems) from normal operating profile.  Error codes are effectively 

the results of the monitoring & diagnostics, produced as a TTP message that is broadcasted 

to every node in the network.  Active intervention occurs when the error codes depict that 

there is a problem with a system component.  This triggers a response, and the system 

takes preventive measures to reduce the effect of the failure.  

These policies can be shown for the throttle by wire system, as shown in a basic Fault Tree 

Analysis (FTA) for the setpoint generator in Figure 6-5.  
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Figure 6-5: The FTA for the pedal sensor 

In the figure, the setpoint generator consists of two redundant potentiometers.  In order 

for the setpoint generator to fail, both sensors must fail, as indicated by the logical ‘AND’ 

gate.  Moving one level down, a single pedal sensor failure can occur from a potentiometer 

wiper failure, or from a wiring fault, shown with the logical ‘OR’ gate.  

In the pedal sensor ECU, the health monitoring & management algorithms, shown in 

Figure 6-6,  would detect the fault, either as a disagreement in values with the other 

(healthy) pedal sensor, or as an exceedance from the normal parameters (e.g. the operating 

range in voltage).  
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Figure 6-6: The Pedal Sensor ECU HMM 

In either case, the error is classified, and assigned a predefined error code.  According to 

that error code, the active intervention routine then isolates the faulty sensor from the rest 

of the system, while the error code is then broadcasted in the TTP network as a TTP 

message. 
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In case of a total setpoint generator failure, when both pedal sensors are inoperative, the 

pedal sensor ECU intervenes and isolates both sensors, transmitting a continuous ‘idle’ 

value, as well as transmitting an error code, which is different from the single fault error 

code.  The same policies are applied in the actuator ECU heath management as shown in 

Figure 6-7. 
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Figure 6-7: The Actuator ECU HMM 

Each motor that controls the throttle valve have several failure modes: the motor can be 

stuck to a specific setting, the motor can move freely without any power, or it moves 

uncontrollably.  

The monitoring in this case is the current measurement in the power cables connected to 

the nodes.  The algorithms are designed to detect too much current (motor stuck or motor 

tries to move uncontrollably and would try to fight the healthy motor which is 

mechanically connected to it) or too little current (no power).  The detection thresholds are 

again defined by usage systems.  Error codes detect the various failure modes a motor 

would have.  Active intervention occurs in these failures, by switching the motor off, which 

allows it to be rotated freely by the healthy motor.  Since the healthy motor is then 

responsible for rotating the throttle valve, the malfunctioning motor, and the throttle valve 

position sensor, its current requirement would be roughly doubled; this must be taken into 

account so that the detection threshold changes and does not disable the healthy motor. 

After a satisfactory operation was confirmed on the bench, the system replaced the 

mechanical counterparts in the buggy.  Preliminary testing was performed, and the system 

was fine-tuned.   
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The same scenario emerged for the brakes and the steering.  Regarding the steering, one 

can argue that since it has handwheel feedback, it is really two subsystems in one 

(handwheel sensor to TTC200 to actuator and actuator position sensor to TTC200 to 

handwheel feedback motor).  

The VVV involvement in the buggy was twofold: a) to provide the foundation of service 

oriented architecture used on the VVV testbed, so that a similar architecture can be tailored 

for the buggy; b) to integrate TTP and MilCAN. 

6.4. Results 

The testing methodology is based on the TTP bus monitoring software, the TTP- View.  

Information from the TTP Bus is shown to the PC via the TTP Monitoring Node (a TTP 

to Ethernet interface) using an Ethernet connection.  The monitoring data is recorded and 

saved as a file, which the developer can then playback in a similar fashion to a video tape 

recording.  

The following figures illustrate the TbW case study used before, and highlight the HMM 

capability.  In Figure 6-8, one can see the setpoint generator position compared to a 

throttle valve position; in the control system domain, this is known as the ‘error’ [Nise92].  

The vertical axis describes the setpoint generator and throttle valve position as a percentage 

between the two extremes (i.e. idle and full throttle), and the horizontal axis describes time 

in TDMA cycles, with the leftmost reading being the oldest (20000 TDMA cycles * 2400μs 

/ TDMA cycle = 48 seconds) and the right-hand reading is the most recent.  The 

horizontal grid is also set to 1000 TDMA cycles.  

 

Figure 6-8: The error between the setpoint generator and the throttle valve position 

Time in TDMA Cycles 

Position % 
(0 = fully closed, 100 

= fully open) 
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It is evident that the closer the throttle valve position (darker line) is to the setpoint 

generator (lighter line) the better the design is, and the faster the system response is. 

A fault injection scheme was then applied.  It follows that the health management strategies 

mentioned in section 3.2 are applied here.  One scenario is to physically remove the pedal 

sensors.  This is shown in Figure 6-9, where the setpoint generator line is shown in blue, 

the actuator position line is shown in purple, and the Pedal Sensor Health Code is shown 

in the green line. 

In the figure, an extra data set is introduced; this is the error code, which scales from zero 

to 3 and has the green colour.  Zero stands for ‘full health’ mode, ‘1’ and ‘2’ that there is a 

problem with one of the two sensors, and ‘3’ for total sensor failure.  

  
Figure 6-9: Error Codes 

Depending on the error code, the system responds accordingly.  In the first 5000 TDMA 

cycles, from the leftmost side until point “A”, the system is healthy, as depicted by the 

green line being zero.  Then, in the interval between 5000 cycles to 15800 (point “A” to 

point “B”), the system detects the pedal sensor 1 to have failed; this is shown by the green 

line having the error code of ‘1’.  As one can see, this has no effect on the functionality of 

the system, since the redundant pedal sensor is used for input, autonomously.  

The crew is alerted of the failure, and the faulty sensor is isolated from the rest of the 

system until the problem is fixed.  The isolation is necessary in order to prevent the faulty 

sensor from propagating erroneous measurements through the entire system.  This could 

happen for example if the wiring between the faulty sensor and the ECU breaks, but it 

could still contact and become a short circuit while the vehicle crosses a road bump.  

Position % 
(0 = fully closed, 100 

= fully open) 
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However, if both sensors fail (from 15800 TDMA cycles onwards – point “B”), the error 

code becomes ‘3’ and the setpoint generator immediately returns to the ‘0’ or idle position, 

as indicated by the blue line in the proximity of point “B”.  The actuator position (purple 

line) promptly returns to the idle position, shown in “C”.  This provides a ‘limp home’ 

capability to the vehicle.  The interval between the total sensor failure and recovery in limp 

mode (time between point ‘B’ and point ‘C’) is 1956 TDMA cycles, or 1956 * 2400 μs = 

4.70 seconds, and exaggerated here for effect. 

The same testing was conducted for the brakes and the steering subsystems; however, the 

results will not be repeated here.  The TbW system was presented as case study in the 

buggy.  Additionally, the actual implementation of the DbW is not the scope of this 

chapter; rather, it is the implementation of bringing together the various technologies.  

 

6.5. Discussion & Conclusion 

This chapter discusses the challenges and techniques of bringing three different 

technologies together towards a safer system.  When working in a safety-related application 

such as a DbW, a level of safety measures must be defined in the early stages & applied 

through the lifecycle of the project.  This will increase the overall safety integrity of the 

system.  

However, this is not always possible, since requirements and specifications could change, 

software could be updated and function differently, or the system developer is required to 

make a change because of external factors.  It is of paramount importance at that time to 

compare the new system against the safety measures that were originally taken, and analyze 

whether the system is adversely affected.  

HMM algorithms have to be an integral part of the design process, otherwise simulations 

and tests could provide unexpected results.  For example, if a wire is physically 

disconnected from a sensor, the developer could detect this early by diagnostics on in the 

design phase, instead of trying to find solutions to a problem that otherwise could be 

masqueraded as a mechanical connection fault between a pedal and a sensor.  

By introducing error codes to the HMM routines, a problem can be immediately traced and 

resolved.  In the design phase, the developer tabulates the error codes with a probable 
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cause of the problem.  The developer should opt for producing as many distinctive faults 

or problems and combinations of these as possible.  Then the error codes should be 

broadcasted to the control network so that all affected nodes are aware of this.  

This could be further extended by using these error codes to provide solutions in real-time.  

This presumes that each problem is carefully tested and the remedy is stress-tested under 

various conditions, depending on the criticality of the problem and the impact on the 

affected system.  Obviously, the solution must be rapid in order to reduce impact on the 

system.  

Keeping a simple system with excellent documentation and comments allow for traceability 

in the system; for example, when the project is paused for a period of time and the 

recommenced, or when the specifications change.  

One can analyse the principles used in other industries, such as the HUMS, and provide 

these concepts in the application layer, by means of monitoring & diagnostics, error codes 

and active intervention techniques.  Additionally by utilising TTP, a rigid communications 

protocol as the enabling technology, one can add additional robustness, reduce 

maintenance costs, and introduce innovation.  The proposed solution is a first step in 

fulfilling an integrated and unified solution in the automotive industry.  
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Chapter 7. Conclusion & Future work 

7.1. Concluding Remarks 

7.1.1. VVV Testbed 

The VVV Testbed was designed to create a realistic environment and supporting 

framework where true, real-life automotive and military land vehicle applications can be 

tested, towards a through life capability process.  

The testbed is now a Service Oriented Architecture, with medium-speed, safety-critical 

components such as TTP and FlexRay, low-speed and low-cost deterministic networks 

such as MilCAN, and high-speed non-realtime technologies such as Ethernet.  The 

integration is provided by gateways, offering an inter-network communication, and by 

bridging intra-network via the VSI bridges.  The testing capability is managed by the 

stimulus PC and real time monitoring from all subsystems.  

The design of the testbed was based on the V-cycle, which assists in reducing, and better 

manages the increasing system complexity.  In addition, the design was revised in order to 

produce an interface between the TTP & MilCAN segment that is easier to utilize and 

handle, as per the design requirements, and significantly faster.  The triggering interface, as 

common as possible to all systems, provides a single point of reference for all personnel 

involved in the IPT.   

Several tests were made to verify and validate the testbed, and results were discussed.  

Additional testing, example applications, or further expansions can now be implemented 

with ease.   

During the development of the testbed, many lessons were learnt from the personnel 

involved.  Interconnecting dissimilar technologies is a complex topic; System integration 
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offers significant benefits: synergy at a reduced total cost, since the architecture allows for 

service-oriented segmentation of any vetronics application. 

However, due to integration, unforeseen potential problems do also emerge, such as 

functional fault propagation from one subsystem to the next (see Annex A: FMEA on the 

VVV testbed).  This can be further tackled by applying consistently the discussed VVV 

methodologies.  

In the development of a future testbed, following the design process used here can enable a 

quicker and easier route to Verification and Validation.  The same testbed could be used to 

configure and demonstrate the operations of many different vehicles, enhancing capability 

at a reduced development cost and any required certification.  The technology developed 

here is further validated by utilising in the mobile demonstrator testbed, explained in detail 

in chapter 6. 

7.1.2. Active HUMS 

HUMS are focused on detecting faults in components, which are subject to vibration and 

rotation, mainly in order to prevent accidents due to mechanical failure.  HUMS however 

could be extended to monitor other aircraft parameters, using a combination of flight data 

and equipment/component profiles.  Beyond this, HUMS could also have a more 

interactive role.  In-flight efficient operation by reducing drag could be achieved by 

configuring the aircraft accordingly.  Furthermore, preventing and detecting faults could be 

extended to actually performing fault recovery actions by partially reconfiguring individual 

sub-systems. 

Active HUMS make a valuable contribution to the aerospace industry by mainly addressing 

the integration of Active HUMS to complex avionics.  Even though Active HUMS 

integrates the very important concept of HUMS, in order to make it a much more 

intelligent effort, an approach at architectural level will be required.  

In the bigger picture, the vision for this technology can be a very useful aid to the aircrew, 

especially when things go wrong.  It can address many issues that are the principle cause of 

aircraft accidents.  From blocked pitot tubes, to crew suffering from hypoxia, this 

technology, when properly implemented and matured, could potentially save lives.  In 

addition, this technology could lead towards Unmanned Aerial Vehicles, providing a certain 

degree of autonomy and machine “self preservation”. 
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7.1.3. Mobile Demonstrator 

Apart from the fact that the buggy drives as expected, the scalability and design features 

built into it have actually been tested.  As an example, in the period of Dec 2009 – March 

2010, the author was involved in a small additional project that was also incorporated to 

the buggy.  This project involved the addition of two more steering inputs to the buggy, so 

that other crew in the vehicle can drive it as required, and also the extra electronics and 

software.  The two more inputs were in fact joysticks, one with feedback, and one without 

feedback (to compare the control difference between the two).  The system was firstly 

designed in the PC software, where the algorithm was developed, and then transferred in 

the vehicle systems.  

The results from that project, which regrettably are outside the scope of this thesis, had 

shown that the system and the interaction between the joystick and the handwheel 

performs as expected.  Figure 7-1 below shows the buggy during the demonstration day 

with the author and driver performing the steering by using the joystick.  

 
Figure 7-1: The joystick used as steering input while driving. 

Keeping in mind that the feedback joystick arrived just 3 weeks before March 2010, it 

proves that by developing the vehicle electronic design as integrated and scalable, extra 

capability can be rapidly deployed in a vehicle.  Such a tactic is indeed very useful to the 

MoD, as a response to the Urgent Operational Requirements (UORs).  
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7.2. Research Implications & Limitations 

The technology packages mentioned here can define the basis for a generic (unified) 

vehicle electronic architecture that can support many different systems and subsystems.  

Research presented here is already used in several projects, including the buggy. 

The VVV testbed provides the first step into integrating dissimilar networks.  However, it 

does not handle power management, which is an area that a laboratory testbench usually 

does not acknowledge.   

This is in contrast to the mobile demonstrator, where power is required to control the 

vehicle; hence, a study into power management is required.  Note that no power 

management provisions or clear redundancy requirements were made at this stage, which, 

in retrospect, was an erroneous move.  As described before, the buggy is not a finished 

product, and several factors differentiate it from a drive-by-wire vehicle.  

7.3. Future Work 

7.3.1. VVV Testbed 

There are many ways to further expand the functionality of the testbed, since it is flexible 

and generic enough for use in any military platform, but functionally segmented towards a 

Service Oriented Architecture, that enables the system designer to utilize the right 

technology for the right system, safety integrity, and mission criticality.  

The testbed has been partly implemented to a mobile demonstrator vehicle; in particular, 

an off-road two-person buggy has a drive-by-wire capability using TTP (as well as heath 

monitoring & management using Active HUMS) and a utility segment for MilCAN.  Both 

systems are integrated to each other, to the extent that when the brakes are applied (TTP), 

the brake lights switch on (MilCAN), and all this information is available (VSI Bridge) 

wirelessly as telemetry data.  The most significant reasons of actually implementing the 

design in the vehicle were the proof-of-concept in the VVV design, and the investigation of 

real-life ‘what-if’ scenarios.  This work could continue, given the fact that there is already a 

significant head start in this area.  

In a lower level regarding TTP, a replication of TTP messages and subsystems in more 

than one host would increase fault tolerance.  A second node could become a replicated 
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gateway node.  The TTP segment would therefore become Fail Operational; in case of a 

fault in one of the two nodes, the other node would be active to support the application 

An implementation from one vehicle type to another could be a matter of just updating the 

firmware to tune with sensor suites and actuators.  That step, though, would require the 

integrated addition of HUMS and most likely a development into Active HUMS, as well as 

network-enabled security.  These additional systems when integrated will allow a more 

practical and cost-effective platform maintenance, as well as through life capability 

management; the monitoring data – collected from (A)HUMS – would be there for use in a 

variety of ways, such as vehicle mobility patterns, use or abuse, and warranty management.   

Regarding security, a design is recommended that would enable the use of all available 

onboard information to provide deterrence from sabotage in the safety-critical and 

mission-critical segments.  This would also allow system safety to improve, since the added 

security would create a more dependable safety-critical system safeguarding from both 

malicious intent (sabotage) and accidental design flaws.  

A further direction for further work would be the expanding potential in on- and off-

platform systems integration (especially when this technology is coupled with Active 

HUMS), for example in UAVs (shown in Figure 7-2), UGVs, UGSs, where the same 

concept can be applied.  

This direction also provides the through-life flexibility of having a remote management in 

an unmanned platform, or the direct switching of a platform from manned to unmanned, 

since the integrated backbone of the system would be there for such use. 
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Figure 7-2: A possible VVV integration concept applied to a UAV platform 

From a broader vehicle systems engineering perspective, several integration benefits 

emerge when applying the VVV integration concept to a vehicle:  

1. Active Steering sensitivity.  At low/medium speed, increased sensitivity in the steering 

wheel provides increased manoeuvrability; whereas in high-speed, the sensitivity is 

reduced to fine-tune the vehicle direction.  The benefit here is to reduce crew 

burden/workload in the driver. 

2. Anti-dive / climb system.  When braking, all vehicles tend to “dive”, or shift weight 

forward, while decelerating.  An algorithm can be developed to increase the front 

suspension stiffness so that this situation is prevented.  Similar functionality can also be 

used for an anti-climb behaviour.  Similar behaviour/algorithm can be used with 

weapons deployment (i.e. when the cannon fires, the suspension could compensate for 

the reaction of firing). 

3. Master Zeroize switch.  Make the vehicle un-driveable by destroying automotive 

hardware/software in case it falls in enemy hands, which could be issued by a 

deterministic segment. 

4. Emergency braking (hazards & brake light).  In case a hard brake command is issued to 
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the automotive system, the brake light comes automatically (as in civil cars).  The 

system can further be designed to switch the hazard lights on, to notify vehicles in the 

back that the vehicle in question is slowing down rapidly, especially useful in limited 

visibility conditions such as stormy weather, fog, or sandstorms.  

5. Brake force display (brake light 0-100%).  When the brake pedal is pressed, the brake 

lights can reflect brake force applied in the pedal, instead of an on-off signal (braking & 

non-braking). 

6. Dry the actuators (disc brakes), of the braking system (after off-road, wet/humid 

conditions).  The environmental information could come from the deterministic 

network. 

7. Electronic / Maintenance checklist.  A semi-diagnostic mode can be implemented that 

allows a user/maintainer to check the health of the vehicle interactively.  This means, 

for example, a mode with a message in a screen, saying, “Fully depress throttle pedal 

now”, and the user complies, and the procedure continues to other systems.  This 

system can be used as either a calibration mode of sensors and setpoint generators, or a 

check that the vehicle is mission ready. 

8. Active parking control.  Sensors from utility network could provide information on the 

low speed proximity with other objects external to the vehicle, and the control system 

can brake, based on speed of proximity etc. 

9. HUMS and Active HUMS.  By monitoring and logging vital data the vehicle, several 

advantages emerge: 

a. Vehicle usage/abusage (used for warranty purposes) 

b. Reduced consequential damage, for example, if a gearbox vibration sensor 

detects an exceedance, the gearbox has a problem.  If addressed properly, 

the transmission & clutch and bearings are also saved, extending their life. 

c. Mobility patterns.  By knowing how the vehicle is used, certain component 

will degrade and eventually fail before others do.  By knowing and using 

this information, a cost-effective through-life logistic support is possible.  

10. EMCON or Emission Control.  The term does not necessarily mean engine emissions; 

it includes the overall signature of a vehicle to sensors and spectrums (visual, audio, 

infrared, radar, radio, and others).  This means of controlling electromagnetic emissions 

is highly beneficial to gain or maintain Integrated Survivability (IS) or gaining the 

tactical advantage.  For example: a covert mode of operation would be useful to a 

Vehicle Commander that does not want any vehicle lighting at night; A switch in the 
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driver interface tells the safety critical network, for example, that it shouldn’t engage the 

(deterministic-network-controlled) brake lights. 

11. Firmware upgrades.  The vehicle handling characteristics could be improved long after 

it has left the manufacturing plant, without any direct replacement of parts, just new 

software to the nodes; this is not the case with a mechanical driven platform. 

12. Lift wheels capability.  By utilising a suspension that can lift wheel of the ground when 

the vehicle is being driven, enhanced fuel consumption can be attained due to less 

friction with the ground.  This system also provides a limp-home capability with a 

broken wheel.  When a wheel is destroyed (by IEDs for example), or is otherwise 

unable to comply due to damage / failure, use other wheels to operate vehicle. 

13. Dead Reckoning.  In a fully saturated electromagnetic environment (total jamming), a 

connection with a GPS or GALILEO satellite may not be possible, making navigation 

a hazard.  A technique called dead reckoning can be used, to calculate the geographical 

position of a moving vehicle based on a fixed start position.  Sensors used from both 

the automotive segment (amount of steering) and the utility segment (acceleration 

sensing) can be used for this task. 

14. Flat tyre indicator.  Based on what sensors the throttle/braking systems have, a system 

can be used to indicate a flat tyre, and automatically compensate.  

15. Drivability profiles.  This will change the control characteristics of the vehicle (e.g. 

maximum allowed throttle setting, hence, maximum speed allowed) based on: 

a. Skill level of driver (for example, a “driver training” setting) 

b. Payload sensitivity (if carrying weapons/fuel/volatile) materials 

c. Emergency override – “get me out of here” function. 

d. Environment (wet, dry, cold, hot, on-road, off-road, uphill, downhill)  -  

change ABS/ESP and similar systems’ gains (e.g. regulate engine 

temperature when hot, increase ABS gain when wet, soften suspension 

when in rough terrain) 

e. A switch that allows an “Extended range”, “Maximum Performance” “In-

between” setting. 

f. Payload (& fuel) change – every time the vehicle is used, the centre of 

gravity shifts because of fuel being used, personnel number change, payload 

change, or expendable armament and defensive systems change.  Thus, the 

weight and thus the vehicle dynamics change, so throttle, brakes, & 

suspension should be aware of this. 
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g. Civil / military use of public road system. 

16. “Press brake to start moving” functionality, similar to a civil car with automatic 

transmission.  This could reduce unintended moving of a vehicle, which could lead 

severe injury if there are personnel around it – for example, in a maintenance scenario.  

17. Vehicle security.  In a scenario where a clandestine enemy operation occurs to damage 

or replace a drive-by-wire node, other nodes will reject the new node.  This is especially 

true in the case of TTP, where every node is required to know all the information that 

flows on the TTP bus11

18. Remote control / Autonomous capability.  Perhaps in the later stages of the vehicles 

useful life, a requirement would be made to be used as an unmanned vehicle, for 

example, in an extremely hazardous environment or even to be used as a target drone.  

By using an integrated platform, the application of a software layer on top of the 

existing electronics will effectively be only modification required. 

, irrespective if the node in question uses it or not. 

19. Provide a transition from hydraulic to electric power steering, without robbing off 

power from the engine to pressurize the hydraulic fluid.  Electric power steering is used 

only when required – no power is used when driving in straight lines.  

20. Harmonize over-steer and under-steer handling, by using steering and brake 

information. 

21. Negate the high speed toppling over of vehicle. 

22. Depending on which wheels provide the driving speed (future chassis) the toe-in / out 

for steered wheels can be adjusted, to either increase the high speed stability of vehicle 

(toe-in for steered wheels & rear-wheel-drive, toe-out for front-wheel-drive, neutral toe 

in 8x8 mode). 

23. If an IED blasts through the left side of vehicle, there still functionality in the 

(independent) system of the right side. 

24. A steer by wire system can be used in a different platform (a 6x6 or an 8x8 vehicle), 

provided the physical interfaces are the same. 

25. Fully fine-tuned Ackermann steering geometry, and reversed Ackermann geometry 

(reduces vehicle tire temperature at high-speed hot asphalt drives). 

 

                                                 
11 Additionally by using the Message Descriptor List (MEDL). 
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7.3.2. Active HUMS 

In the current Active HUMS Technology Demonstrator, added system functionality is 

recommended.  As is segmentation of bus networks (one purely in the control loop, the 

second purely in Active HUMS), perhaps with a gateway, and gradually built up a bigger 

system.   

For the TD, it is envisaged to migrate from TTP-Matlink into SCADE, to accommodate 

RTCA DO-178B certification throughout the design lifecycle in accordance with the 

Active HUMS Key Requirement (ID: 15). 

Moreover, an increase on the flight model fidelity and an increase in the monitored systems 

are recommended.  Although that action will most certainly make the system more 

complex, the result would be a more definitive design with fewer assumptions. 

In order to conform to Key Requirement (ID: 3), an LRU identification and storage 

algorithm must be implemented.  A possible avenue in tackling this issue is to utilise the 

fact that every TTP node carries its own membership identification, which can be shown 

(and stored) in TTP-View.  

In a bigger scale, an airborne testbed (see Figure 7-3) and / or Unmanned Aerial Vehicle 

(Figure 7-2) to suit the needs of mobile research demonstrator is recommended.  This 

would accommodate the active HUMS technology.  Some initial research work has been 

conducted, in close relation to the VVV demonstrator, as described above.  
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Figure 7-3: Proposed Airborne Testbed 

 

7.3.3. Mobile Demonstrator 

Regarding the mobile demonstrator, a power monitoring and management scheme is highly 

advisable, as it will provide the necessary handling with regard to power issues.  The 

Monitoring component refers to getting data about the voltage levels from the battery.  

The management component includes switching devices off in case of a lower battery level, 

to increase drivability.   

A draft TTP power management framework has since been designed, but not implemented 

yet for use in the buggy.  The idea is to degrade gracefully in progressively lower voltage 
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buggy, being driven in a controlled environment.  Since the batteries operate at 27.6V, a 

‘battery low’ indication is considered at 23V. 

Table 7-1: The Buggy Power Management System 

Voltage 
Level 
(Volts) 

Action Effect 

23 
 

Activate Buzzer 
 
Activate Display 
 

Audiovisual stimuli to the driver 

22 Switch off steering feedback 
 
Switch off TTP-MilCAN Bridge TTP 
node 
 

Tactile stimuli to the driver (no 
steering feedback) 
 
Save power from brake lamps 

21 Return throttle to idle 
 
Verify throttle is in idle 
 
Shutdown the power stages of the 
throttle node 
 

Buggy cannot accelerate any further - 
perhaps only on downhill 

20 Reduce steering range (instead of full 
deflection use 80% of full)  
Reduce braking range (instead of full 
deflection use 80% of full)  
 

Trade default controllability and 
deceleration for extra battery life 

19 Engage 20% of brakes Brakes apply slightly (buggy will be 
immobilised) 

18 Engage 40% of brakes Brake will be engaged–(buggy will be 
immobilised) 

Upon entering in each mode, the system will not allow a jump back to the previous one, to 

avoid switching back to the previous one up due to power spikes.  This will have a 

permanent effect until shutdown.  The solution proposed in the table above is debatable, 

since in the very low voltage level settings the buggy will be immobilised.  Further analysis 

and a safety case are naturally required, but the first design is shown.  

A prime requirement here is that the power management must be tasked to a safety critical 

system (e.g. TTP in buggy).  Research has shown that monitoring is acceptable to be 

handled by a lesser integrity system; however, management of the system should be 

handled by the higher integrity system.  More importantly, if the power management is 

handled by a lower integrity system, it follows that the integrity of the safety critical nodes 
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will also reduce.  This would happen because the lower integrity system will be more likely 

to fail, and will propagate this fault to the higher integrity nodes.  

The strategy behind such a system is two-fold: First, the control system must detect voltage 

levels (monitoring), and second, react to any exceedances (management).  The HUMS 

component can be used here to provide an insight on the algorithms.  Using Heath 

Monitoring and Management, the battery discharge profiles can be recorded.  This 

information can be used to provide the low voltage threshold and fine-tuned repeatable 

low voltage results for the discharged batteries.  Since the TTP nodes provide the battery 

voltage, this information is already there.  A buzzer and “battery low” LEDs are 

recommended, to warn when driving in low voltage levels – these should be placed in the 

driver’s cockpit.  In addition, the current configuration of TTP - MilCAN integration can 

be utilised to pass the monitoring information to the existing screens, showing a low-

voltage visual indication, in a layout similar to ones used in mobile telephony.   

Regarding the second proposed solution, the idea is to increase controllability and 

drivability of the buggy when it is driven and the batteries are discharged by switching non-

essential systems off.  The switching can be controlled from the TTP nodes, by using 

relays.  For example, a (power hungry) car PC that powers the second screen can be 

switched off.  The onboard TTP monitoring node and the wireless telemetry system also 

are included in this category.  Headlights should run in reduced power but not switched 

off.  Note however, that the VSI Bridge used for TTP-MilCAN bridging, should not be 

switched off in the initial stages of a battery low condition, as it handles the brake lights 

and other systems inside the cockpit. 

In addition, one could add node redundancy to the DbW ECUs and their corresponding 

sensors and actuators.  In order to provide a safer solution, the nodes, sensors, and 

actuators controlling the buggy must be replicated.  Naturally, such a move would increase 

the system complexity, the controller arbitration (ECU agreement on who is in control), 

and the cost.  However, since this is a research vehicle, it was never a priority to legally 

drive it in public roads.  Therefore, such a move would allow research that is more specific 

towards the legislation, reliability, and performance levels to achieve a “legal” drive 

capability. 

As described in chapter 6, the buggy has many more systems built to it than just a drive-by-

wire system.  Therefore, integration of screens and other systems to the buggy DbW is 
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recommended, as the end result can provide synergy and added capabilities not feasible 

before.  For example, the wireless telemetry system is currently configured to transmit 

information from the TTP in the buggy to a workstation (PC).  If the information path is 

reversed, and the control information is generated in the workstation, then the buggy can 

be remotely driven from the said workstation.  A significant advantage is that the buggy 

would retain the capability to be driven by a human driver in-vehicle. 
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Appendix 

 

Fault Analysis for the VVV Testbed, from the TTP point of view: 

• FMEA is an Acronym for Failure Mode Effects Analysis. It is used in risk 
management, as a risk assessment tool, and as a pre-emptive step to reduce the 
effect of Murphy’s Law. 

• The following table represents an adaptation of the FMEA principle for the needs 
of VVV project; in particular, from TTP, the Gateway node is chosen, since it is the 
most critical in the TTP segment (e.g. if the node fails, intra-network 
communication also breaks down).  

• The bracketed data represent the opinion of the author.  
 
 

 
Networking 

Layers 
 
 

TTP-
Specific 
Layers 

Error / 
Failure Mode 

Description of  
Performance 

Affected 
Latency Severity 

Probability 
of 

occurrence/ 
failure 

Application 
SW 

Host 
Layer 

Crash / 
Application stuck 

/ Node hung  

Failure of 
G/W node -> 
reset caused by 

membership 
mechanism of 

TTP 

Duration of 
fault 

detection of 
TTP (max. 2 

TDMA 
rounds)+ 

time to reset 

Severe Probable 

Application Bug G/W works – 
data corrupted varies Critical (Probable) 

OS / System 
Software 

FT-
COM 
Layer 

 

Fatal error –keep 
resetting 

Failure of 
G/W node  - Severe (Very Low) 

Deadlock 

Failure of 
G/W node -> 
reset caused by 

membership 
mechanism of 

TTP 

Duration of 
fault 

detection of 
TTP (max. 2 

TDMA 
rounds)+ 

time to reset 

Critical (Very Low) 



B 

Processor / 
System 

Hardware 

Overheat 
Degradation / 

Failure of 
G/W node 

- Minor (Very Low) 

Power off Failure of 
G/W node - Severe  

Incorrect 
configuration of 
CPU by compiler 

G/W works – 
data corrupted  Critical (Probable) 

Network 
Software 

 
 

Protocol 
Service 
Layer 

 
 
 
 
 
 
 
 

Data 
Link 
Layer 

MEDL Memory 
Corrupted 

Inconsistent 
behaviour of 

G/W 
- Severe (Very Low) 

Masquerading – 
HW 

Made 
impossible by 

TTP static 
association 

between 
sending slot & 
physical unit 

Zero Nuisance Very Low 

Omission failure 

Loss of 
communication 

system  -> 
restored by 
membership 

mechanism of 
TTP 

Duration of 
omission 

failure + fault 
detection of 
TTP (max. 2 

TDMA 
rounds)+ 

time to reset 

Severe Probable 

Network 
Hardware 

Random signal / 
burst   Critical (Probable) 

Babbling idiot Failure of 
G/W node - Severe Very Low 

No clock 
synchronisation 

Failure of 
G/W node -> 

restored by 
membership 

mechanism of 
TTP 

 Minor Very Low 

Masquerading –
SW  

Error 
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Made 
impossible by 
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between 
sending slot & 
physical unit 
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Specification 
(SOS) fault 
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think a value is 

fine, some 
think it is faulty 

 Critical Very Low 

Protocol (Clique 
Error) 

If the G/W 
detects that it is 
not consistent 

with the 
majority of the 
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- Severe (Very Low) 
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Bus / 
Physical 

Physical 
Layer 

Wires cut:  
Chanel A+ 

G/W 
unaffected Zero Minor 

(Depends on 
environment. 

Obviously 
for lab demo 
is very low) 

ChA– G/W 
unaffected Zero Minor 

(Depends on 
environment. 

Obviously 
for lab demo 
is very low) 

ChA+ & ChA– G/W 
unaffected Zero Minor 

(Depends on 
environment. 

Obviously 
for lab demo 
is very low) 

ChB+ G/W 
unaffected Zero Minor 

(Depends on 
environment. 

Obviously 
for lab demo 
is very low) 

ChB– G/W 
unaffected Zero Minor 

(Depends on 
environment. 

Obviously 
for lab demo 
is very low) 

ChB+ & ChB– G/W 
unaffected Zero Minor 

(Depends on 
environment. 

Obviously 
for lab demo 
is very low) 

Both ChA & ChB 
cut 

G/W 
physically 

separated from 
rest of TTP 

- Severe 

(Depends on 
environment. 

Obviously 
for lab demo 
is very low) 

Short circuit    

(Depends on 
environment. 

Obviously 
for lab demo 
is very low) 

EMI 

Failure of 
G/W node for 

duration of 
EMI effect 

Duration of 
EMI effect + 

fault 
detection of 
TTP (max. 2 

TDMA 
rounds)+ 

time to reset 

Severe 

Depends on 
environment. 

Obviously 
for lab demo 
is very low 

Mismatched 
Termination    

Depends on 
environment. 

Obviously 
for lab demo 
is very low 
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Appendix II 

 

Terminology in the TTP domain 
 

Node or Host One CPU with a TTP communications controller 

Cluster A collection of nodes or hosts 

Subsystem 

A set of tasks that take some input and produce some output.  
Several subsystems may be executed – independently of each other 
– on one host (that is, if it has enough processing power for this).  
Many designs simply associate host and subsystem in a one-to-one 
basis. 

Replicated 
Subsystem 

One subsystem may be executed simultaneously on several hosts in 
a cluster. 

Task 

A task is the smallest schedulable entity in TTP-Build.  It is a time-
invariant description of a specific computational action.  In other 
words, a task is a function using inputs to produce outputs, and is 
executed independently of other tasks.  The tasks are grouped into 
subsystems.  Each task is part of exactly one subsystem, but each 
subsystem may contain as many tasks as necessary.  Tasks are 
triggered every “X” amount of time by the scheduler. 

Message 

A piece of information broadcasted to the TTP network.  Note the 
word “broadcasted”, because in TTP, messages are sent to the 
TTP bus, instead of a specific receiver.  Actually, there can be no 
receiver at all.  TTP Messages are sent every “X” amount of time, 
when the scheduler triggers their corresponding task.   

 

 


	Coversheet
	Melentis, Ioannis John
	Declaration
	Abstract
	Acknowledgements
	Table of Contents
	List of Figures
	List of Tables
	List of Acronyms & Abbreviations
	List of Publications & Presentations
	Introduction
	Prologue (Motivation)
	Previous Work at the Vetronics Research Centre
	Review of related work
	Vetronic Testbeds
	MilCAN platforms
	TTP integration with other networks
	HUMS and Active AHUMS
	TTP in prototype vehicles

	Thesis Outline

	Vetronics Background
	Introduction
	Verification & Validation Methodologies
	Overview
	Lifecycle Models
	Waterfall Model
	Rapid Prototyping
	Spiral Model
	V-Model


	Standards, Regulations, and Guidelines
	Overview
	Vetronics Standards & Guidelines
	The single common architecture
	The data-type partitioned architecture
	The Service Oriented Architecture (SOA)

	Generic Vehicle Architecture (GVA)
	Safety Standards

	Selected Fieldbuses & Networks
	TTP
	The Time Triggered Architecture (TTA)
	Modus Operandi
	The TTP Network Layers

	FlexRay
	Structure of a FlexRay network node
	Media Access in FlexRay

	Controller Area Network (CAN)
	MilCAN

	Conclusion

	Introduction to Health & Usage Monitoring Systems and Drive-by-Wire
	Introduction
	Health & Usage and Monitoring Systems (HUMS)
	Overview
	Relationship between Safety and Maintenance
	Levels of Authority for a Health Monitoring (HM) System
	Traditional HUMS Roles
	Functions Performed By Traditional HUMS

	Drive-by-wire systems
	Overview

	The military need for Drive-by-wire
	Improvised Explosive Devices (IEDs)
	Limited crew capability

	Conclusion

	Vetronics Verification & Validation
	Introduction
	Land Systems
	Land Systems Taxonomy
	Classification Taxonomy by safety criticality in candidate vehicle systems

	Approach
	Requirements Analysis
	System Specification of the TTP – MilCAN Rig connection
	Architecture and System design
	Systems Integration Laboratory (SIL) – Version 1

	Subsystem Design
	TTP
	TTP Hardware
	TTP Software
	TTP-OS Time Triggered Idle Task Handling

	MilCAN and the VSI Bridge

	Implementation & Coding
	TTP Implementation
	The BridgeLink Communication Protocol
	BridgeLink Physical Layer
	BridgeLink Data Link Layer
	TTP Triggering


	Subsystem Testing (Verification)
	Testing setup
	Results
	Verification

	Integration & System Testing (Verification)
	Testing Setup
	Results
	Verification

	Acceptance Testing &Validation
	Version 2 Architecture & System Design
	Version 2 Subsystem Design
	TTP Design Changes

	Version 2 Implementation & Coding
	SSCLink Design
	SSCLink Physical Layer
	SSCLink Data Link Layer
	SSCLink Network Layer

	Triggering Specification

	Version 2 Subsystem Testing (Verification)
	Testing Setup
	Results
	Test V2-1-1: VSI Bridge to Bridge Interface Node - loopback
	Test V2-1-2: VSI Bridge to TTP Gateway - loopback
	Test V2-1-3: VVV Stimulus Direct Loopback Latency
	Test V2-1-4: VVV Stimulus to TTP Trigger - loopback

	Verification

	Version 2 Integration Testing (Verification)
	Testing setup
	Results
	Test V2-2-1: VSI Bridge to TTP Trigger - loopback
	Test V2-2-2: VVV Stimulus to TTP Gateway node via TTP trigger - loopback
	Test V2-2-3: VVV Stimulus to TTP Bridge Interface Node - loopback

	Verification

	Version 2 System Testing (Verification)
	Testing setup
	Results
	Test V2-3-1: VV Stimulus to TTP Trigger via MilCAN - loopback

	Verification

	Acceptance Testing & Validation
	Conclusion

	Active HUMS in Avionics
	Introduction
	Could current HUMS be improved?
	Integration with existing and legacy systems
	Levels of Authority
	Data Filtering
	Communication Paths
	Usage Monitoring
	Prognostics
	Ground Based Solutions

	Design
	Active HUMS Overview
	Differentiating Active HUMS from Flight Control
	Active HUMS Architectural Analysis
	Active HUMS Key Requirements
	Active HUMS High-Level System Requirements
	Active HUMS Development Lifecycle Requirements


	Implementation
	Description and Architecture
	The simulation model
	The flight Model
	The Elevator Control Surface
	The TTP network
	The Active HUMS

	The Development Environment
	Description of blocks

	Model Reference
	List of Objects
	Active HUMS Behaviour
	Application Flowchart


	Testing
	Setup
	Methodology
	Testing Schemes

	Results
	Overspeed Scenario
	Stall Scenario
	Pitch limiter Up
	Pitch limiter down

	Conclusion

	Mobile Demonstrator Testbed: a case study
	Introduction
	Design
	Initial Requirements
	Conceptual Top Level Electronic Architecture Design
	X-by-Wire module
	Network Module
	Network Gateways
	Power Module

	Implementation
	Results
	Discussion & Conclusion

	Conclusion & Future work
	Concluding Remarks
	VVV Testbed
	Active HUMS
	Mobile Demonstrator

	Research Implications & Limitations
	Future Work
	VVV Testbed
	Active HUMS
	Mobile Demonstrator


	References and Bibliography
	Appendix
	Appendix II


