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Abstract 

A ‘smart city’ refers to various information technology solutions to make city a better place 

to live and work. Nevertheless, such technological advances are also rapidly changing public 

decision-making and functioning of societies, bringing both benefits and threats. The paradox 

of increasing efficiency and, at the same time, increasing potential harm to citizens occurs 

particularly in the domain of smart city safety solutions. This paper explores the tensions of 

decision-makers and implementers of smart city safety technologies (e.g., government and 

municipality officials, law enforcement, businesses, and academics) and investigate the main 

success factors, benefits, and risks that these actors see in creating a safe smart city. We 

conducted seven focus groups with diverse stakeholders to investigate the present and future 

of smart cities. Our findings contribute to better understand what a safe smart city means and 

how policy makers and companies can work together to make it happen.  
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1. Introduction  

Rapid advances in information and communication technology (ICT) are reshaping our 

economy and society at a higher pace than ever before, creating numerous new opportunities 

as well as challenges. In the public sphere, these developments are often seen in the 

integration of ICT in urban infrastructure to create smart cities. Despite technology spending 

into smart city initiatives worldwide has reached $124 billion and the market is expected to 

grow rapidly in the future, the public implementations are still very much in its infancy, with 

less than 100 cities in the world contributing to the bulk of smart city investments (IDC, 

2020).  

The concept of smart city typically refers to the use of data collected through an internet-

enabled network of connected devices around the city with the purpose of offering more 

efficient, real-time public services at lower costs (McKinsey, 2018). Prototypical smart city 

solutions use information from smart sensors to monitor traffic, manage waste infrastructure, 

save water, or improve energy consumption. Smart cities offer increasing opportunities to 

improve decision-making and city-citizen interactions in several areas such as public health 

(e.g., remote health services, disease spreading monitoring), safety (e.g., crime prevention, 

resilience), or citizens’ involvement in public sector (e.g., local apps, e-government services) 

(McKinsey, 2018).  

While smart cities create new economic and social opportunities, they also pose 

challenges to our security, expectations of privacy, and potential harm towards vulnerable 

categories of society. Unisys Security Index (2021) pool reports record high increase in 

security concerns around the globe, driven by increased concerns around viruses and hacking, 

with more than 62% of people being seriously concerned about their identity being stolen. 

When it comes to the domain of public safety technologies (e.g., surveillance cameras), 

people tend to evaluate the trade-off between privacy and protection, between feeling 

observed and feeling safe (Dinev et al., 2008; Nam, 2019). As outcome, the seriousness of 

privacy intrusion of smart city technologies and social backlash extends from mild suspicion 

for technologies that are perceived as impersonal, used for service purpose (e.g., monitoring 

of traffic) to the strong objections about controversial uses of personal data for surveillance 

purposes (van Zoonen, 2016). With overall low cybersecurity behaviors by citizens around 

the globe, due to their lack of risk awareness and ability to protect their privacy and 

shortcomings in regulations, the security becomes the main controversy of the future smart 

cities. 



Despite that previous research recognizes the importance of understanding trade-off 

between safety and privacy (e.g., Nissenbaum, 2009), there is a lack of research to investigate 

the perspective that people who work for the smart city have on such technologies. The 

development of smart city is a complex process with multi-faceted and multi-level ecosystem 

of various agencies and stakeholder groups (e.g., local governments, citizens, urban planners) 

that are often driven by conflicting interests (Ruhlandt, 2018). For example, companies are 

interested in selling their technocratic business solutions, where the benefits of efficiency are 

emphasized over the potential societal costs. Governments are conflicted between efficient 

solutions and citizens’ wellbeing. In this paper, we aim to investigate smart city stakeholders’ 

perspectives in implementing safe smart cities taking a multifaceted view. Specifically, we 

are interested in understanding the main challenges and opportunities that people who work 

to develop a safe smart city recognize. By identifying challenges and opportunities, we can 

provide policy makers with concrete recommendations for the future of smart cities.  

To explore the objectives of this work, we have conducted a qualitative study with 

Norwegian policy makers, police officers, and experts in smart city solutions. Qualitative 

approaches are deemed appropriate for the investigation of individuals’ perceptions about 

new technologies (Parasuraman, 2000). We focused on Norwegian market as Norwegian 

cities rank among the twenty smartest cities in the world based on investments in smart 

solutions (Statista, 2019). 

The article makes several contributions. First, we contribute to the call for more research 

on the risks and benefits of implementing smart cities initiatives (Appio et al., 2019). Second, 

by interviewing people who work for the smart city, we provide a unique perspective on how 

smart cities are perceived. Third, we identify concrete obstacles for policy makers and 

companies who work with the public sector by shedding light on possible areas of 

intervention.  

2. Methodology  

Seven in person focus groups were conducted in November 2021 with Norwegian police 

officers, researchers, businesses (companies who sell products to the government and law 

enforcement institutions) and public servants who work for Norwegian municipalities. 

Participants who were attending a two-day conference in Oslo on the topic of Policing in 

Smart Cities were invited to join a workshop. In total, 47 people participated in the workshop. 

Consistently with evidence showing that smaller groups are more constructive and foster 



more self-disclosure (Williams et al., 2012), we divided the participants in groups of up to 7 

people. In each group, we mixed participants with different backgrounds (e.g., police officers, 

researchers, and policy makers).  

The focus groups lasted 90 minutes. During that time, the moderator was presenting to 

participants four main questions (ways to make futures cities safe, benefits and risks of smart 

technologies in public contexts, obstacles in implementing smart technologies for citizens, 

firms, and policy makers) and leave participants around 15 minutes to discuss the question.  

To analyze the data, we carried out a content analysis (Hsieh & Shannon, 2005), which 

resulted in qualitative categories corresponding to the main themes emerging from the text, 

and frequencies representing the number of participants mentioning each specific theme 

(Moldavska & Welo, 2017). After familiarizing with the data, an inductive approach was 

applied, in which no coding list was defined a priori, and categories were identified during 

the process of analysis (Bengtsson, 2016). 

3. Results  

Results of the content analysis are discussed by presenting the themes and subthemes 

emerging from the discussion, alongside representative quotes aimed at providing evidence of 

the way participants vocalized their opinions and thoughts in relation to each subtheme. We 

divided the findings in three broad areas: 1) key elements of a safe smart city design; 2) main 

rationales for investing in smart cities safety; 3) how to make smart cities safe. Within each 

area, we will present different themes and subthemes. An overarching framework of our 

findings is presented in Figure 1.  

Figure 1. Summary of Findings.  

 

Note: Themes are presented in bold; subthemes are presented in italics. Frequencies are shown in parentheses.  



3.1. Key Elements to Create a Safe Smart City  

When discussing the main elements that would contribute to make a smart city safe, 

participants focused their attention on three main aspects: technological infrastructure, 

collaboration between stakeholders, and urban planning. On the one hand, participants (N = 

24) elaborated on how investing in smart technologies can help in both preventing and 

reacting to crimes more efficiently by better analysing data and using predictions. Also, 

future technology should be developed with the dual goals of helping police officers to do 

their job while still respecting citizens’ privacy. “The technology needs to be implemented in 

a way that meets the need of the citizens and the public services alike” (Public servant at 

municipality level). These findings are in line with previous research (Struminskaya et al., 

2021) showing that consumers are unwilling to share smartphone-sensor collected data 

because they are concerned with their privacy (42%), they are generally unwilling (9.5%%), 

or they desire to control the data collected (7.5%). This theme reflects the notion that 

decision-makers and users alike would like to know how technology works and what the 

technology can do for them. Although the development of technology was the most cited 

aspect, many participants (N = 17) also noted that the collaboration between stakeholders is 

central in this development. Stakeholders commonly mentioned by respondents were citizens, 

public institutions, government, and police force. The importance of collaborations is also 

recognized when attributing the role to humans as main actors of a smart city. “Technology 

cannot alone make us feel safe – but it can contribute if other measures are in place. A 

responsible technology is human centered”. Finally, some of the respondents (N = 10) talked 

about the importance of good urban planning. Participants focused on the need to invest in 

physical aspects (e.g., light in the street), in public services (e.g., more police in the street), 

and overall thinking about the development of the city in the long run. “The institutions 

should think about planned development of neighbourhoods, not driven by short term profit 

alone”. Also, “better urban planning can achieve higher resilience and safety, which can be 

supported by technology” (A Civil servant at local municipality level). 

3.2. Benefits and Risks of a Safe Smart City  

When participants were asked to elaborate on the reasons why governments should invest 

in smart city, participants came up with a list of benefits and concerns that are affecting the 

judgment on smart city’s implementations. A summary of the main themes and subthemes are 

presented in Table 1.  



Table 1. Benefits and Risks of Smart Cities Implementations  

 

When it comes to benefits, participants recognized the value of smart cities 

technologies in making their job and the activities in the city more efficient. “If the city is 

connected, we can improve response time and send the right responders for a particular 

case”. In addition, one of the biggest benefits of having a connected city is the exponential 

availability of data. “The data becomes available, and we (police officers) can use those data 

to be more aware of what is happening around the city”. At the same, the collection and 

(mis)usage of all these data represent one of the biggest concerns for the respondents. 

Participants mostly talked about three main concerns: how the data are collected, how the 

data are interpreted and use, and how the data could be used for different purposes than the 

ones they were intended to. “Just think about the footages from the cameras in the station 

which record people’s face. If we do not protect the data properly, someone could hack the 

system and manipulate the data or use the data for some other purpose” (Police officer). This 

discussion emphasizes rarely investigated aspect of investigating privacy concerns as a social 

value phenomenon. In existing studies, privacy is explored primarily as an individual’s value 

and right, while security is inherently seen as a value for the society at large. For as long as 

these two dimensions remain disjoined, we will see the privacy’s social value ignored and 

undervalued, both in academia and public discussions (Nissenbaum, 2009). 

Participants also reported that the presence of surveillance systems in the streets 

enhance both the feeling of safety but also the feeling of being watched. The surveillance 

society narrative (Puntoni et al., 2020), where people feel observed in everyday activities, 

rises concern on how citizens might react. “How will people react to the technological 

Main Theme Subtheme(s) Examples Frequency 

(N = 47) 

Benefits of Smart 

Cities  

Efficiency  Faster response time; 

lower costs 

23 

Access to information  

 

Availability of 

information; use of 

information 

17 

Safety  

 

Reduction in crimes; 

surveillance  

17 

Quality  Good service to the 

public  

4 

Risks of Smart Cities  Data breach and 

privacy concerns  

 

Misusage of data; 

disrespect of citizens’ 

privacy; hacking; 

algorithm bias  

34 

Surveillance society  Big brother effect; 

lack of personal 

control; feeling of 

being observed  

17 

Dependence on 

technology  

 

Alienation; addiction; 

potential negative 

consequences on 

social life  

6 

 



future? We cannot control people. Will people hide from the “big brother” society?” 

Moreover, people who work for the smart city feel they do not have control over the 

technology and that they might need to behave differently as their behavior is recorded. 

Therefore, quite interestingly, the respondents are contemplating the extent to which the new 

technologies are also used to monitor and control the system internally. This is a 

controversial aspect which also may explain the reactance towards technology from a part of 

public servants or government employees. 

Finally, participants expressed some fears in becoming dependent on these 

technologies. The technologies could cause a feeling of alienation in people such that they 

will not engage in activities or being proactive because the technology is there to do things 

for them. Alienation can ultimately lead to negative consequences for society as large, such 

as lack of collaboration, distraction, and inertia. “What happens with those outside the city, in 

disconnected areas - how will they be affected with these developments, do they then become 

“dumb villages” versus smart cities?”(Senior government civil servant). And: “We are quite 

worried about the increase in social inequalities and getting elderly people, like my mother, 

involved into those new realities” (Civil servant at municipality level). 

3.3. Obstacles in Developing Smart Cities  

Participants identified three main obstacles in developing smart cities: public servants’ 

obstacles, citizens’ obstacles, and companies’ obstacles. A summary of the main theme and 

subthemes is presented in Table 2.  

Table 2. Obstacles in Developing Smart cities  

 

Main Theme Subtheme(s) Examples Frequency 

(N = 47) 

Obstacles for public 

servants  

Law  Regulations; political 

agenda; GDPR 

17 

People Prejudice; Ignorance; 

Cooperation  

15 

Resources Money; Time 13 

Implementation Knowledge to use 

technologies; data 

availability  

11 

Obstacles for citizens 

(from the perspective 

of other 

stakeholders)  

Trust  Trust in institutions; 

transparency  

8 

Knowledge Awareness of how the 

technologies work; 

type of information 

collected; actions done 

to protect privacy   

8 

Incentive Lack of collaboration; 

ways to incentivize 

participation  

6 

People Resilience to change; 

fear; privacy concern  

6 

Obstacles for 

companies  

Profit Profit orientation; 

short-term actions 

7 

Conflicting goals Lack of collaboration 

between companies, 

citizens, and public 

institutions  

5 

 



Police officers and first respondents care about protecting the law. However, the law itself 

represents an obstacle in how the smart cities are developed and which initiatives are 

promoted. Depending on the political agenda, governments promote new regulations, and the 

police force has to deal with citizens’ reactions. Another important factor to consider is that 

smart cities are made not only of technology, but also of people. And “people do not always 

know what they want”. People seem to want privacy and security, but they sometimes 

jeopardize them by using unprotected apps and indiscriminately sharing safety information 

(Kokolakis, 2017). People have strong prejudices about surveillance and safety. According to 

respondents, citizens do not trust enough institutions and question the advantages of smart 

cities. Also, the system is not transparent enough for them to trust it. People fear being 

watched and controlled so they tend to resist any attempt to collaborate with the police. These 

findings are consistent with previous literature showing that people’ willingness to provide 

personal information are weighted between perceived government intrusion concerns and 

perceived need for government surveillance of Internet activities (Dinev et al., 2008). We 

extend those findings in the context of implementing public artificial intelligence (AI) in 

safety domains for smart cities. 

In participants’ opinion, the lack of knowledge is a common obstacle for both citizens and 

workers. There are different aspects participants discussed about knowledge. “There is a 

huge gap between those that directly work with creating AI and those that will be using AI 

based tools”. But also, “People simply do not know what we do with their data”. There 

might be therefore lack of awareness on how AI works, but also lack of communication on 

the elements that are relevant for the public to trust the system. “Trust is the willingness of a 

party to be vulnerable to the actions of another party based on the expectation that the other 

will perform a particular action important to the trustor, irrespective of the ability to monitor 

or control that other party” (Meyer et al., 1995, p. 712). From our data, we posit that in the 

context of smart city implementations there are several, yet little explored, dimensions of 

trust issues: trust in the AI to allow the shift of agency and control from humans to AI; trust 

in government in using the AI for the benefit of individual citizen (rather than in other 

purposes, e.g. surveillance); and finally, decision-makers’ (dis)trust in abilities versus 

weaknesses of AI in increasing security of the system. The trust in AI in public applications is 

poorly explored empirical issue, likely being strongly affected by perceptions of procedural 

fairness and usefulness of automated decision-making at a societal level (Araujo et al., 2020). 

Many respondents acknowledged a lack of trust of the top-of the-hierarchy in solving the 



security challenges by using technology. The lack of trust comes from the relatively lower 

knowledge and AI literacy of top-level decision-makers in public institutions, augmented by 

their own human fears of the inability to control the technology. Better understanding on the 

determinants of human cognitive and emotional trust (Glikson & Woolley, 2020) in smart 

city AI could be further explored. 

Finally, businesses working in smart cities also seem to face problems for the differences 

in goals between business goals and public. “Citizens and firms have completely different 

reasons for safe cities. Many businesses tend to create safety for profit instead of safety for 

standard of living / basic psychological reasons”. Overall, for both citizens and companies, 

participants pointed to the importance of creating a good incentive scheme that would allow a 

sustainable development of the initiatives surrounding safety in smart cities. Moreover, firms 

and, in particular, big tech giants, have been recognized both as potential facilitators and 

gatekeepers. “Systems in smart cars are collecting regularly information about roads and 

overall infrastructure in our country, but we have very little control about how that security-

sensitive information is used and shared by these firms” (Civil servant and Police officer). 

4. Conclusions  

Using a qualitative approach, we investigate how public servants see the future of smart 

cities with a specific focus on safety. Our findings contribute to different streams of literature, 

supporting and expanding current findings in the domain of smart cities technologies. 

Specifically, we contribute to the current debate about fears and benefits of smart cities 

technologies (Appio et al., 2019) by expanding the current findings in consumer behavior 

literature (Puntoni et al., 2020) and providing a different point of view (the one of people who 

work for the smart city). Moreover, we underline the importance of two main constructs (trust 

and technology literacy) as key determinants of smart cities’ acceptance. These themes 

deserve further investigations in the context of public safety and surveillance technologies. 

Finally, we discuss other interesting constructs such as dependence on technology, 

stakeholders’ collaboration, and incentivization schemes that could represent future avenues 

of research in the domain of smart cities.  

5. References  

Appio, F. P., Lima, M., & Paroutis, S. (2019). Understanding Smart Cities: Innovation 

ecosystems, technological advancements, and societal challenges. Technological 

Forecasting and Social Change, 142, 1-14. 



Araujo, T., Helberger, N., Kruikemeier, S., & De Vreese, C. H. (2020). In AI we trust? 

Perceptions about automated decision-making by artificial intelligence. AI & 

SOCIETY, 35(3), 611-623. 

Bengtsson, M. (2016). How to plan and perform a qualitative study using content 

analysis. Nursing Plus Open, 2, 8-14. 

Dinev, T., Hart, P., & Mullen, M. R. (2008). Internet privacy concerns and beliefs about 

government surveillance–An empirical investigation. The Journal of Strategic 

Information Systems, 17(3), 214-233. 

Glikson, E., & Woolley, A. W. (2020). Human trust in artificial intelligence: Review of 

empirical research. Academy of Management Annals, 14(2), 627-660. 

Hsieh, H. F., & Shannon, S. E. (2005). Three approaches to qualitative content 

analysis. Qualitative Health Research, 15(9), 1277-1288. 

IDC - International Data Corporation (2020). Worldwide Smart Cities Spending Guide.  

Kokolakis, S. (2017). Privacy attitudes and privacy behaviour: A review of current research 

on the privacy paradox phenomenon. Computers & Security, 64, 122-134. 

McKinsey (2018). Smart cities: Digital solutions for a more livable future.  

Meyer, R. C., Davis, J. H., & Schoorman, F. S. (1995). Academy of Management Review. An 

Integrative Model of Organizational Trust, 709-734. 

Moldavska, A., & Welo, T. (2017). The concept of sustainable manufacturing and its 

definitions: A content-analysis based literature review. Journal of Cleaner 

Production, 166, 744-755. 

Nam, T. (2019). What determines the acceptance of government surveillance? Examining the 

influence of information privacy correlates. The Social Science Journal, 56(4), 530-

544. 

Nissenbaum, H. (2009). Privacy in context. Stanford University Press. 

Parasuraman, A. (2000). Technology Readiness Index (TRI) a multiple-item scale to measure 

readiness to embrace new technologies. Journal of Service Research, 2(4), 307-320. 

Puntoni, S., Reczek, R. W., Giesler, M., & Botti, S. (2021). Consumers and artificial 

intelligence: An experiential perspective. Journal of Marketing, 85(1), 131-151. 

Ruhlandt, R. W. S. (2018). The governance of smart cities: A systematic literature 

review. Cities, 81, 1-23. 

Statista (2019), Technology spending into smart city initiatives worldwide from 2018 to 2023 

(in billion U.S. dollars).  

Struminskaya, B., Lugtig, P., Toepoel, V., Schouten, B., Giesen, D., & Dolmans, R. (2021). 

Sharing Data Collected with Smartphone Sensors: Willingness, Participation, and 

Nonparticipation Bias. Public opinion quarterly, 85(S1), 423-462. 

Unisys Security Index (2021). https://www.unisys.com/unisys-security-index/ 

Van Zoonen, L. (2016). Privacy concerns in smart cities. Government Information 

Quarterly, 33(3), 472-480. 

Williams, S., Clausen, M. G., Robertson, A., Peacock, S., & McPherson, K. (2012). 

Methodological reflections on the use of asynchronous online focus groups in health 

research. International Journal of Qualitative Methods, 11(4), 368-383. 

https://www.unisys.com/unisys-security-index/

