
 

* Corresponding author: s.skarvelis-kazakos@sussex.ac.uk 

 

WG C4.47 
ELECTRA #320 
WORKING GROUP REPORT 

 

Resilience of interdependent critical 
infrastructure 
 

Spyros Skarvelis-Kazakos*, Rodrigo Moreno, Ian Dobson, Mathaios Panteli, Pierluigi 
Mancarella, Andrew Jin, Igor Linkov, Milorad Papic, Raj Dhrochand, Chandan Kumar, Chris 
Mak 

on behalf of the CIGRÉ C4.47 Power System Resilience Working Group 

Abstract 

This paper discusses the resilience of power systems in the context of other interdependent critical 
infrastructure systems. Potential sources of disruption are explained, and their interconnected 
impacts are discussed. The theoretical frameworks for assessing reliability and resilience across 
electricity, gas, water, telecommunications and transport networks are presented, and a new 
approach is proposed for integrating these approaches into a unified resilience assessment 
framework. The CIGRE C4.47 resilience definition is generalised, and promising new methodologies 
are explored. 
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1. Network of networks approach to power system resilience 

The power system is one of several infrastructure systems that are critical for the operation of fundamental 
societal functions. Electrical power is ubiquitous and other critical infrastructure systems depend on it, such as 
gas and water distribution networks, or telecommunication and transportation systems. The dependence is 
reciprocal, since the successful operation of many power system assets and processes requires natural gas, 
water, telecoms and, to an extent, transportation. 

Resilience, which includes both aspects of prevention and hardening as well as recovery and adaptability, is a 
necessity for critical infrastructure as interconnected social, technical and economic networks create large 
complex systems where the risk analysis of many individual components becomes cost and time prohibitive 
[1]. Resilience includes the ability of a system to either prevent or minimize the effects of disruptions that 
arise, and to rapidly recover from or adapt to changing conditions associated with emerging threats. As the 
power system continues to face key challenges with extreme weather, as well as emerging threats such as 
cyber-terrorism, resilience analysis of power systems and critical infrastructure as a whole seeks to ensure 
that when failures eventually do occur, their impact is minimized and systems can quickly recover. 

However, resilience assessment of power systems alone would result in an isolated methodology treating 
risks arising from the rest of the infrastructure as externalities. This has the potential to lead to under-
preparedness and greater impact from adverse events. This compounded impact can be seen in numerous 
recent and older adverse events of different scales, where power system faults have caused disruption in 
water, transport and other systems. A “network of networks” approach would internalise all the relevant fault 
modes and clearly map the cascading effects and interactions across multiple infrastructure networks. Hence, 
there is a need for the industry to define a framework and methodology to assess and improve the resilience 
of interdependent critical infrastructure. 

2. Interdependencies 

In recent years, unprecedented and singular disaster incidents (such as the 9/11 terrorist attack and the 
COVID-19 pandemic) have revealed the interdependencies of critical infrastructure. These extreme incidents 
had negative consequences for the following sectors: (i) banking and finance, (ii) transportation, and (iii) 
commerce and industry. These consequences can be contributed to complex interrelationships, 
dependencies, and interdependent cross sectors due to the interconnected nature of the relationship between 
critical infrastructures and essential services [2]. 

Rinaldi et al. (2001) [3] proposed some of the earliest descriptive interdependency types, namely (i) physical, 
(ii) cyber, (iii) geographic, and (iv) logical. The fundamental definition of infrastructure interdependency and its 
modelling has led to a further distinction among first-, second-, and third-order dependencies. According to [3], 
there are several complex interdependencies between critical infrastructure systems. Most types of networks, 
like energy, water, transportation and telecommunications networks share similar characteristics [4]. These 
networks are interdependent and they interact at particular nodes. Examples of such interactivity nodes are 
gas turbine generators dependent on the gas network, water treatment sites that need electricity for pumps, or 
electrical substations requiring telecommunications for SCADA systems. Fig. 1 shows examples of a few 
obvious such interactions. Not all the interactions are critical, though. Losing connectivity with the SCADA 
system does not necessarily imply the loss of a substation, or the lines connected to it, as there are 
sophisticated safeguards in place. 

 

Figure 1 - Examples of infrastructure interdependencies 
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The vulnerability of each of those individual networks also depends on their network structure [5]. For 
instance, a electrical substation with large connectivity may cause wider impacts than a substation with a 
single connection. Additionally, since these networks are interconnected, they form a “network of networks”, 
where the connectivity principles still apply, but on a more complex scale. For instance, if a Distribution 
Network Operator (DNO) relies on telecommunications for its DMS, a telecommunications failure could cause 
the loss of visibility and/or controllability, which increases the risk of widespread disruption in the DNO’s 
network [6]. Some major interdependencies can be seen in Table 1. 

Table 1 - Interdependencies between electricity networks and other critical infrastructure [3], [7] 
 

Dependency Urgency / type of dependency 

Electricity on gas 
Immediate / physical & geographic (e.g. 

gas turbines) 

Electricity on 
telecoms 

Immediate / cyber & geographic (e.g. 
SCADA comms) 

Electricity on 
water 

Moderate / physical & geographic (e.g. 
power station water cooling) 

Electricity on 
transport 

Weak / logical (e.g. staff transport) 

Gas on electricity 
Moderate / physical (e.g. power for 

compressors) 

Telecoms on 
electricity 

Immediate / physical & geographic (e.g. 
equipment power needs) 

Water on 
electricity 

Moderate / physical & geographic (e.g. 
pumping station power needs) 

Transport on 
electricity 

Weak / physical (e.g. signalling) 

Strictly from a risk assessment point of view, where fundamentally Risk = Likelihood * Impact, the likelihood of 
a hazard occurring (e.g. substation going offline), and potentially its impact, are increased when additional 
modes of failure from other infrastructure systems are considered (e.g. SCADA communications failure). 

The risk becomes more pronounced when considering second, third and n-th order effects [3]. For instance, 
power disruption could cause a telecommunications shut-down, which in turn causes water supply issues, 
which in turn causes loss of power station cooling, hence further power disruption. 

Another example to illustrate the multi-domain aspect and interdependencies of resilience in power systems 
can be observed in Fig. 2, which relates to coal based thermal power plants. The operation of a coal based 
thermal power plant depends on various external factors (mining, transport, communication, human resource, 
water supply etc.). If any of these are affected, then it directly affects the availability of the thermal power 
plant. 

One noteworthy interdependency is with digital and communications systems. Many infrastructure 
organisations outsource their software, platforms and even parts of their telecommunications infrastructure. 
These terms are referred to as Software as a Service (SaaS), Platform as a Service (PaaS) or Infrastructure 
as a Service (IaaS). This can have cyber-security implications and may result in unexpected modes of failure. 
Hence, infrastructure organisations that employ low-tech backup systems may prove to be more resilient. 

Conversely, future power systems that are more distributed, following the paradigm of the smart grid, could 
help enhance the resilience of other systems, like telecommunications networks [8]. Distributed systems 
spread out the vulnerability into their constituent components, so that if one component fails, the overall 
system can remain largely intact. 
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Figure 2 - Thermal Power Plant Interdependence on other infrastructures 

There is a need to integrate cyber-security and other digital systems in the study of power system resilience. 
This has been demonstrated by the vulnerability of systems that are not even online, such as the Stuxnet 
Worm attack on Iranian nuclear facilities. 

Such integrated models are referred to as Cyber-physical power systems (CPPS) or Cyber-physical electrical 
energy systems (CPEES) [9]. These form a subset of cyber-physical systems (CPS), which are integrating 
computing, control and communications with physical processes. The importance of that is highlighted by the 
fact that the IEEE has recently set up a Task Force on Cyber-Physical Interdependence for Power System 
Operation and Control. 

3. Sources of disruption 

The interdependent and multi domain aspects of power system components are often observed during 
resilience events or high impact low frequency (HILF) events. Each type of disruption has its own effects on 
various critical infrastructures and this greatly impacts recovery measures [10]. For example, the multi-domain 
impacts of Cyclone/Typhoon/Hurricanes are explained below: 

1. Transmission and Distribution System: Can disrupt power to various critical infrastructure like coal 
mine (disrupting coal supply), traction supply (disrupting coal transport). 

2. Road/Railway Transport: Due to damage to these infrastructure fuel supply, equipment supply, human 
resource movement, restoration work etc. gets disrupted. 

3. Communication: Due to transmission / distribution system structural damage or outage, 
communication system is lost which affects the restoration and power system operation. 

More generally, the effects of physical damage from hurricanes, earthquakes, floods, and fires differ greatly, 
both in geographical extent, the type of damage, and the required recovery actions. For example, floods and 
earthquakes damage underground electrical and gas lines and substations, whereas high winds or an ice 
storm damages the grid above ground. A solar storm can damage transformers over a wide area whereas a 
tornado causes severe damage only along a narrow path. This variety of effects also applies to cyber, 
vandalism, insider attacks, or military / terror attacks. 

Some disasters are confined to one type of infrastructure, but it is very common for disruptions to electricity 
blackouts to degrade other infrastructure systems, such as water, communications, fuel supply, transportation, 
and offices and homes. In turn, degradation of these other infrastructures can greatly hinder the restoration of 
electric power, as when roads are impassable, communications are down, and personnel cannot work.  

The geographic extent of the disruption is important, and it should be noted that cascading outages can 
extend the area of blackout beyond some local damage. It is much more difficult to recover from a widespread 
damage or a widespread outage because then there are limited recovery resources for a larger and more 
complex   recovery task, and less ability to leverage nearby functioning infrastructures. 

Predictability and speed of how hazards unfold can also differ greatly. For example, earthquakes are deemed 
as unpredictable in operational timescales and they can unfold extremely fast, lasting only a few minutes. 
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Other climate related hazards, however, can be anticipated and predicted by system operators and hence 
mitigation actions can be more appropriately scheduled and planned. Also, these events unfold in a slower 
fashion, allowing system operators and repair crews to accommodate and optimize their decisions according 
to the actual, real time realization of the hazard.         

4. Examples of cross-network impacts 

The impact of cross-network effects can be illustrated by certain examples. 
 

4.1. Electricity / Water: 

● “Beast from the East”, March 2018, Wales and SE/SW England: loss of power to strategic pumping 
stations and Water Treatment Works. [11] 

● Disinfection failure at Deptford works caused by an interruption to the power supply (Nov 2018). 1.3 
million litres of undisinfected water had been supplied into distribution. Population affected: 305,202. 
[12] 

● Water shortage due to dry spell  has caused coal based thermal power plant outages in India specially 
in Maharashtra. Due to this many power plants now have set up treatment of sewage water for 
utilisation to avoid such outages. In addition, barrage based water discharge limitation for 
agriculture/societal needs and for thermal power plants also limits their availability during such dry 
spells affecting the power plant availability.  

● Nationwide recurring electrical blackouts in Venezuela began in March 2019. These led to failure to 
pump adequate water supplies to populations in major urban centres such as Caracas, leading to an 
estimated 20 million people with intermittent water supplies or no access to water at all. 

 

4.2. Electricity / Rail: 

● 9th August 2019: Train converter, known as the 4QC (Four Quadrant Chopper) shut down, train isolated 
from traction power supply. Journey disruption: 371 cancelled / 220 part-cancelled / 14428 delay 
minutes. [13] 

● January 2008: Heavy snow and ice over the last two weeks of January damaged Chinese electricity 
grids and cut power supplies to the rail networks in central China that carry the bulk of coal to power 
stations, depleting some fuel reserves to only a few days at some power generating stations. 

4.3. Electricity / Telecommunications: 

● “Power cut” makes up 8.6% of primary cause of incidents reported to Ofcom (September 2015 to 
August 2016) [14] 

●  Power system failures throughout Puerto Rico in the aftermath of Hurricane Maria in September 2017 
was a major factor in sustained failures of telecommunications networks. Communications disruptions 
were also a key factor leading to slower recovery in electricity systems throughout Puerto Rico.  

● In Chile, severely bad weather conditions in March 2015 caused several floods and slides, affecting 
about 30,000 people in the north of the country. Major failures in the communication network (due to the 
destruction of an important fiber optic corridor) caused malfunction of the SCADA system, affecting 
control, observability and the ability to operate reliably (and economically) the power network. In fact, 
data from a significant proportion of the power system could not be displayed in the control room of the 
system operator for several hours.     

 

4.4. Electricity/Human Factor: 

Human factors for example strike/protest at coal mines linked to power stations can also directly affect power 
plants. This can initiate coal shortage situations also in case the strike continues for a longer duration at any 
pit head power plant. One such issue has been observed in India where the strike at a coal mine has led to 
outage of the thermal units. 
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4.5. Electricity / Gas: 

There are increasing challenges emerging in the electrical-gas system interactions in several countries, 
especially in the presence of climate changes that bring about colder winters and hotter summers. This is 
particularly relevant to countries that rely on gas for heating, such as the US and the UK, where extreme cold 
winters, possibly accompanied by failures in gas storage or supply terminals, may pose a serious threat to 
security of supply. This has already been witnessed in recent events, such as during the 2014 polar vortex in 
the US, when gas prices skyrocketed as a consequence of scarcity and laid bare the (life-threatening) 
competition between gas for heating and gas for electricity. However, more and more challenges might also 
emerge during summers, for example for extremely hot days in Australia, whereby, particularly in days with 
lower wind output, peaking gas generators operate at capacity. In such cases, a contingency on some critical 
pipelines might also be much more severe than a contingency in the electricity system. Furthermore, under 
those conditions gas plants are generally much less efficient and their output is also constrained, again posing 
a threat to system adequacy, as has been experienced in Summer 2019. 

5. Prevention and restoration 

Sharing resources across organisations under emergency conditions has proven to be critical to preserve 
system resilience. For example, [15] illustrates how sharing human resources, i.e. repair crews, across 
network companies can be critical to reduce repair times and thus re-connect load faster. In this line, 
distribution companies in Chile use this approach in order to face severe weather conditions in a coordinated 
fashion. Hence, for local emergencies that are unlikely to cover large regions (i.e. snow), companies can 
support each other, increasing the effectiveness and utilisation of repair crews. This has been proven effective 
in a number of natural disasters. Noticeably, during heavy snow conditions in Santiago in 2017 (an incident 
that happens once every fifty years), Enel, the distribution company in Santiago, was supported by distribution 
companies from other areas in Chile like Chilquinta a CGE, which boosted Enel’s workforce by sharing their 
repair crews. This critical support allowed Enel to reduce repair times and thus increase the rate of 
reconnections during the recovery stage. Importantly, note that without this coordinated effort, getting the 
same level of performance during an emergency, companies will need to increase their costs associated with 
repair crews to hedge against incidents that are extremely rare. This will reduce the utilization levels of such 
crews, being, overall, inefficient.  

6. From reliability to resilience across networks 

Most of the critical infrastructure networks have some measure of assessing reliability of service. When it 
comes to resilience of infrastructure networks, there are generally two different assessment approaches. One 
is to assess the resilience of networks based on data associated with the past resilience events, and the 
second one is a predictive approach, typically considered in reliability studies. Calculated metrics from these 
two approaches are slightly different. For past events that have already happened, a possible metric might be 
Total Loss of Load but for predictive calculation (usually in planning) Expected Loss of Load / Expected 
Energy Not Supplied, or Loss of Load Probability (LOLP) are more appropriate. 

The C4.47 Working Group is expanding on this and came up with a resilience definition. There is a need to 
undertake a similar approach in the other infrastructure networks and come up with resilience metrics for each 
individual network. The next step would then be the unification of these resilience assessment methodologies, 
as a first step towards a unified resilience metric that encompasses all the relevant interdependencies. The 
limitations of metrics are well-understood but, given the complexity and scale of all the infrastructure systems, 
metrics and indicators can still provide added value. This approach is illustrated in Fig. 3 and 4. 

 
 

Figure 3 - Individual reliability metrics 
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The key issue in integrating the resilience metrics is to find a method to “normalise” them, so that they become 
comparable. There is also a need to devise clear links between network operation and these metrics. 

Combined resilience models of interdependent infrastructure systems have been considered in the literature, 
starting with a simplistic definition that “loss of resilience, R, can be measured as the expected loss in quality 
(probability of failure) over the time to recovery, t1 - t0” [16]. 

 
 

Figure 4 - Interdependent ecosystem of resilience metrics 
 

𝑅 = ∫ [100 − 𝑄(𝑡)]𝑑𝑡
𝑡1

𝑡0

 

where Q(t) is defined as a generic infrastructural quality, expressed as a percentage that changes with time. It 
requires definition of individual “infrastructural qualities”, i.e. resilience metrics. 

To quantify the resilience across interdependent systems, other models have been considered, such as a 
combined resilience metric for energy and water systems [17]. A more elaborate approach would be to 
consider reliability / resilience metrics for individual networks (e.g. EENS) and combine these with network 
connectivity parameters such as betweenness [18].  For a given performance index function, R, a resilience 
function (𝑅𝑒𝑠) can be defined at time t [17]: 

𝑅𝑒𝑠𝑅,𝑡 =
#𝑜𝑓 𝑠𝑎𝑡𝑖𝑠𝑓𝑎𝑐𝑡𝑜𝑟𝑦 𝑜𝑝𝑒𝑟𝑎𝑡𝑖𝑜𝑛𝑠 𝑓𝑜𝑙𝑙𝑜𝑤𝑖𝑛𝑔 𝑢𝑛𝑠𝑎𝑡𝑖𝑠𝑓𝑎𝑐𝑡𝑜𝑟𝑦

#𝑜𝑓 𝑢𝑛𝑠𝑎𝑡𝑖𝑠𝑓𝑎𝑐𝑡𝑜𝑟𝑦 𝑜𝑝𝑒𝑟𝑎𝑡𝑖𝑜𝑛𝑠
 

The total system resilience can then be calculated, with different resilience functions, from potentially different 
networks, weighted (w) [17]: 

𝑅𝑒𝑠𝑇𝑂𝑇(𝑡) =
𝑤1𝑅𝑒𝑠𝑅1,𝑡 + 𝑤2𝑅𝑒𝑠𝑅2,𝑡 + ⋯ + 𝑤𝑛𝑅𝑒𝑠𝑅𝑛,𝑡

𝑤1 + 𝑤2 + ⋯ + 𝑤𝑛
 

A wide range of other empirical, agent-based, system-dynamics, economic, network approaches to modelling 
and simulating interdependent critical systems have been documented in literature, and could be used to 
evaluate resilience [19]. Bayesian networks have also been proposed as a potential modelling method for 
interdependent infrastructures [20]. Alternative considerations would be “(i) system dynamics of interacting 
networks [21,22,23]; (ii) the IDEFØ functional-modelling technique; and (iii) nonlinear optimization” [24]. 
Spatial interdependencies may also be an important consideration [25]. 

While the network of networks approach to assessing potential damage and failures has been well 
researched, elucidating the recovery phases of resilience remains a key challenge [26, 27]. Most notably, 
Majdandzic et. Al. developed a generic model of node failure, systemic damage propagation and node 
recovery to produce a rich phase diagram with a number of tipping points (critical points, triple points and 
transition lines) [28]. They found that triple points play the dominant role in constructing the optimal repairing 
strategy in damaged interacting systems. While this methodology essentially reveals how much effort to put 
into restoring each network in order to restore the overall functioning of the system of systems, translating this 
phase diagram to actionable recovery plans remains a key challenge. Another key consideration may be the 
healing of a system as a network-of-networks cascading failure, and the potential implications for repair and 
recovery strategies for energy systems to prioritize resources as failures propagate [29]. 
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Another key challenge is accessing data on infrastructure interdependencies to inform and validate models. 

7. Assessing the resilience of interdependent infrastructure systems 

7.1. Stress tests 

The UK National Infrastructure Commission published a report on the resilience of infrastructure systems [30], 
which outlines the necessary priorities (such as changing weather patterns, net zero), as well as policy 
recommendations, including the requirement for the operators to carry out regular stress tests, overseen by 
regulators. Stress tests are seen currently as the main method of measuring infrastructure resilience 
performance across water, energy, transport and other infrastructure systems [31]. A meaningful stress test 
model that involves multiple infrastructures would consist of a comprehensive list of scenarios that sufficiently 
cover the state space of the multi-network operation, while assessing the resilience metrics for each scenario. 
The obvious choice would be a stochastic approach such as Monte Carlo. The sections below discuss 
methods and metrics for assessing resilience in such a scenario-based approach. 

7.2. Individual network resilience assessment methods and metrics 

Resilience has been assessed in different ways across different industries, although there are commonalities. 
Aspects of resilience are identical across disparate systems, as shown in Section 6 above. Some metrics for 
the different infrastructure systems considered in this paper are presented below. A common theme can be 
seen in these resilience assessment approaches, which is the structure and interactions of the network. All the 
infrastructure systems considered below behave as networks / graphs, and can be analysed as such. 

Power system resilience metrics [32]. 

 Resilience triangle 

 Resilience trapezoid 

 Lines tripped / restored 

 Economic / social damage 

Gas resilience metrics [33], [34]. 

 Accessibility and connectivity of network 

 Repair time probability distribution 

 Economic / social damage 

Water network resilience metrics [35], [36]. 

 Water service availability 

 Extent of contamination 

 Betweenness centrality 
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 Number of articulation points 

Telecommunications / cyber resilience metrics [37], [38]. 

 Graph-based analysis (e.g. flow robustness) 

 Operational state and service parameters 

Transport resilience metrics [39]. 

 Topological functionality metrics (graph-based) 

 Traffic-related metrics (travel time / throughput / congestion index) 

 Functionality-based metrics (resilience triangle) 

 Capacity (absorptive, adaptive, restorative, coping) 

7.3. CIGRE C4.47 resilience definition generalisation 

This paper uses as the starting point the definition of power system resilience that was proposed by the 
CIGRE C4.47 Working Group [40]. This can be summarised by a modified version of the resilience trapezoid, 
as shown in Figure 5. 

The definition is generalised further, in order for it to encompass the different infrastructures that interact with 
electrical power systems. Table 2 presents a conceptual breakdown of each of the stages identified in the 
C4.47 resilience definition, for each of the infrastructure systems considered. This helps create a mapping that 
can be further developed into an integrated suite of metrics. Certain commonalities can be observed. 
Ultimately, the resilience of any infrastructure network depends on the capacity of the system to: 

 Absorb a disturbance 

 Cope with a disturbance 

 Restore normal operation after a disturbance 

 Adapt itself, learning from a disturbance 

Figure 5: Resilience trapezoid adapted to the CIGRE C4.47 resilience definition 
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7.4. Multi-infrastructure resilience methods based on network structure 

Controllability of complex networks like power systems depends, amongst others, on the structure of the 
network, and this is the case with many types of networks (e.g. power, social, biological) [42]. Structural 
parameters like node degree distribution or centrality influence the behaviour of the network, hence the 
development of cascading failures. This structure can be optimised [43]. As shown in Section 7.3. above, the 
network structure is the most important commonality across varying infrastructure networks. Hence, it can be 
concluded that this is one of the key characteristics that must be considered in any cross-network resilience 
analysis methodology. The best methodological candidate is graph theory. 

In terms of the overarching approach to graph-based resilience, there are certain characteristics that 
distinguish more resilient systems from less resilient ones [44]. 

 Modular design, i.e. structured with self-contained components, which can be used to isolate faults. 

 Resilient networks have longer path lengths. 

 Clustering, which can offer alternative power flow pathways. 

 Interconnected hubs can help dissipate fault currents and/or disturbances. 

Techniques have been developed to implement topological power flow analysis. Network characteristics such 
as extended betweenness and pairwise node transmission capacity 𝑇 can be used to create a model of the 
power network. These parameters are defined in [44], but are clearly related to the physical network structure 
and transmission capacity, which defines resistance of each node to the propagation of failures. 

The impact of cascading failures on a modelled power network is measured as the fraction of total extended 
betweenness (ΔEB) lost after the cascade [44]: 

𝛥𝐸𝐵(𝑐) =
∑ 𝑇′(𝑐′) − ∑ 𝑇(𝑐)

∑ 𝑇(𝑐)
, 𝑐′ ∈ 𝐶′𝑎𝑛𝑑 𝑐 ∈ 𝐶 

Table 2: Conceptual matrix of resilience stages across infrastructure systems. Examples of actions and systems 
relevant to each type of infrastructure and each resilience stage are shown [32], [33], [34], [37], [39], [41] 

 Electricity Gas Water 
Telecoms / 

Cyber 
Transport 

Pre-
disturbance 
(anticipation 

and 
preparation) 

Threat 
scenarios 
modelling. 

Power system 
headroom. 

Threat 
scenarios 
modelling. 

Gas 
linepack. 

Threat 
scenarios 
modelling. 
Reservoirs. 

Threat 
scenarios 
modelling. 

Policies and 
procedures. 

Threat 
scenarios 
modelling. 

Disturbance 
progress 

(absorption) 

Response 
mechanisms 

(e.g. Fast 
Frequency 
Response - 

FFR) 

Linepack and 
storage 

deployment 

Rezoning, 
water 

injection 

Service 
replication, rate-

limiting traffic 

Coping 
capacity 

Post-
disturbance 

(sustainment of 
critical system 

operations) 

Minimum 
system load 

level supplied 

Monitoring 
and control 

of pressures 
and flows 

Wholesome 
water 

availability 

Reducing 
network 

exposure, 
isolating threat 

Traffic re-
routing 

Restoration 
(rapid recovery) 

Response 
plans, repair 

and 
maintenance 

teams 

Response 
plans, repair 

and 
maintenance 

teams 

Removal of 
temporary 
measures 

(e.g. 
rezoning) 

Securing 
network, 

removal of 
temporary 
measures 

Response 
plans, repair 

and 
maintenance 

teams 

Post-
restoration 
(adaptation) 

Lessons learnt, 
investment re-

evaluation 

Lessons 
learnt, 

investment 
re-evaluation 

Lessons 
learnt, 

investment 
re-evaluation 

Lessons learnt, 
investment re-

evaluation 

Lessons 
learnt, 

investment re-
evaluation 
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where 𝑇 is the overall transmission capacity, 𝐶 is the initial set of buses (𝑉) or branches (𝐿), according to the 

type of attack, and 𝐶′ is the corresponding set of the same type of components in a stabilized power system 
after a cascading failure. 

Network connectivity and power flows can be defined as generic figures-of-merit (FOM), which can then be 
used to assess the resilience of a system across the timescale of a disruptive event [45]. In that case, 
resilience can be measured as follows: 

𝑅𝐹(𝑡𝑟|𝑒𝑗) =
𝐹(𝑡𝑟|𝑒𝑗) − 𝐹(𝑡𝑑|𝑒𝑗)

𝐹(𝑡0) − 𝐹(𝑡𝑑|𝑒𝑗)
    ∀𝑒𝑗 ∈ 𝐷 

where 𝑅𝐹(𝑡𝑟|𝑒𝑗) is the value of resilience corresponding to a specific figure-of-merit 𝐹(𝑡𝑟|𝑒𝑗) evaluated at time 

𝑡𝑟 (where 𝑡𝑟 ∈ (𝑡𝑑 , 𝑡𝑓)) under disruptive event 𝑒𝑗. 

Finally, a more simplistic approach to resilience of networked systems is to consider the node to node 
resilience as follows [46]: 

𝑅𝑛𝑜𝑑𝑒 =
𝑉𝑛𝑜𝑑𝑒 − 𝑉𝑙𝑜𝑠𝑠_𝑛𝑜𝑑𝑒

𝑉𝑛𝑜𝑑𝑒

 

where 𝑉𝑛𝑜𝑑𝑒 is the total demand of the node and 𝑉𝑙𝑜𝑠𝑠_𝑛𝑜𝑑𝑒 is the total loss of the node. 

The figure-of-merit can be either node-based, such as a component failure characteristic (e.g. Mean Time To 
Failure – MTTF, Mean Time To Recovery – MTTR) or system-wide. Graph-based metrics like the extended 
betweenness are best suited for system-wide assessment. 

The detailed formulation of the above approaches allows the development of strategies to optimise resilience 
based on the structure of the power network. However, they are also sufficiently abstract that they can be 
applied to any infrastructure network that allows the flow of any commodity, such as electricity, gas, water, 
information or vehicles.  

7.5. Influence graph modelling of interdependent infrastructures 

Instead of modelling an infrastructure with the physical network of links and nodes, one can also model how 
the infrastructure components interact in a directed network called an influence graph that is different than the 
physical network [47]. For example, in an electric grid, if any particular transmission line outages, then the 
influence graph describes the probabilities of which other lines outage next in cascades of outages. The 
influence graph captures the statistics of how outages spread, and it can be created from simulated or actual 
data of many sequences of components (such as transmission lines) outaging. This extends naturally to 
interdependent infrastructures if one can model the probability of a particular component failing in one 
infrastructure causing outages of particular components in the other infrastructure, such as those in the same 
location. The combined influence graph would then capture the statistics of cascading outages in and between 
both infrastructures and could be simulated to produce many representative samples of cascades across both 
infrastructures.  

8. Conclusion  

This paper discussed the types and frameworks of interdependencies between diverse but interacting 
infrastructure systems. Examples of such interdependencies have been given. A breakdown of the stages and 
sources of disruption has been provided, and potential metrics and high-level assessment methodologies 
have been discussed. 

In conclusion, the overarching pattern seems to be that joint resilience metrics of interdependent networks 
must be derived from a generalised point of view, incorporating aspects of the structure of the “network of 
networks”, as well as the interactions between components. Detailed operational parameters can be 
incorporated in the underlying model of the individual metrics. When it comes to the combined metric, though, 
a normalised or weighted approach is the most easily achievable. 
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