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Abstract 

Unmanned Aerial Vehicles (UAVs), also commonly known as drones, are receiving growing 

research interest due to their ability to carry a multitude of sensors and to connect to mobile 

networks. They are also able to move freely across the air, which enable the creation of numerous 

applications that were up until now considered impracticable. However, such applications may 

require high computational resources, reliable connection, and high data transmission rates to 

accomplish different tasks. Therefore, in this work, first, we discuss 5G communication networks 

and Mobile Edge Computing (MEC) as promising technologies that can provide several benefits 

to drone-enabled environments and solve some of the presented issues. We also comment on 5G 

and MEC approaches, presenting state-of-the-art and seeking at solving each of the latter issues 

presented. Afterward, we introduce new security concerns of drone communication networks, 

given their recent popularity. These concerns are related to the possibility of malicious users 

taking advantage of this brand-new technology, which made many governments ban drones due 

to public safety. Next, Blockchain technology is brought as a novel solution to the security issues, 

which raised its decentralized nature, making it inherently safe. This article also surveys 

contributions that make use of each of the technologies mentioned to improve the emerging drone 

industry. Subsequently, we discuss open issues and future perspectives. 
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1 Introduction 

The increase in popularity and affordability of Unmanned Aerial Vehicles (UAVs), also 

commonly known as drones, has resulted in growing attention from researchers and businesses in 

developing novel technologies, algorithms, and applications. The latter happened in many 

different fields because of drones’ ease of use, high-mobility, and ability to hover. Researchers 

already view drones as valuable service providers for future smart cities performing various roles, 

such as delivering goods and merchandise, maintaining surveillance, traffic monitoring, as well 

as increasing wireless network coverage [1], [2]. However with the emerging Internet of Things 

(IoT) framework and the related enabling technologies, such as the Device-to-Device (D2D) 

paradigm, the fifth-generation mobile technology (5G standard), and cloud/fog computing come 

with significant security, privacy, and public safety concerns that need to be discussed [3]. 

The Blockchain technology comes as a promising solution to the data privacy concerns that 

surround the drone-related frameworks discussed above. A blockchain is a secured, shared, and 



2 

 

distributed ledger that facilitates the process of recording and tracking resources without the need 

for a centralized trusted authority [4], [5].  

This article focuses on studying the interaction of drones with wireless networks that can support 

their personal or professional use and current challenges posed by integrating novel drone 

technology into cellular networks for better control and communication. For example, current 

challenges include balancing drone weight, battery capacity, and computational resources. Many 

other existing surveys have proposed studying the applicability of flying ad hoc networks in 5G-

enabled environments. For instance, Zhang et al. [6] present a taxonomy for classifying the latest 

achievements of 5G millimeter wave (mmWave) communications in UAV-assisted networks. 

They also provide vital technological benefits and challenges besides desirable applications for 

this newly emerging area. Salman et al. [4] present a survey on the recent achievements made in 

blockchain-based security services and applications to provide more secure networks for User 

Equipment (UE). Such services include authentication, confidentiality, privacy, and access 

control list, data and resource provenance, and integrity assurance, which are crucial for the 

current distributed applications. Fotouhi et al. [7] present a survey on UAV cellular 

communication, introducing the types of consumer UAVs currently available and standardization 

advancements made to smoothen the integration of UAVs into cellular networks. However, in 

this article, we provide an original survey on blockchain-based technologies used in the assistance 

of UAV-enabled networks to provide better Quality of Service (QoS) and Quality of Experience 

(QoE) for users. The key contributions can be summarized as follows: 

● We introduce a novel 5G communication network and its applicability within a drone 

framework. We present main challenges such as reliability and connectivity issues and 

highlight novel research contributions that can solve those issues. 

● We propose a new paradigm for the future of mobile networks involving drones, 5G, edge 

computing, IoT technologies, and how their integration can benefit the network and 

improve QoS. 

The rest of the paper is organized as follows: Section 2 gives a brief background on 5G-enabled 

networks and discusses the research contributions based on reliability, connectivity, and energy 

efficiency. Section 3 introduces Blockchain, its advantages, and disadvantages for UAV-assisted 

networks. Section 4 discusses the relationship between MEC, IoT, and 5G in UAV-based 

networks. Section 5 presents open issues and future research directions. Finally, Section 6 

presents concluding remarks of this study. 

2 5G Communication Network 

The fifth-generation mobile communications system (5G) is the new generation of wireless 

technology for cellular networks. In this technology, one of the potential solutions proposed to 

ensure a high transmission rate is to enlarge higher frequencies’ usage in the radio spectrum [8]. 

The reason is that a large number of usable spectrum bands remain untouched and are feasible to 

be explored at these frequencies. As such, researchers have recognized the benefits of utilizing 

mmWave frequencies ranging from 30 GHz to 300 GHz as a promising method for achieving 

multiple Gigabit data transmission speeds [6]. 

The need for a communication network that could support the demand for a higher data rate 

sufficiently fostered the increased interest in the development of drone technology. 5G has been 

seen as a possible solution to address the demand for better transmission rates in mobile networks. 

The development of mobile networks and drone research are closely related as most drone 

applications make use of mobile networks to provide direct or indirect connectivity to other UE 

[6]. Vehicular Networks (VNs) are another research area, where drones are receiving spotlight as 
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valuable contributors to MEC-enabled architectures. That is due to their ability to provide 

computational resources to networks and improve coverage signal and quality to Road Side Units 

(RSUs) during heavy traffic. However, the integration of drones in vehicular networks presents 

several challenges that require more research. Shi et al. [2] highlight the main challenges that 

have emerged in this direction: 

(i) Mobility control schemes for drones: Organizing the drones’ mobility taking into consideration 

collision avoidance, flying route definition, drone swarm formations, among others. Designing an 

adaptable network of exchangeable information between vehicles; 

(ii) Internetworking between drones and ground networks:  Forming network mechanisms that 

allow communication between flying nodes, ground nodes, and infrastructure is vital for 

accomplishing ubiquitous connections. 

(iii) Efficient power consumption of drones: Ensuring the highest operational time possible is a 

constant struggle for drone applications, as they have to balance power between communication 

and flying control. 

(iv) Regulation and security issues in drone assisted vehicular network (DAVN): The exploitation 

of drones’ vulnerabilities by malicious users may jeopardize both the device and network hence 

threatening public safety. 

Figure 1 shows a UAV-assisted network where a drone works as an Aerial Base Station (ABS) to 

provide better signal coverage and enables other applications. The vehicle-to-vehicle (V2V) link 

between V1 and UAV1 is an example of a communication link between drones and vehicles 

where the 5G network is assisting the MEC-enabled vehicular environment. UAV1, UAV2, and 

UAV3 are utilizing Aerial-to-Ground (A2G) 5G mmWave beams to enhance wireless coverage 

and provide high transmission speeds towards physical objects including ground UEs in vehicle-

to-person (V2P), V2V, and vehicle-to-infrastructure (V2I) communications. 

 

Figure 1. An overview of the 5G-enabled drone architecture in the field and representation of the drone-

assisted Base Station application. 
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2.1 Reliability 

The dynamic nature of drone-based environments makes it difficult to maintain a reliable and 

stable connection to ensure satisfactory QoS and QoE for UEs. QoS and QoE directly impact one 

another, therefore, it is essential to manage each factor based on which aspect of their service is 

more affected and make adjustments accordingly. For example, one of the emerging technologies 

in the drone industry is the use of drones as monitoring devices that can map a particular area and 

alert for either anomalies or intruders [3]. In the latter application, it is far more critical to ensure 

that the drone will not file alerts for trivial objects entering the monitored area, such as leaves or 

small birds. As such, the reliability of the information is of vital importance. 

Many researchers have investigated technologies to enhance network reliability. For instance, R. 

Guimaraes et al. [9] used an optimum-path forest-based approach for modeling a problem of 

failure identification in Wireless Sensor Networks, aiming to increase the reliability of anomaly 

detection task related applications. Meanwhile, not directly tailored towards drone use, the 

proposed approach can efficiently be utilized for safety or monitoring drone services. On the other 

hand, V. Sharma et al. [10] proposed a neural-blockchain based ultra-reliable caching for drone-

supported networks focusing primarily on improving latency and reliability in the Mobile Edge 

Computing (MEC) infrastructure. They treat vehicles (i.e., drones) as edge computation resources 

and constructs a blockchain model between them to maintain a reliable connection in a 5G core 

network. 5G core architecture is designed to exploit better the advantages of Network Function 

Virtualization (NFV) and Software-Defined Networking (SDN), enable automation and improve 

flexibility, allowing a Network Function (NF) to talk to other NFs directly [8]. 

2.2 Availability / Connectivity 

Similar to the reliability challenges presented, stable connectivity is vital for drone-based 

technology to meet satisfactory QoS and QoE. Here, connectivity is defined as the network’s 

ability to ensure resource availability to complete a specific task and consistently maintaining a 

stable connection between all networks of the UE, drones, and Base Stations (BSs). Losing 

connection may be considered as the worst-case scenario for some applications. Therefore, some 

technologies have emerged that could assist the network through the use of drones as BSs with 

5G communication technology to provide seamless service and high data rates to UEs [8]. 

Shi et al. [11] proposed a 3D trajectory planning of multiple drone BSs in which the optimization 

of drone BS takes into account both the flying heights and horizontal trajectories, aiming at 

minimizing the average device-to-user (D2U) path loss. In this context, the authors envisioned a 

static drone BS deployment as a means to improve the user’s QoS and network performance by 

strategically deploying the drone in areas to provide wide-area connectivity and enhanced signal 

coverage. Moreover, Del et al. [12] proposed architecture for 5G wireless networks where they 

integrate Artificial Intelligence (AI) and Blockchain technology into wireless networks enabling 

flexible and secure resource sharing intending to maximize resource utilization through Deep 

Reinforcement Learning (DRL). 

2.3 Energy Efficiency 

One of the recurring challenges regarding drone research is the constant concern of running out 

of battery or making a service/algorithm that can make use of the potential computational 

resources of drones while simultaneously conserving the drone’s battery life. A worst-case 

scenario for drone services is to have an application spending unreasonable resources to fulfill a 

task and draining the battery life, which would cause the drone to go into battery saving mode 

and land, ceasing its network functionalities. It would also cause possible coverage signal holes 

or potentially losing cargo in “pick-up and drop-off” drone services.  
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Balancing drone weight, battery capacity, and computational resources is another constant 

adversity faced by drone services developers, and numerous researchers have taken different 

approaches to tackle this issue. For instance, Yang et al. [13] proposed a DRL method to develop 

an efficient movement control algorithm for multiple drone-cells in a three-dimensional 

continuous movement environment to maximize the energy-efficiency of communication 

coverage of drone-cell networks while preserving the network connectivity. 

Table 1 summarizes the contributions made by the research community in enhancing reliability, 

connectivity, and energy efficiency in systems. In addition, the main algorithm is highlighted, and 

the advantages/disadvantages are discussed. 

 

Table 1. Reliability, connectivity/availability, and energy-efficient approaches 

Issue # Solution (or 

proposed solution) 

Advantages Disadvantages 

Reliability [10]  Neural-blockchain 

based algorithm 

-Decreases energy 

consumption 

- Reliability remains high 

for a dense user population 

Possibility of path loss in 

alternative routes 

[9] Optimum-path based 

approach for anomaly 

detection tasks 

Most accurate technique 

under The Intel Berkeley 

Research Laboratory 

(IBRL) and Grand St. 

Bernard (GSB) datasets 

The results show that other 

techniques can also achieve 

similar performance 

Availability [11] 3D trajectory planning 

and scheduling 

algorithm 

Reduces path loss from data 

to the user 

Does not propose how to 

allocate resources between 

the multiple drone base 

stations 

[12] Deep Reinforcement 

Learning-based 

algorithm. 

Improves resource 

allocation in 5G wireless 

networks 

Does not show the 

computational load required 

in the proposed scheme 

Energy Efficiency [13] DRL algorithm. Considers QoS 

requirements while 

maintaining high energy 

efficiency 

Does not consider 

interference among adjacent 

drone-cells. 

 

3 Blockchain, Advantages, and Challenges regarding Communication 

Blockchain consists of a ledger of transactions which are assembled into blocks created by miners 

who are required to supply a Proof-of-Work (PoW). While different types of proofs have been 

proposed, such as Proof-of-Retrievability (PoR), PoW remains the standard in most Blockchain 

implementations. These blocks contain a hash of the previews block in such a way as to create a 

“chain”. Nodes then keep track of blocks as they are broadcast to the network, checking the 

correctness of the PoW and the validity of the transactions it contains. If two blocks are mined 

simultaneously, this creates a fork. To solve this problem, the longest chain is regarded as the 

correct one, as this is the one that has had more work put into it. The latter also ensures that any 

attack must control more than half of the mining power to succeed. 
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3.1 Advantages and Disadvantages 

The main contribution of the Blockchain technology is the possibility to benefit from security 

assurances that are usually provided by a centralized trusted authority (wherein the case of bitcoin 

this authority would be a bank or an electronic alternative such as PayPal). Jensen et al. [1] provide 

a good example of areas where UAV systems can benefit from Blockchain implementations, 

namely: 

(i) Confidentiality: The use of a private or consortium based Blockchain to limit who can see data 

in the system, and place restrictions on who can participate in it, also known as permissioned 

blockchains. The utilization of Public Key Infrastructure (PKI), i.e., a tool that is already used by 

Blockchain mainly to assign ownership of resources, to encrypt data blocks within the 

Blockchain, and provides more confidentiality. 

(ii) Integrity:  Due to the underlying mechanisms of Blockchain, any forks that may be created 

will inevitably be abandoned as miners shift focus to the largest chain of blocks available. Because 

of this, one of the main characteristics of Blockchain is immutability. This characteristic helps 

ensure high data coherence because once information is added to the ledger, users can trust that 

the transactions on the ledger are credible [1]. Besides, they argue that the use of digital signatures 

enables Blockchain to be fully traceable, providing transparency as well as security. Furthermore, 

the development of smart contract technologies allows parties to establish and ensure rules 

between one another, further increasing the system’s data integrity. 

(iii) Availability: Decentralization improves availability by removing a single point of failure. In 

the case of attack, and if the attacker targets specific nodes, they can be excluded from the 

network. Therefore, it is possible to continue operating with all the other nodes. 

UAVs need to be as light as possible to facilitate its flying operations. Consequently, they are 

resource-constrained devices (i.e., limited computational power, storage, etc.). However, most 

Blockchain implementations use highly computational demanding PoW. Other approaches, such 

as PoR, are similarly impractical as they require a high amount of disk space. The constrained 

disk storage also poses a difficulty as full nodes require a local copy of the entire Blockchain, 

which occupies about 240GB in the case of bitcoin and 180GB in the case of Ethereum [4]. 

Recent Blockchain applications such as Ethereum, provide what is called smart contracts, that is, 

small pieces of runnable code that can be performed when a transaction is made to a specific 

address. While a UAV might not have the possibility to participate in a Blockchain as a miner 

due to their lack of substantial computational power, they could offload the hard work of 

transaction verification to more powerful nodes of the network, hence enjoying many of the 

security benefits this technology provides. Another approach is to utilize permissioned 

blockchains as they allow for the utilization of easy to solve consensus algorithms [1], [11], [14]. 

In addition, light nodes have been proposed to enable storage to limited devices to participate in 

Blockchain networks. 

3.2 Solutions 

V. Sharma et al. [10] proposed the utilization of neural networks and a combination of three 

Blockchain ledgers to accomplish drone-caching for ultra-reliable networks utilizing MEC. The 

proposed approach performs well regarding metrics such as connectivity, survivability, and 

reliability. Jensen et al. [1] utilized Hyperledger Fabric to create a private permissioned 

blockchain that enables the creation and maintenance of a UAV swarm network. They accomplish 

this by defining certain drones as Master ones that control Slave drones through transactions in 

the ledger. Nevertheless, it is also considered very feasible the development of custom solutions 

leveraging Blockchain, if, for UAVs, there are achieved compromises between computational and 
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energy limitations. Lei et al. [14] demonstrate that poisoned content can present a severe problem 

in named-data networking (NDN) used in unmanned aerial vehicle ad hoc networks (UAANETs). 

To solve this problem, they utilize a permissioned blockchain to maintain a decentralized record 

of interest-key-content binding rules. Dai et al. [11] proposed a state-of-the-art framework for 

next-generation wireless networks that makes heavy use of AI and Blockchain technologies, 

ensuring a secure and private communication environment. They provide a few examples where 

Blockchain would be beneficial, namely spectrum sharing, D2D caching, energy trading, and 

computation offloading. 

4 5G, Drones and Edge Computing 

MEC is a promising area of study among next-generation vehicular networks (i.e., Internet of 

Vehicles – IoV) researchers, which was enabled by the development of 5G mobile networks. 

MEC is a widely distributed network architecture that treats each device at the edge of the network 

as nodes with computation capabilities. It allows UE to offload data directly to nearby servers 

providing multiple benefits such as high bandwidth, computational agility, and low latency. 

The inherent capabilities of drones can assist in enhancing network performance in various ways, 

as they are mobile devices that can freely navigate in open areas and connect to cellular networks 

while also potentially being capable of performing some computational tasks. This opens up the 

opportunity to connect with various types of infrastructures when merging VN, IoT, and 5G 

through V2V, V2I, and vehicle-to-device (V2D) that makes various features possible. Shi et al. 

[2] highlight some of these features as follows: 

(i) Line-of-sight (LoS) links:  Through LoS links, drones can utilize real-time traffic information 

collected by its sensors to adjust their position within the network to maintain reliable 

connectivity, hence adjusting to the network’s needs. 

(ii) Dynamic deployment ability: Unlike the traditional structure, drones can fly and maneuver 

over the desired space, which allows them to change their position dynamically based on the 

user’s demand; 

(iii) Drone swarm networks: Apart from infrastructures, a swarm of drones is capable of forming 

scalable drone swarm networks allowing ground nodes to access. 

(iv) Providing connectivity for resource-less scenarios: Drones can be used as Aerial Base 

Stations (ABS) to provide better connectivity for coverage holes, when the current infrastructure 

cannot support the network demand from users, therefore acting as a temporary assisting service 

for networks.  

However, the features mentioned above are only feasible in a 5G-assisted communication network 

due to their reliance on high transmission rate and low latency. The need to accommodate diverse 

types of users, applications with diverse performance requirements, and the need to integrate 

heterogeneous air interfaces into the next-generation wireless networks are likely to make the 

radio spectrum more congested [11]. 5G mmWave communication comes as a promising 

technology given their extremely wide bandwidths, small element sizes, and narrow beams that 

is beneficial if compared to existing wireless technologies [15]. Furthermore, narrow beams are 

particularly interesting for drone usage as they can pack more frequencies in a narrower beam, 

which can facilitate the development of applications such as detection radars.  
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5 Open Issues and Future Perspectives 

Modern drones can be equipped with various sensors, wireless communication, and 

computational capabilities that enable the use of various services to improve QoE for users. The 

development of IoT research has brought immense value to drone networks, and the integration 

of technologies such as 5G, MEC, and drones has led to a growing interest in IoV research. 

However, numerous challenges have yet to be resolved regarding drone-based technologies, such 

as: 

● Balancing drone weight, battery capacity, and computational resources remains the 

biggest obstacle for developing new drone-based technologies. 

● As a result of the unique nature of the technologies discussed, the lack of a simulation 

model makes it difficult to compare approaches effectively. 

Although most researchers understand the need to be energy efficient, many research studies do 

not take battery life, device weight, and computational limitations when evaluating their 

performance, diminishing their real-life applicability. Nonetheless, recent studies regarding drone 

battery life focus on achieving better energy efficiency through the use of algorithms to guarantee 

high movement efficiency and resource utility. However, battery life is still a prevalent issue. 

Hence, new approaches to solve the latter are advocated that take a different path through energy 

efficiency driven algorithms. 

6 Conclusion 

This article has introduced a couple of technologies that have been used to enhance drone-based 

services, explicitly MEC, 5G, and Blockchain. Each of these technologies is shown to bring 

several benefits to drone technologies, and increase, in general, the QoS and QoE of the users. 

Although these approaches bring many benefits, there are still a few challenges that need to be 

addressed in order to increase the real-life applicability of such applications to maximize 

connection reliability, network availability, energy efficiency, and security.  

IoT, VNs, and drones are trending topics that get influenced by new technologies in several fields, 

as with the latter, the applicability of diverse drone-based applications and services become more 

realistic and are expected to continue growing for personal and professional interest. 
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